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1. llesu u 3212494 AU CIUILIHHBI

Henbto aucuuruinabl «OpraHu3aloHHas 3aluTa HHQOpMalum» SBISETCA: - U3yUeHHE
OCHOBHBIX HalpaBJICHUH 3aIIUTHl KOMIIBIOTEPHOU HH(OPMALINK; - U3yUCHHE
OpraHU3alMOHHBIX U aIMUHUCTPATUBHBIX METOJOB 3alIMThl UHPOPMALUY; - U3yUEHUE
IPOrpaMMHO-AIAPATHBIX CPEACTB 3aIUTHI KOMIIBIOTEPHBIX CUCTEM; - 0030p T'OTOBBIX
peleHni o odecrne4eHno HH(PpOPManOHHON 0€3011aCHOCTH, pa3paboTKa NPOrpaMMHBIX
CPEJIICTB ayiuTa 0€30MaCHOCTH, BBISIBICHUS BTOPKEHHUIM U MPOTPAMMHBIX CPE/ICTB
Kpunrorpapuyeckoit 3auTsl HHGOpMalu. 3agayaMu JUCIUIUIUHBI SABISIOTCS: - 1aTh
3HAHUSA CTYIEHTaM 10 OCHOBHBIM YIp0O3aM 0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM; - 1aTh
3HAaHUS OCHOBHBIX CTaHJapTOB 0€30I1aCHOCTH KOMITBIOTEPHBIX CUCTEM; - 1aTh 3HAHMS
Mojieliel 6e30MacHOCTH KOMIIbIOTEPHBIX CUCTEM; - AaTh 3HaHUS OCHOBHBIX
KpUNTOrpauyecKux CUCTEM; - 1aTh 3HAHUSI OCHOB a/IMMHUCTPUPOBAHUS CETEH U 3alUThI

UHGOPMAIINH B CETSIX.

Kparkoe cogepkanue TUCHUIIIIMHBI

OcHOBBI HH(POPMAITMOHHOM 0€301IaCHOCTH U 3anuTa nHhopmanmu. Mcropus
kpunrorpadun. OcHOBHBIE TepMUHBI U onipenenenus. Knaccuduxarus mudpos. [Hudps
3amensl. [Hudper nepecranoku. [Hudpsr rammupoBanus. KombuampoBanHblie mu@psl.
[IudpoBanue ¢ OTKPHITHIM KiTFOUOM. Xemi-pyHkinnn. Kpunrorpaduueckue mpoTOKOIHI.
IPOTOKOJIBI 0OOMeHa KitouaMu. [Iporokonsl ayTeHTudukanmnu (uaeHTudukanmun).
[IpoToKOIBI 3MEKTPOHHOMN TU(PPOBOW OANUCH. [IPOTOKOIBI KOHTPOJIS LIETIOCTHOCTH.
[IpoTOKOIMBI ANEKTPOHHBIX MIaTexkel. [IpoTokosbl ronocoBanus. pyrue npoToKoJb.
HexoTtopsie cBefeHus U3 TeOpUii aNropuTMOB 1 drcesl. OCHOBBI KPUITOAHATN3A.
Creranorpadus. KoqupoBanue nngopmanuu.

2. Komnerenun odyuawierocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

AUCHUIIJINHbI

[Tnanupyemsble pe3ysbTaThl OCBOCHUS
OIT BO (xomneTeHuun)

[Inanupyemble pe3ynbTarhl
00y4eHHUs 110 TUCHUIUIMHE

OIIK-3 CniocoGeH periars CTaHIapTHBIC 3a/1a91
npoecCHOHANBHOMN JIeITeTLHOCTH Ha OCHOBE
nH(OpPMAITMOHHON 1 OMOIHOrpaduueCcKoi KyabTyphI
C IpUMEHEeHNEM HH(POPMAITMOHHO-
KOMMYHHUKAI[HOHHBIX TEXHOJIOTUH U C yY€TOM
OCHOBHBIX TpeOoBaHM HH()OPMAITMOHHOH
0e30macHOCTH

3HaeT: OCHOBHBIC HOPMATHUBHEIC PABOBBIC AKTHI B
obnacTu obecrieueHus HHGOPMAITMOHHON
0€30MMacHOCTH

'YMeeT: IPUMEHSITh IEUCTBYIOITYIO
3aKOHO/IATENbHYI0 0a3y B 00IaCTH 00eCIIEUeHUS
WHOOPMAITMOHHON O€30MacCHOCTH

lMmeeT npakTUYECKUI ONBIT: BIIAJCHUS
npodeccuoHaNbHON TEPMUHOIOTHEH B 001acTH
UH(POPMAITMOHHOW 0€30MaCHOCTH.

OIIK-4 CriocobeH yyacTBOBaTh B pa3paboTke
CTaHJIapTOB, HOPM U MPaBUJI, a TAKXKe TEXHUYECKOH
JIOKYMEHTAIH, CBA3aHHON C MPO(eCCHOHATBHOM
NeSITeTbHOCTBIO

3HaeT: CTPYKTYpPy AOKYMEHTOB U HOPMaTUBHbIE
TpeOOBaHUS K UX COCTABICHHUIO

YMeeT: pa3palaThiBaTh TEXHUYECKHE 3aJaHUs Ha
CO3/1aHKE TIOACKCTEM MH(OPMAITMOHHOM
0e301acHOCTH

MMeeT nmpakTUUECKUH OMBIT: paObOTHI C
JOKYMCHTaMM.

I1K-3 CriocobeH aHanu3upoBaTh TpeOOBaHUS K
KOMIIOHEHTaM amiapaTHO-ITPOrPaMMHBIX
KOMILIEKCOB ¥ IPOTPAMMHOMY 00ecCIIeueHUI0

3HaEeT: OCHOBBI OPraHU3aIl[MOHHON 3aIlUTa
nH(}OpMAIU pu padoTe ¢ KOMITOHEHTAMH

AIMapaTHO-MPOrpaMMHBIX KOMITIJICKCOB 1




MPOrpaMMHBIM O00€CIIeYeHUEM

YMeeT: aHaJIM3upoBaTh TpeOOBaHUS K KOMIOHEHTaM
anmnapaTHO-IPOrPaMMHBIX KOMIUIEKCOB U
MPOrpaMMHOMY OOECIIEUEHHUIO U BBIMOIHSTD 3aIIUTY
UH(POPMAIIUHN HAa (PU3UIECKOM U IIPOTPaMMHOM
YPOBHSIX

lMeeT MpakTU4EeCKUN OIBIT: METOAAMU
OpraHu3aIMy 3a1UThl HHPOpMAIUK HA (HU3UIECKOM

U IIPOTPAMMHBIX YPOBHSIX.

3. Mecro nucuuninnbl B ctpykrype OII BO

[TepeueHp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB pabOT y4eOHOro MmjiaHa

[lepeueHs mocaenyONMX AUCIUTLINH,
BUJIOB paboT

1.0.14 KoMIblOTepHbIE CETU U TEICKOMMYHUKAIINH,
1.0.19 Metpomnorus, ctangapTU3amus u
cepruduxanms

He npenycmoTpenst

Tpe6OBaHI/I$I K «BXOIHBIM» 3HAHUAM, YMCHUAM, HABbIKAM CTYIACHTA, HGO6XOI[I/IMI)IM
IIp1 OCBOCHHUHU I[aHHOI\/JI JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

NpCAMICCTBYIOINUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.14 KoMIibloTepHbIE CETU U TEIEKOMMYHUKALIUU

3HAeT: MPUHIIUIIBI YCTAHOBKU M KOH(QUTYPUPOBAHUS
KOMMYTAI[HOHHOTO 000pyI0BaHUs; HHTep(eiic
KOMaHJHON CTPOKH HA KOMMYTAallUOHHOM
000pyI0BaHUU; METOABI JUATHOCTHKY CETEH U
MOMCKa HEUCIIPABHOCTEN, XapaKTEPUCTUKU CETEBOTO
000pyIOBaHHUs U MPUHITUIIBI €r0 YCTAHOBKU U
MOJIKJIFOUEHUsT; MpUHIHUITBI paboTsl CLI ceTeBoro
000pyIOBaHUs PA3IUYHBIX BEHIOPOB;
XapaKTePUCTUKU KOMMYTAllMOHHBIX Ka0enei u
MPUHIIUIIBI UX TPOKIAJIKH;, METObI MHCTAJUIALINN
CETEBOr0 MPOrPaMMHOTO 0OeCIeYeH s Ha CETEBOE
000pyI0BaHNE U MIEPCOHALHBIC KOMITBIOTEPHI,
o01L11e XapaKTepUCTUKNU KOMMYTAIllHOHHOTO
000pyIOBaHNST; TPUHIIUIIGI INIAHUPOBAHUS U
TOKYMEHTUPOBAHUS JIOKATbHBIX BHIYMCIUTEIBHBIX
ceteil Ymeer: ucnonp3oBatb CLI u Be® unrepdeiic
1151 KOH(PUTYpUpOBaHUs 000PYIOBaHHMS; TIPOBOIUTH
MOJIKJTIOYEHNE KOHEYHBIX y3JI0B U CETEBOTO
000pyIOBaHUS K JIOKAJIbHON CETH; 0OHAPYKUBATh
HEHUCIIPABHOCTH B JIOKAJbHOW BBIYUCIUTEIIBLHOMN
CEeTH, CO3/1aBaTh U HACTPaUBaTh JIOKAJIbHYIO CETh
COITIACHO TEXHUYECKUM TPeOOBaHUAM; TOIOHPATh
ONTUMAJIbHYIO KOHPUTYPALIUIO CETEBOTO
000pyIOBaHuUs AJis CeTEH pa3IuYHON CIIO)KHOCTH Ha
OCHOBE XapaKTEPUCTHK CETEBOI0 000PYI0BaHUS;
MPOBOJIUTH HACTPOUKY MEPCOHATHHOTO KOMIIBIOTEPA
1 CETEBOTr0 000PYIOBaHUS JUIsl pabOTHI B JIOKATHHOU
CeTH; MHCTAJUITMPOBATH CETEBOE MPOTPAMMHOE
oOecrieueHre Ha MEPCOHANIbHBIN KOMIIBIOTEP U
ceTeBoe 000pyI0BaHKE, IUTAHUPOBATH CETh HA
OCHOBE TpeOOBaHUI PEABSBISIEMBIX K CETH U




TEXHUYECKOM JOKYMEHTAIIMH 000pYy/10BaHHUS;
[JIAHUPOBATH OOHOBIIEHUE CETH HA OCHOBE
pacTymux TpeOOBaHM K BRIYUCIUTEIBHON CETH
HMeeT mpakTU4eCKUI OMBIT: TOCTPOEHUS
JIOKQJIbHOW BBIYMCIIMTEIBHOM CETH BTOPOTO U
TPETHETO YPOBHS; pabOTHI C 000PYIOBAaHUEM TSI
MOHTaka KOMMYTAIlMOHHBIX Ka0eneil; paboThl ¢
00opyI0BaHKEM JJIs TOMCKAa HEUCIIPaBHOCTEH Ha
KOMMYTAIIHOHHBIX JIMHUSAX., PAOOTHI C
KOMMYTAIIMOHHBIMU TIKadaMu; paboThl C
MHCTPYMEHTAMU JJIs1 00KMMa U 3a/1€JIKHU KaOest
THTa "BUTas rmapa', 00KUMa U YKIaIKH
KOMMYTAIIMOHHOTO Ka0elIsd, MOHTa)Ka JIOKaJIbHOU
ceTH; 0OHOBIICHUS/BOCCTAHOBJICHUS/PE3EPBHOTO
KOIIMPOBAHUS ITPOIPAMMHOIO 00€CTIEUEHUS
CeTeBOro 000pyI0BaHHUS., TNIAHUPOBAHUS,
OOHOBJICHUS U IOKYMEHTUPOBAHUS CETH MAJIOTO
MPEIIPUATHUS.

1.0.19 Metponorusi, cTaHaapTU3aus u
cepruduxanus

3HaeT: o0LIMe MONI0KEHNSI OCHOBHBIX CTaHAAPTOB B
00JIaCTH METPOJIOTUH, CTAaHIAPTU3ALIUH U
cepTuduKay, OCHOBHI CepTUDUKALIUU CPEICTB
WU3MEPEHMSI U KOHTPOJIS, CTPYKTYPY Y IPUHIUIIBI
pabOThI M3MEPUTENIBHBIX YCTPOUCTB YMeEeT:
PUMEHATHh METOAUKY CTaHIapTOB 110 METPOJIOTUU
U151 00pabOTKU Pe3yNbTaTOB U3MEPEHHI B
npo¢eCCHOHAIBHON AEATETbHOCTH, HAXOAUTh U
OIpeAeNsATh 00JIaCTh NPUMEHEHUS Pa3InYHbIX
KaTeropui ¥ BUJIOB CTaHIapTOB, CUCTEM
CTaHJapTOB, KJIACCU(PUKATOPOB U yKa3aTeleH,
TOKYMEHTALMEN MPOLYKIMH, TPOLECCOB, YCIYT U
cucteM kadectBa. CoOpaTh U3MEPUTEIBHYIO CXEMY
lIMeeT NpakTUYECKUM OMBIT: BIaIEET
TEPMUHOJIOTHEN B 00JIaCTH METPOJIOTHH,
CTaHJAPTU3ALMH U CepTU(PUKALINHU, HABBIKAMU
00pabOTKH pe3ynbTaTOB U3MEPEHUH. ,
MCIIOJIb30BaHMs PA3JIMYHbIX KATETOPUN U BUIOB
CTaHJapTOB, CUCTEM CTaHJapTOB, KJIaCCU(UKATOPOB
U yKas3aresel, JOKyMeHTaluel NpoyKIuHy,
MPOLIECCOB, YCIYT U CUCTEM KayecTBa. HaBbikamu

HCITIOJIb30BAHUA PA3JIMYHBIX CPEACTB U3MCPCHUS.

4. O0béM 1 BUABI YUeOHOI1 padoOTHI

OO6u1as TpyA0€eMKOCTh JUCHUILUIMHBI cocTaBiseT 3 3.e., 108 4., 18,25 4.

KOHTAKTHOU paboThI

Pacnipenenenue no cemectpam
N Bcero B Hacax
Bun yuebnoit paborer 4acoB Howmep cemectpa
10
OO0mmast TpyI0EMKOCTh UCITUTLITMHBI 108 108
Ayoumophvie 3aHamusL: 12 12
Jlexuuu (JI) 8 8




[IpakTudeckue 3aHATUS, CEMHUHAPBI U (FITN) IPYTHE BHIIBI 4 4
aynuTopHbIX 3aHsaTui (I13)

JlabGopatopusie pabotsl (JIP) 0 0
Camocmosmenvras paboma (CPC) 89,75 89,75

MOJTOTOBKA K 3aHATHAM 29,75 29.75

[TonrotoBka pedepara, mpe3eHTauu 40 40

[ToaroroBka k 3auety 20 20
KoHcynpranyuy u npoMeKyTo4Hast aTTeCTalus 6,25 6,25
Bux konTposs (3adet, qud.3a4ueT, IK3aMeH ) - 3a4eT

5. Conep:kaHue QMCUUIIMHBI

O6beM ayIUTOPHBIX
Ne 3aHATHUI 110 BUJaM B
HaumeHnoBanue pa3aenoB IUCHUILIMHbI
paznena qyacax
Beero |JI| II3 | JIP
1 |OcHOBBI HHPOPMAITMOHHON 6€30MaCHOCTH U 3aIIUTa HH()OPMAIHH. 1 1] 0 0
) Vctopust kpunrorpaduu. OCHOBHbIE TEPMUHBI M OTIPE/ICTICHHUS. 1 11 o 0
Knaccudukanus mmdppon
3 [udpset 3amensl. Ludpsr nepecranoBku. udpsl raMmmupoBanus. 4 21 9 0
Kom6unupoBansbie mmdpsl. [ndpoBanne ¢ OTKPHITHIM KIIOUOM.
4 |Xewm-pyHKIHUH. 1 1] 0 0
Kpunrorpaduyeckue npoToKoibl. IPOTOKOIBI OOMEHA KITFOYaMH.
5  [[Iportokomsl ayTeHTHPHUKAINU (MAeHTUUKAIH). [IpOTOKOIBI 2 1| 1 0
PIIEKTPOHHOM ITU(POBOM MTOIIHCH.
6 [TpoTOKOJIBI KOHTPOJISI LENOCTHOCTH. [IpOTOKOIIBI 2IEKTPOHHBIX ) 111 0
riaresxel. [Iporokossl ronocoBanus. J{pyrue npoToOKOJIbI.
7 Hekoropele cBeeHUS U3 TEOPUM anropuTMOB U unces. OCHOBBI 1 11 o 0
kpuntoanaiusza. Creranorpadus. Konuposanue napopmammu.
5.1. Jlekuum
Ne Ne Kox-
HaunmeHoBaHue WH KpaTKoe cojiepKaHKue JIEKIIMOHHOTO 3aHATHUS BO
leKIuu(pa3aenal
4acoB
OcHoBbI HH(pOpPMALIMOHHOM Oe3omacHocTH: MHbopmanmsa u nHGopMamoHHas
1 1 0€301acHOCTh, OCHOBHBIE COCTABIIAIONINE HHPOPMAIIMOHHOM 0€301MacHOCTH, 1
00BEKTHI 3aLUTHI, KATETOPHH U HOCUTETU UH(OPMAIIUH, CPEJICTBA 3aALUTHI
UH(pOpPMaIUH.
WcTopus kpunrorpaduu: Hausnas kpunrorpadus, popmaibHas Kpuntorpadus,
1 5 |[MaTemaTHuECKas kpunrorpadus. OCHOBHbIE TEPMUHBI U OIIPEICTICHHS: 1
Knaccudukanus mmdpos. OCHOBHbIE TEPMHUHBI M ONPE/IEIIEHUsI, OCHOBHBIE
TpeOOBaHUS K KPUIITOCUCTEMAM, KIacCU(UKAIM KPUITOTPAPUIECKUX CUCTEM.
[udpsl 3amensl: OCHOBBI LIN(PPOBaHUS, IUGPHI: OHO3HAYHOM 3aMEHBI,
nonuandaBuTHbIE, OMOpOHNYECKUE, onraidasuTHble. LLIndpel nepectaHoBKu:
OcHOBBI M (POBAHUS, IIUPPHI OTUHAPHON U MHOKECTBEHHON NEepECTaHOBKH.
[udper rammupoBanus: OCHOBBI IKM(pOBaHUs, MHUPpoBaHHUE 110 MOAY0 N U 2,
2 3 |[reHepauMs raMMsl, reHepaTopbl ramm. KomOunupoBanHblie mu@pel: OCHOBBI 2
mdposanus, ADFGX, DES, I'OCT 28147-89. llludpoBaHue ¢ OTKPHITHIM
kitouoM: OCHOBBI M (poBaHus, anroput™ RSA, anroputm Ha OCHOBE 3a]1a4u 00
YKJIaJIKe paHIla, BEpPOATHOCTHOE MIM(PPOBaHHUE, aJITOPUTM MHUPpOBaHUS DIib-
["amaJis1, anropuT™ Ha OCHOBE DJUIMIITUYECKUX KPUBBIX.




Xemr-¢pynkuuu: OcHoBHBIE TOHATHA, MDS, npumenenne mmdpoBaHus 1is
MOJTy4eHHS XelI-o0pa3a

Kpuntorpaduueckue mpoToKoJibl. IPOTOKOJIbI 0OMeHa Kiitodyamu: OCHOBHBIE
CBEJICHUS 0 KpUNITOrpauuecKUX MPOTOKOJIaX, MPOTOKOJIBI OOMEHA KIIFOUaMH.
[IpoTokosnbl ayreHTUGUKaIUU (MaeHTHGuKauu): OO1Ie cBeIeHus, MapoabHas
uaeHTUQUKaNKS / ayTeHTH(PUKALNS, TPOTOKOT UACHTU(UKAIIMY / Ay TeHTU(PHUKAIIUN
C MCTOJIb30BAHUEM XeII-(YHKIIUU, TPOTOKOJ HIEHTU(UKALIMY / ayTeHTU(UKALIUN
Ha OCHOBE MIM(POBAHUS C OTKPBITHIM KIIFOUOM, cepBep ayTeHTudukanuu Kerberos,
uneHTUUKaIms / ayTeHTU(UKAIIS C TIOMOIIBI0 OMOMETPUUYECKUX JTAHHBIX,
uneHTuGUKanroHHbie KapThl (ID-cards) u snexTpoHHbIe Kitoun. [IpoTokosbl
PIIEKTPOHHOM 1TH(poBoit nmoamucu: OO1Ke CBeIeHUs, TPOTOKO Ha 0a3e
anroputma RSA, anropurm mudposoit noanucu [OCT 34.10-94, anroputm
nndposoit mogmucu 'OCT 34.10-2001, paznoBunuoctu D111

[TpoTokosbl KOHTpOJIS HenocTHOCTH: OOLIMe CBeIeH!s, UCIIOJIb30BaHNE
KOHTPOJBHBIX CyMM, ucnonb3oBanue DI, ncnonszoBanne MAC-ko10B,
MpoBEpKa YeTHOCTH, uctoyib3oBaHue ECC, KoOMOMHUPOBAHHBIE METOIBI.
[TpOTOKOIBI AMEKTPOHHBIX MIaTexei: O01ue CBeIeHu s, TNIACTUKOBBIE KapThl,
CypporaTHbI€ IUIaTeKHbIC CPeACTBa B Internet, pacyeTsl MIaCTUKOBBIMHU
KapToukamu B Internet, snekTpoHHBIE KOlIenkH B Internet, U@ poBbie IEHBIH.
[Ipotokomnsl ronocoBanus: OO0IIME CBEACHUS, HEKOTOPHIE BAPUAHTHI PeaTu3aliu
[TPOTOKOJIOB 3JIEKTPOHHOTO TOJIOCOBAHUS, POCCUMCKUIN OMBIT AIIEKTPOHHOTO
ronocoBanus. [Ipyrue nmportokosnsl: [IpoTokon pasaenenus cekpera, IpOTOKOI
noaopaceIBaHUs MOHETHI "'10 TenedoHy", TaliHble MHOTOCTOPOHHUE BBIUNCIICHHUS.

HekoTopbie cBeieHUS U3 TEOPHi anropuT™MoB U yucen: CI0KHOCTh aITOPUTMOB,
MPOCTBHIE YUCIIA, PA3JI0KEHUE YHCIa Ha IPOCTHIE COMHOKUTEIH, HAX0XK/ICHUE
HAYaJIbHOTO CIHHCKA MPOCTBIX YUCEN, TECTUPOBAHUE YKCIIA HA TPOCTOTY,
onpe/ieseHue HaubobIIero oomiero aenurens. OCHOBBI KpUITOAHATU3A: YTPO3BI
0€30IMacHOCTH MPH UCIIOIB30BAHUN KpUNTorpaduu, o0me CBeIeHUs O
KpUTITOAHAIHM3E, PA3HOBUIHOCTH aTak Ha Kpunrocucrembl. CteraHorpadus:
OO6mue cBeeHus, Kiaccuueckas creraHorpadusi, KOMIbIOTepHas creraHorpadus.
Komuposanue napopmanuu: O0mue cBeeHns, 00IIeTOCTYITHBIC U CEKPETHBIS

KOJOBBIC CUCTCMbI, HOMCHKJIATOPLI.

5.2. IlpakTHyecKne 3aHATHS, CEMUHAPBI

Ne
3aHATHA

Ne

pas3aciig

HanmenoBanue uimm KpaTKOC COACPIKAHUC MMPAKTUICCKOIO 3aHATHUA, CCMUHApa

Koi-
BO
4acoB

udpst 3amensr: OcHOBBI IM(POBaHUS, IU(PHI: OTHO3HAYHOMN 3aMEHBI,
nonuandaBuTHbIE, OMOpOHNYECcKHe, TonuaiadasuTHele. LLIndpsl nepecranoBku:
OcHoBbI K] poBaHUS, IIUPPHI OAMHAPHON U MHOKECTBEHHON NEPECTAHOBKH.
HIndper rammupoBanust: OcHOBBI UG pOoBaHUs, MK poBaHUE O MoAy0 N 1 2,
reHepanys raMMbl, reieparopsl raMM. KomOuHupoBanHble mndpel: OCHOBBI
mmdposanus, ADFGX, DES, TOCT 28147-89. IlludpoBanue ¢ OTKpHITHIM
kitouoM: OcHOBBI mKdpoBaHust, anroput™ RSA, anroputm Ha 0CHOBE 3a/1a4u 00
YKJIaJIKe paHlla, BEpOATHOCTHOE MIH(PPOBAHUE, aITOPUTM MM (ppoBaHUI Dilb-
["amassi, anropuT™ Ha OCHOBE AJUIMIITUYECKUX KPHUBBIX.

Kpunrorpaduyeckue mpoToKoJbl. MPOTOKOIBI 0OMeHa Kirouyamu: OCHOBHBIE
CBEJCHHUS O KpUNTOrpadUueCKUX MPOTOKOIAX, TIPOTOKOIBI OOMEHA KITFOUaMH.
[TpoTokons! ayreHTHdUKauK (MaeHTHGHKanun): O0Imue cBeeHHs, TapoIbHAs
naeHTU(UKaIus / ayTeHTH(DHUKAINS, TTPOTOKOI HACHTH(PUKAIINN /
ayTEeHTU(HUKAINN C UCTIOIH30BaHUEM Xell-(DyHKIMH, IPOTOKOI HICHTU()UKAITUH /
ayTeHTH(UKAINU HAa OCHOBE MH(PPOBAHUS C OTKPBHITHIM KITFOUOM, CEPBEP
ayrentTudukanuu Kerberos, naenrnpukanms / ayTeHTUPHUKAINS C TIOMOIIBIO
OMOMETPUYECKUX JTAHHBIX, WAeHTU(UKaITMOHHBIC KapThl (ID-cards) u




HIIEKTPOHHBIE KoM, [IpoToKOIBI NeKTpoHHOM 1 poBoii moamucu: Oomme
CBEJIEHUs, TPOTOKOJ Ha 0aze anroputma RSA, anroput™m nndposoit moanucu
['OCT 34.10-94, anroputm udposoit noanucu ['OCT 34.10-2001,
paszHoBuHOCTH D111

[IpoTokosbl KOHTPOIIS HenocTHOCTH: OO0IKe CBEICH s, UCIIOJIb30BaHHE
KOHTPOJIBHBIX CyMM, Hcnionb3oBanue DI, nucnonszosanne MAC-kon0B,
[IpOBEpKa YETHOCTH, uctonb3oBaHue ECC, KoOMOMHUPOBAHHBIE METO/IBI.
[IpoTOKOIBI 3IEKTPOHHBIX MIaTexeit: OOIIMe cBeIeH!s], TUIACTUKOBBIE KapThl,
CyppoOraTHbI€ IJIaTeKHBIE CPEACTBA B Internet, pacyeTsl MJIaCTUKOBBIMHU

2 6 kapToukamu B Internet, a71eKTpoHHBIE KOIIENKH B Internet, iudpoBbIe TEHBIH. !
[IpoTokoibl rogocoBanusi: O01IME CBEIEHNS, HEKOTOPbIE BApUAHTHI peaTn3alun
[TPOTOKOJIOB DJIEKTPOHHOTO TOJIOCOBAHUS, POCCHUICKUI OIBIT AIEKTPOHHOTO
rosiocoBanusl. [Ipyrue npotokonsl: [IpoTokon pa3aeneHus cekpera, mpoTOKOI
Moa0pachIBaHUSI MOHETHI "'TI0 TenedoHy", TaliHbIe MHOTOCTOPOHHUE BBIYUCIICHHS.
5.3. JIaboparopHbie padoThI
He npenycmorpenst
5.4. CamocrosiTesibHAasi padoTa CTyIeHTAa
Beimonaenne CPC
Crnucoxk nureparypsl (¢ yKazaHUEM Kon-
[Moneun CPC pas3zenos, ras, CTpaHuIl) / ccbuika Ha  [CemecTp| BO
pecypc 4acoB
DYMJI OCH. 1 ctp. 25-65; ctp. 75-87; cTp.
111-130; cTp. 93-101; cTp. 183-210; DYMU
TO/ITOTOBKA K 3AHATHAM ocH. 2 ctp. 7-14; ctp. 15-39 DYM/J nom. 1 1012975
ctp. 41-51;
OYMJI OCH. 1 ctp. 25-65; ctp. 75-87; c1p.
111-130; cTp. 93-101; cTp. 183-210; DYM/]
nomn. 1 ctp. 41-95; ctp. 131-148 3amura
WH(pOpPMALUHU U KpUnTorpadus:
MoxroToBKa pedpepara, npeseHTaIH METOZMMECKHUE yKa3aHH O BBITONHEHIIO 10 40
CaMOCTOSTEIILHOM PabOTHI IJIst
oOyudaromuxcs o HanpasieHuto 09.03.04
[IporpammHas uH>xeHepus /
JI.H.byiinymkuna — HuxaeBapToBck, 2021.
—9c.
DYMJI OCH. 1 ctp. 25-65; ctp. 75-87; cTp.
MoroToBKa K 3auery 111-130; cTp. 93-101; ctp. 183-210; DYMJ] 10 20

ocH. 2 ctp. 7-14; ctp. 15-39 DYMJ nom. 1
ctp. 41-51;

6. (I)OHI[ OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBAEMOCTH,

NMPOMEKYTOYHOM aTTeCTallMu

KonTponb kauecTBa 0CBOCHUS 00pa30BaTEILHOMN MPOrpaMMbl OCYIIECTBIISCTCS B
cootBercTBHH ¢ [Tonokenrem o 6aTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOM IeSITENbHOCTH 00yYarOIIUXCSl.

6.1. KouTpoabubie meponpusitusa (KM)




Yuu-

HasBanue THIBA
Ne | Ce- Bun Makc.
KOHTPOJIBHOTO Bec [Topsanox HauncieHus 6aII0B -
KM|mecTp| koHTpouIA Oamn
MEpPOTIPUATHS eTcst
B [1A
13-15 6anioB - mpakTUYEeCKUE HABBIKH
ab0TBI C OCBOEHHBIM MaTEpHUaIOM
udposanwue, P p
nemudpoBaHue MOIHOCTLIO
p copmupoBansl 11-13 6aos -
. MHPOPMALIUH C
Texyrwmii MPAaKTHYECKHE HABBIKUA PAOOTHI C
1| 10 MIPUMEHEHUEM 1| 15 3a4eT
KOHTPOJIb OCBOEHHBIM MaTepHaioM c(pOpMHPOBaHbI
KOMOMHHUPOBaHHBIX
HepocTaToyHo 9-11 6amios -
KpunTorpaduueckux
HE00XOMMbIE IPAKTUYECKHE HABbIKU
aJITOPUTMOB
paboThI ¢ OCBOEHHBIM MaTepHAJIOM B
OCHOBHOM C(OPMUPOBAHBI
13-15 GannoB - npakTUYeCKHUE HaBbIKU
paboThl ¢ OCBOEHHBIM MaTepHaIOM
MOJIHOCTBIO chopmupoBansl 11- 13
Pexumbl paboThI 0aJIoB - MPAaKTUYECKHUE HABBIKU PaOOTHI
> | 10 Texymuii | OJOYHBIX MHUPPOB. 1 | 15 |c OCBOCHHBIM MaTepHaoM saer
KOHTPOJIb CxeMbl KpaTHOTO c(hOpMHPOBAHBI
mudpoBaHus HegocTaTtouHo 9-11 Gamios -
HE0OXOMMbIE TPAKTUYECKHIE HABBIKU
paboThI C OCBOEHHBIM MaTEpHUajoM B
OCHOBHOM C(HOPMHUPOBAHBI
13-15 6amioB - MpaKTUYECKHE HABBIKU
paboThI ¢ OCBOEHHBIM MaTepHAIIOM
Hemmudpoanue MOJIHOCTHIO chopmupoBanbl 11-13
3aaHHOM (ppa3sl ¢ 0aJuIOB - MPAaKTUYECKHE HABBIKA PAOOTHI
3| 10 Texymwmii IpUMEHEHUEM 1 | 15 [cOcBOCHHBIM MaTepHanom Lauer
KOHTPOJIb U3BECTHOTO chopMHUpOBaHbBI HEOCTATOUHO 9-11
KpunTorpaduyeckoro 0aI0B - HEOOXOAUMBIE MPAKTUUECKUE
anropuTMa HaBbIKU pabOThI C OCBOCHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
13-15 6amnoB - mpakTUYECKUE HABBIKU
paboThl C OCBOGHHBIM MaTepHUaIoM
MOJHOCTBIO COpMUPOBaHBI 11-
[Iporpammuas 13 6amioB - MPaKTUYECKUE HABBIKU
41 10 Texymumii peanu3anus 1| 15 paboThI ¢ OCBOSHHBIM MaTepHAIOM saueT]
KOHTPOJIb | KpunTorpahudecKux copmupoBanbsl HeAOCTATOUHO 9-11
MIPOTOKOJIOB 0aJI0B - HEOOXOIUMBIE MPAKTUIECCKUE
HABBIKK pabOThI C OCBOEHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
CTYZIEHTHI B ayIMTOPUN UHIUBUIYaJIbHO
OTBEYAIOT Ha TEOPETUUECKUE BOIIPOCHI,
KOTOpbIE BKJIIOUAIOT BOIPOCHI IO
Mone [IPOMCHHBIM pa3JienaMm, IPEernoaaBaTeb
P Oecenyer u orneHuBaet. 17-30 6amios
5| 10 | xyrouHas 3auer - | 30 . 3a4eT
OILICHKA 3auTEHO: 3HA€T OCHOBHOM
arTecTanus

MaTCpuall JUCHUIINIMHBI; BEPHO U3JIaract
U UHTCPIPCTUPYCT 3HAHUSA; U3JIOKCHUC
MaTcpHralia JJOTHYCCKU BBICTPOCHO.

Menbuie 17 6aiuioB oneHka He 3auTeHo:




BBICTPOCHO.

HE 3HACT 3HAUUTEIILHON YacTH
MaTepuana JUCLUILINHBL, OTBET HE JaH
WM JOITyCKaeT IpyOble OLUMOKYU NpU
W3JI0KCHUH OTBETA HA BOIIPOC; HEBEPHO
W3J1araeT U UHTEPIPETUPYET 3HAHUS;
W3JI0KCHUE MaTeprasa JIOTHYECKH He

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEeHMBAHUSA

Bun
IIPOMEKYTOYHOMN IIpouenypa nposeneHus Kpurepuu
ATTeCTALIN OIICHUBaHUS
3adeT BKJIIOYAET B ce0sl TEOPETUUYECKYIO U MPAKTUYECKYIO YACTH.
TeopeTnueckas 4acTh BHITIOJIHSACTCS B BUJIE OTBETA Ha BOIPOCHI.
[IpakTHyeckoe 4acTh COCTOUT U3 BBIMOJIHEHHBIX B TEUCHUU
ceMecTpa MpaKTUUECKUX padoT. [[1s pacuera uTOroBoii OIEHKH
0asIbl 32 OTBETHI HA TEOPETUUECKUE BOMIPOCHI U MpaKTUYeckrue |B cooTBeTCTBUU C
3a4er paboThI IPEACTABISIFOTCS B BUJIE JJOJIM OT MaKCUMaJlbHOTO Oaia [mm. 2.5, 2.6
KOHKPETHOTO 3a/IaHus M OTBETAa Ha BOMPOC, BHIPAKEHHOH B [TonmoxxeHus
nporeHTax. Toroas omenka 3a ceMecTp OnpeaensieTcst Kak
cpenHee apupMeTHIECKOe OLIEHOK 3a 3a/laHusl. 3auTeHo: MroroBas
olieHka B quanasone 61 - 100% . He 3auteno: Mtorosas oneHka B
muanaszoHe 0 -60% .
6.3. ITacnopt oHIa OLIEHOYHBIX CPEACTB
Ne KM
Kommereniuu Pesynbrarsl 00yueHus
12]314(5
OTIK-3 3HaeT: OCHOBHbIE HOPMATUBHBIE MIPABOBHIE aKThI B 00JIACTH 00eCTICUeHHS IRRAY
nH()OpPMAITMOHHON O€30MTaCHOCTH
OITK-3 YMeeT: MpUMEHSTh IeUCTBYIONIYIO 3aKOHOAATENbHYI0 0a3y B 001acTu IRANE
obecrieueHus HHHOPMAITMOHHON 0€30MTaCHOCTH
OITK-3 VMeeT mpakTUYeCKUi OTBIT: BIaeHUsS MPOPECCHOHATEHON TEPMUHOIIOTHEH B TAAEN
00macTu HHGOPMAIIMOHHON 0€30TTaCHOCTH.
OIIK-4 3HAET: CTPYKTYPY JOKYMEHTOB U HOPMAaTHUBHbBIE TPEOOBAHMS K UX COCTABICHHUIO +
OITK-4 'YMmeeT: pa3pabareiBaTh TEXHUUYECKHE 3aJaHHUS HA CO3aHUE TTOJICUCTEM ARAR
nH()OPMAITMOHHON O€30MTaCHOCTH
OIIK-4 MMeeT npakTUUECKUi OTBIT: paOOTHI C IOKYMEHTaAMH. + |
3HAET: OCHOBBI OPTaHU3AIMOHHOMN 3aIuTa HHPOPMAIIUU MTPH padoTe C
[1K-3 KOMITOHEHTaMH alapaTHO-IIPOTrPAMMHBIX KOMITJIEKCOB U MTPOTPaMMHBIM H

o0ecreueHneM

'YMeeT: aHaJIM3UpoBaTh TPEOOBaHMUS K KOMIIOHEHTaM annapaTHO-IPOrpaMMHBIX
[1K-3 KOMIUIEKCOB U IPOTPAMMHOMY 00€CIIEUEHHIO U BBIMOIHATH 3alUTy HHpopMarmu [+ [HHH
Ha (U3NYECKOM U MPOrPaMMHOM YPOBHSIX

Nmeer HpaKTI/I‘ICCKI/Iﬁ OIIBIT: MCTOAAMU OpTraHU3allUHN 3alIUTHI PIH(l)OpMaIII/II/I Ha

T1K-3 -+ [HHAHH
(bU3UYECKOM U TPOTPAMMHBIX YPOBHSX.
Tumnossie KOHTPOJbHBIC 3aIaHUS 110 KaXKAOMY MEPONPUITHIO HAXOAATCS B
MIPUIOKCHUIX.

7. YueOHO-MeTOoAMYEeCKOEe M HH(OPMAIIMOHHOE O0ecniedeHue TUCIUIIIMHBI




ITeyaTHas ydyeOHO-MeTOMUYECKAS JOKYMEHTALMS
@) OCHOBHAsL IUMepamypa:

He npenycmorpena

0) dononHumenvHas iumepamypa:

1.

2.

3.

[Mawbrun, B.®. NadopmanronHas 6€30MacHOCTh KOMITBIOTEPHBIX
cucteMm u ceteit [Tekcr]/ B.®. lllaasrun.- M.: U1 «DOPYM»: UHDPA-M, 2011.-
416 c. - ISBN 978-5 8199-0331-5

Mamok, A.A. Beenenue B 3auTy nH(popmaium B
aBTOMaTU3UPOBAaHHBIX cucTeMax [TekcT]: yueOHoe mocodue st By30B / A.A.
Mamok, C.B. [Tazuzun, H.C.IToroxun. — 2-e uzn. — M.: I'opsiuasa nunus — Tenexom,
2004. — 147c.: un.- ISBN 5-93517-062-0.

Xopes, I1.b. MeTons! u cpeficTBa 3anuThl HHGOpPMAIUU B
KOMITbIOTEPHBIX cucTemax [Tekcr]: yueOHoe nmocodue /st ctyaeHToB By30B / [1.B.
Xopes.- M.: Akanemus, 2006.- 256c¢.- ISBN 5-7695-1839-1.

8) omeuecmeenHule U 3apyOexHCHble HCYPHANbL NO OUCYUNTUHE, UMerowuecs 8 bubauomexe:
[IporpamMmmupoBaHue

1.

2) MemoouuecKue yYKazaHus 0s Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
OpranuzarnmonHas 3anmra HHHOPMAINHA: METOINYECKUE YKa3aHUS 110
BBITIOJTHEHUIO CAMOCTOSTEIFHOM PaOOTHI 1711 00yYJarOIIMXCs TI0 HAITPaBICHUIO
09.03.01 Undopmarrka u BeruncauTenbHas Texuuka/ JI.H.Byinymikuna
HwxueBaprosck, 2022. -9 c.

1.

U3 HUX: y4eOHO-Memoouyeckoe obecneyerue camocmosmenvpHol pabomsl CmyoeHma:
OpranuzarmonHas 3amuTa nHpopMaluu: METOINYECKUE YKa3aHUs 110
BBITIOJTHCHUIO CaMOCTOSITEIIFHOM pabOThI 1711 00yUarOIIMXCs 110 HaIlPaBISHUIO
09.03.01 Undopmaruka u BerancautenbHas Texuuka/ JI.H. Byinymikuaa
HwuxneBaprosck, 2022. — 9 c.

l.

3ﬂeKTpOHHaH yqeﬁno-MeTounqecxaﬂ AOKYMECHTAIlUA

Haumenosanue
Ne Bun peeypea s | bubnuorpagpuueckoe onrcanue
TUTEepaTypbl AIIEKTPOHHOMN
bopme
bapanoga, E. K. Uadopmanmonnas 6€30macHOCTb U 3aIIUTa
DJIEKTPOHHO- )
omonHuTeNbHas [UOTHOTETHAS nHpopmaruu : yue6Hoe nocodue / E.K. bapanosa, A.B. babarn.
1 TenaTVDa cHcTeMa — 4-e m3n., nepepad. u gon. — Mocksa : PUOP : UHOPA-M,
patyp o om | [2024. — 336 . — ISBN 978-5-369-01761-6.
) https://znanium.ru/catalog/product/208264
JEKTPOHHO- [munckast, E. B. Magopmanuonnas 6e30macHOCTb KOHCTPYKIHIA
b JlonoHuTENBHAS [OMOIMOTEUHAS OBM wu cuctem : yue6Hoe nocodue / E.B. [lunckas, H.B.
uTeparypa cucreMa UuuBapud. — Mocksa : UH®PA-M, 2021. — 118 c. — ISBN
Znanium.com 978-5-16-010961-9. https://znanium.ru/catalog/product/1178152
Kpaxosckuii, FO. M. Metoas! 3amuThel nHGOpManuu : yaeOHoe
OBC .
3 OcHoBHas 3aTeNbCTEa mocoOue ans By3oB / FO. M. KpakoBckuii. — 3-e u3j., mepepaod.
muTeparypa Mams — Cankr-IlerepOypr : Jlans, 2021. — 236 ¢. — ISBN 978-5-
8114-5632-1. https://e.lanbook.com/book/156401




OcHOBHAasA
nmuTepaTypa

Tym6unckas, M. B. KommekcHoe obecnieuenue

ObC nH(pOPMAITMOHHOM 0€30MTaCHOCTH Ha MIPEANPHUATHHN ;| YICOHUK /
M3/1aTeIbCTBA M. B. Tym6unckas, M. B. IlerpoBckmii. — Cankr-IleTepOypr :
Jlanp Jlanp, 2022. — 344 c. — ISBN 978-5-8114-3940-9.

https://e.lanbook.com/book/207095

Hepequb HCIIOJIB3YCMOTO IIPOIrpaMMHOIO oOccrIeUeHMS:

[

. Microsoft-Office(6eccpouno)

2. ®I'AOY BO "HOYpI'Y (HUY)"-Ilopran "Onexkrponnsiii OYpl'Y"
(https://edu.susu.ru)(6eccpodno)
3. -Borland Developer Studio(6eccpouno)

Ilepeuenp ncnonb3yeMbIx NpodhecCHOHANBHBIX 0a3 TaHHBIX U NH()OPMAIMOHHBIX

CIIpaBOYHBIX CUCTCM:

1. -Koncynerant [Lmtoc (HuxueBapToBck)(31.12.2025)

8. MarepuajibHO-TeXHHYECKOe o0ecriedeHne 1 CIUTIITUHBI

Bun 3aparuit

Ne

ayJl.

OcHoBHOE 000py/IOBaHKE, CTEH/1bl, MAKEThI, KOMIIbIOTEpHAas TEXHUKA,
IPEAyCTAaHOBJIIEHHOE IPOTPAMMHOE 00€eCIIeYeHHE, UCTIONIb3YEMOE IS
pa3JIMYHbIX BUAOB 3aHATHH

3aHATHA CTYICHTOB MPOXOJAT B JIEKIIMOHHBIX U KOMIIBIOTEPHBIX ayTUTOPHUSIX
¢unmmana. OCHOBHAS U IONIOJTHUTEINbLHAS JINTEPATypa, CIIOBAPHU HAXOJSATCS B

Jleknuu
dongax OnbanoTexu Guamana, rae TakKe OpraHu30BaH JOCTYI K MaTepragam
DIIEKTPOHHBIX OMOIMOTEUHBIX CUCTEM
[IpakTuyeckue [Ipenycranosiennoe mporpammuoe obecredenue: OC Windows 7 Professional,
3aHATHS U JlenBep; MS SQL Server 2008R2; Oracle VM VirtualBox; Microsoft Office
CEMHHAPBI 2010; Mudopmanmonno-npasosas 6a3za «Koncynasrant — [Imocy; DOSBox




