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1. llesu u 3212494 AU CIUILIHHBI

Henbto uzyyenus nucuuiuinibl «bezonacHocTs cereid DBM»y sBisieTcs TeopeTudyeckas u
OpaKTUYECKas MOAr0TOBKA CIIEHUAIMCTOB B 00acTH ocTpoeHus cereit OBM u
obecrnieueHus: 0€30MaCHOCTH MPH AKCIUTyaranuu ceteit DBM. 3agauu: - usyueHue
OCHOBHBIX 3JIEMEHTOB TEOPUH IMOCTPOCHHUS CETEN; - N3YUYEHHE OCHOBHBIX ITPUHIIMIIOB
(YHKIIMOHUPOBAHHUS CETEBBIX MPOTOKOJIOB; - IPUBUTUE HABBIKOB KOMILIEKCHOTO
IPOEKTUPOBAHUS, TOCTPOCHHUSI, OOCITY)KMBAaHUS U aHAIN3a 3aIUIIEHHBIX
BBIYMCIIUTENBHBIX CETEN; - U3yYEHUE OCHOBHBIX yIrpo3 B ceTsix OBM u metonos
IIPOTUBOJICUCTBUS UM; - OBJIaJICHHE MEXaHU3MAMHU IMOCTPOEHUS CUCTEM O€30MacHOCTH

cereit DOBM.

Kparkoe conepxxanne JTuCHMILTHHBI

JucrumHa «be3onacHOCTh CeTel 3JIEKTPOHHBIX BEIYUCIUTEILHBIX MAITUHY BKIOYACT 6
Pa3IeNoB: OT OCHOB CETEBBIX TEXHOJIOTHH, CETEBBIX IMTPOTOKOJIOB, CITYKO M CPEACTB
yIpaBJeHUs 10 TEXHOJIOTUM o0ecrieueHust 6€30nmacHOCTH B ceTsaX. CTyACHTBI BBIMOTHSIIOT
PaKTUYECKUE 3a7aHUs U JJa00paTOpHbIE padOThI IO aKTyaJbHBIM BOIIPOCAM CETEBBIX
TEXHOJIOTNH U o0ecrneueHus nX 0€30IacHOCTH.

2. Komnerenuuu odyuyarwmerocsi, opmMupyembie B pe3yJibTare 0CBOCHUS

AUCIHUIIINHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS
OII BO (xomneTeHun)

[Inanupyemslie pe3yiabTaThbl
00y4eHus 10 TUCLUILIINHE

OIIK-12 Cnoco0eH npuMeHATh 3HaHUs B 00nacTu
0€301aCHOCTH BBIUMCIIUTEIIBHBIX CETEH,
OTIEPALIMOHHBIX CUCTEM U 0a3 JaHHBIX MIPU
pa3paboTKe aBTOMAaTU3UPOBAHHBIX CUCTEM

3HAeT: METOAbI IPOEKTUPOBAHUS BEIYUCIUTEIIBHBIX
ceTen

YMeeT: NPOEKTUPOBATh BHIYMCIUTEIIBHBIE CETH
MeeT pakTUYEeCKUN ONBIT: dKCILTyaTaluu
JIOKQJIBHBIX BBIUYNCIIUTEIbHBIX CETEH

OIIK-15 CnocobeH ocyIIecTBIATh
AIMUHUCTPUPOBAHUE U KOHTPOJIb
(YHKIIMOHUPOBAHUS CPEICTB M CUCTEM 3aIUThI
WH(POPMAITUN ABTOMAaTU3UPOBAHHBIX CUCTEM,
UHCTPYMEHTAJIbHBI MOHUTOPHHT 3aIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX CHCTEM

3HaeT: METOAbI aAMUHUCTPUPOBAHUS
BBIUMCIIUTEIBHBIX CETEN

YMeeT: aAMMHACTPUPOBATh BEIYMCIUTEIIBHBIE CETH;
pearn30BbIBATh MOJUTUKY 0€30MaCHOCTH
BBIYHCIUTEIBbHOU CETU

IMeeT MpakTU4EeCKUN ONBIT: aIMUHUCTPUPOBAHUS
JIOKQJIBHBIX BBIYUCIUTEIBHBIX CETEH C yU4ETOM
TpeOoBaHuii 10 0becreueHut0 HHPpOPMAIIIOHHOH
06€3011aCHOCTH

3. Mecro qnucuuninHbl B ctpykrype OII BO

[TepeueHb MpEANISCTBYOMIUX TUCIUTUIHH,
BUJIOB paboT y4eOHOTo MmiaHa

[TepeueHp MOCIEMYIONIMX AUCIIATLINH,
BHJIOB paboT

1.0.33 be3onacHOCTbh ONEPALMOHHBIX CUCTEM

1.0.37 KoHTposib 3alIUIIEHHOCTH
ABTOMATHU3UPOBAHHBIX CUCTEM,

1.0.35 MndopmanmronHas 6€301acHOCTb OTKPBITHIX
CUCTEM,

®J1.02 MouuTopuHT HHGOPMAITMOHHOK
0€301aCHOCTH U aKTUBHBINA MOMCK KUOEPYTpo3,
1.0.34 Be3zonacHOCTb CUCTEM 0a3 JaHHBIX,

1.0.41 Ynpanenue nH(GpOpMAIIMOHHON




0€30IMacHOCTEIO,
1.0.47 U3meputenbHas anmaparypa KOHTPOJIS

3alUIIEHHOCTH 00BEKTOB HH(OpMaTH3aluu

TpeboBaHUs K «BXOHBIMY» 3HAHUSIM, YMEHUSIM, HABbIKAM CTY/IE€HTA, HEOOXOAUMbIM
IIPY OCBOCHUHU JJAHHOM JIUCIMIUIUHBI U IPUOOPETEHHBIM B PE3yIbTaTe OCBOCHUS

MpCAMICCTBYIOINUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.33 be3onacHOCTh ONEpalMOHHbIX CUCTEM

3HaeT: YCTPOMCTBO U MPUHIIMITEI PaOOTHI
OTEPALIMOHHBIX CUCTEM, CTPYKTYPY U BO3SMOKHOCTH
MOZICHCTEM 3aIUTHI ONEPATHOHHBIX CUCTEM
cemetictB UNIX u Windows, MmeTonabl
QJIMAHUCTPUPOBAHUS U TIPHHIIUTIBI PAOOTHI
onepaimoHHbIX cuctem cemeiictB UNIX u Windows
'YMeeT: NCTIONB30BaTh CPECTBA YIIPABICHHS
paloToii ONIepallMOHHOM CUCTEMBI; (POPMYITHPOBATH
MOJMTUKY O€30MaCHOCTH OMEPAIMOHHBIX CUCTEM
cemeiictB UNIX u Windows, HacTpauBarb
MOJIMTUKY O€30MaCHOCTH OMEPAIUOHHBIX CUCTEM
cemeiictB UNIX 1 Windows MmMeeT npaktuueckuit
OTIBIT: YCTAHOBKH ONEPAITMOHHBIX CUCTEM CEMEICTB
'Windows u Unix, aAMMHUCTPUPOBAHUS
onepanroHHbIX cucteM cemencTB Windows u Unix
C yueToM TpeOOoBaHMii 110 00ecrneyeHHIO

nH(GOPMAIIMOHHOM 0e301acHOCTH

4. O0bém M BUABI YUeOHOH PadOTHI

OO6mmas TpyA0eMKOCTh JUCHUILUIMHBI cocTaBiseT S 3.¢., 180 4., 92,5 4. KOHTaKTHOM

paboThI
Pacrnipenenenue o cemectpam
. Bcero B Hacax
Bun yuebuoid padots: 4acoB Homep cemectpa
5
OO6mmas Tpy10EMKOCTh TUCIIUTUTHHBI 180 180
AyoumopHhvie 3auamusi: 80 80
Jlexuuu (JI) 32 32
[IpakTudeckue 3aHATUS, CEMHHAPHI U (FITH) IPYTHE BHJIBI
aymuTopHbIX 3aHsaTHil (I13) 32 32
JlabGopatopusie pabotsl (JIP) 16 16
Camocmosmenvras paboma (CPC) 87,5 87,5
N3yuenne marepuanos no miany CPC 51,5 51.5
[ToaroroBka K MPakKTUYECKUM 3aHATHUSIM, OPOPMIICHHE 13 18
pE3yIBTAaTOB
[ToaroroBka k 1abopaTtopHBIM paboTaM, opopMiIeHUE 13 18
[pEe3yNbTaToB
KoHcynpranyuy u npoMeKyTO4Hast aTTeCTalus 12,5 12,5
Bun koHTpos (3a4eT, aud.3a4et, IK3aMeH) - 9K3aMeH




5. Conep:kaHue IMCUUIIMHBI

OO0beM ayIUTOPHBIX 3aHITHH 1O BUJIaM B
pasjzn.gena HanmeHnoBaHMe pa3enoB AUCHUILUIMHBI qacax
Bcero JI I13 JIP
1 OcHOBBI OpraHu3alyy U (yHKIIMOHUPOBAHUS CeTel 6 6 0 0
OBM
2 |Ceru TCP/IP 20 8 8 4
3 |TexHonoruu rnoOambHBIX CETEH 6 2 4 0
4  |CereBble CEPBUCHI U CITYKOBbI 16 4 8 4
5 CpeILUCTBa U CIIOCOOBI OCTPOEHUS OTKA30yCTOMYMBBIX ] 4 4 0
ceTeit
6 |CeteBas 6e3011aCHOCTh 24 8 8 8
5.1. Jlekuun
Ne Ne Koa-
rexuuulpasiena HaumenoBanue mim KpaTkoe cofepKaHue JIEKIIMOHHOTO 3aHATUS BO
4acoB
1 1 Llenu u 3anaun kypca. ConepxaHue AHCLIUIMHEL. Pexomennyemast nureparypa. )
[Tonsitue cetu OBM. Oranel pazsutus cereit OBM
2 1 |[Kpurepun xnaccudukanmu cereit 9BM. Xapakrepuctuku cereit OBM 2
CpenctBa nocrpoenus cereid IBM. Jlornueckas u puznyeckas CTpyKTypHU3aIys
3 1 |cereit DBM. Monens ISO OSI. Texnonoruu odecrneueHns 0€30IIaCHOCTHA B CETAX 2
OBM
4 ’ [Tpaktuueckue omnuus peanusanuu creka TCP/IP ot stanonnoii mogenu ISO )
OSI.
Metoabl KOMMyTalu. MeTobl JOCTyNa K pa3IesieMoil cpee. Yrpo3bl
5 2 |6e3omacHocTH HHpOpMAIIH, TiepeaaBaeMoii B cetsix DBM, Ha puznueckom u 2
KaHaJbHOM YPOBHSIX.
6 2 CereBoii ypoBeHb niocTpoeHus cereil DBM. @yHKIun 1 uHTEpQEichl CeTeBOro ’
ypoBHs. CereBoil ypoBeHb Internet. [Iporokosel [Pv4, IPv6, anpecanus B IP-ceTsx
[IpoTtokomsl pazpemienus aapecoB ARP, RARP. Anroputmel mapiipyTruzanuu, ux
7 2 |xapakrepucTHKa. [IpOTOKOJIBI M aIrOpUTMbl BHYTPEHHENW U MEXKIOMEHHOMN 2
mapupytusanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP)
8 3 |[TpancnopTHBIEC YCIYTH U TEXHOJIOTUH TI00aIbHBIX ceTer. Texnomorusst MPLS 2
9 4  |CeteBble Cy>KOBI U CPEICTBA YIIPABICHUS 2
10 4 CpencTBa KOHTPOJISL BHELIHETO IEPUMETPA CETH. Cpe):[uCTBa KOHTPOJIS 10CTYMA K )
ceTeBbIM ciyk0am. CpeacTBa akTUBHOTO aynuta cereit OBM. IIporokon SNMP
1 5 Texnonoruss VLAN. Yrpo3sl 6e30macHOCTH HHPOPMAIIUU, TIEPEIaBacMOi B 5
nokaiabHBIX ceTsix OBM. Mertonbl ux HelTpanuzauu
12 5 [Tpotokonsr VRRP/HSRP. OcHoBBI KJIaCTEPHEIX pemenuii. DM VPN (Cisco VPN) )
KaK pUMep TUHAMHYECKH OpraHu3yIoIIecs cetu
13 6  |[Knaccudukamuu yrpo3 0€30MacHOCTH TeIEKOMMYHHKAITMOHHBIX CeTen 2
14 6 Krnaccudukarus MeTomoB 3anuThl. OCHOBHBIE TEXHOJIOTHH 00€CTICUCHUS )
0€301MacHOCTH B CETU
15 6 MexceTeBbIe SKpaHbl U CPEACTBA OOHAPYKEHUS BTOpKeHUH. CerMeHTHpOBaHUE. )
AyTeHTU(DUKALUS, AaBTOPU3ALIHS, AYIUT.
16 6 Kpuntorpaduueckue cpenctsa 3auTbl HHPopMamuu B ceTsix IBM. )

Buptyanbuble yactHble ceTu. [Iporokon SSL

5.2. llpakTyecKkue 3aHATHS, CEMHUHAPDbI




Kon-
Ne Ne
HanmenoBaHMe MM KpaTKoe COAEPKaHUE MPAKTUYECKOTO 3aHATUSA, CEMUHAPa BO
3aHATHA|pa3Iena)
4acoB
1 2 |Co3naHue JIEMEHTOB CTPYKTYPUPOBAHHOM KaOEIbHON CHCTEMBI 4
) ’ [locTpoeHue ceTel ¢ MOMOIIBbI0 KOMMYTAaTOPOB, OpraHU3aLus MOACETEH, 4
HAaCTpPOMKa MapuIpyTH3aTopa
3 3 |HacTpoiika IpOTOKOJIOB BHYTPEHHENW U MEXIOMEHHON MapHIpyTU3aIUH 4
4 4 Pa3BépThIBaHME JOMEHHOM CTPYKTYphI (Ha 60aze Windows Server), DNS, 4
HACTpPOWKa MOJIb30BaTENE, HACTPOUKA JOMEHHBIX MOJUTUK
5 4 |Hactpoiika cepepa WEB, VPN, no4ToBbIX Ci1y:X0, JOTOTHUTEIBHBIX CEPBUCOB 4
[locTpoenue cetu, cermeHTUpoBaHHOM Ha VL AN, B3auMoelicTBHE MEX Y
6 5  |[pa3nMuyHBIMHU ceTMEHTaMHU, ayTeHTuuKkanus B neneBoit VLAN (nmporoxon 2
802.1X)
HacTtpoiika kiractepa MapmpyTU3aTopoB ¢ MOMOLIbI0 IpoTokosia VRRP win
7 5 2
HSRP
] 6 Hactpoiika MekceTeBoro sKpaHa, Cpe/icTBa 0OHAPYKEHHS BTOPKCHHH (Snort Wim 4
suricata). AyIuT KypHaJIOB
[locTpoeHue Moaenu ceTh opraHu3anuu (OpraHu3anus CErMEHTOB CETH,
9 6  [B3aumoseicTByromux yepe3 VPN, ayreHTudukaiys moip3oBarene mo 4
rpotokory 802.1X)

5.3. JIaboparopHbie padoThI

Kon-
Ne Ne .
HaunmeHnoBanue mim KpaTkoe cofiep:kanue J1adopaTopHOil paboThI BO
3aHATHA|pa3IeNa)
4acoB
V3yueHre MpOMBIIIJIEHHBIX KOMMYTaTOpOB U MapUIpyTHU3aTOPOB. YIIpaBICHHUE
1 2 |[koHUrypanusmMu yctpoicTs. [Toctpoenune npocreiiieii cetu Ha 6a3e 4
nmabopaTopuu
> 4 Opranu3zanus J0BEPUTEIbHBIX OTHOILIEHUH MexX Ty noMeHaMu Active Directory, 4
ynpaBlieHHE [TOJTHOMOYMSMU TOJIb30BaTeseil, n3ydenue nporokona Kerberos
3 6 Opranuzanus CErMeHTa CeTH ¢ MpuMeHeHneM potokoios rpynmsl IEEE 802.11, 4
M3y4eHUe aTaK Ha OECIPOBOJIHBIE CETU
Opranuzanus 3aUIIEHHON CETH ¢ TIOMOIIBIO CEPTH(UIIMPOBAHHBIX CPEICTB
4 6  |kpunTorpadguUIecKou 3aIIUThl, B3aUMOJICHCTBHE MEXKTY Y3JIaMH CETEH pa3HbIX 4
OpraHM3alyii, HI0OAHCHI CEPTUPUIMPOBAHHBIX PEIICHUN

5.4. CamocrosiTesibHasA padoTa CTyIeHTa

Brimonuenune CPC

Criucok aureparypsl (¢ ykazaHHEM Kozn-
[Monsunx CPC pasnenos, raB, cTpanuil) / cceika Ha  [CeMmecTp| BO
pecypc 4acoB
M3yuenne matepuaios 1o miany CPC “lactu 1-3 snerporkoro pecypea 2 5 51,5
(Omugep)
[ToaroToBKa K MPaKTUYECKUM 3aHATHUSM, .
DJIEKTPOHHBINA pecypc 2 5 18
odopMIIEHHE PE3YIBTATOB
[lonroroBka Kk 1a60paTopHBIM paboTam .
A PaTop P ’ JJIEKTPOHHBIN pecypc 2 5 18
oopmiIeHHE pe3yabTaToB

6. @oH/1 OLIEHOYHBIX CPEACTB /ISl IPOBeIeHNsI TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH,
NMPOMEKYTOYHOM aTTecTAllUN




KOHTpOJ'II) Ka4yCCTBa OCBOCHMUA O6p&30BaTCHBHOﬁ IMporpaMmel OCYIICCTBIICTCA B
cooTBeTCcTBUM ¢ IlonoxxeHuem o 6aHHBHO-p€I>'ITHHFOBOﬁ CUCTEMC OLICHUBAHUA PC3YJIILTATOB

y4eOHOM JIeSITEIIFHOCTH 00yYaIOIIUXCSI.

6.1. Kontpoabubie meponpusitus (KM)

HazBanwue
KOHTPOJIBHOTO  (Bec
MEpONPUSITHS

Ne | Ce- Bun
KM|mecTp| koHTpoOms

Makc.
Oa

[opsnox Hauncienus 6aI0B

YVun-
THIBA-
eTCA B

[TA

Texymmii

[Mpaktnueckas 1 | 1
KOHTPOJIb

3amuTa NpakTUYeCcKo paboThl
OCYLIECTBIISIETCSI UHAUBUAYAIBHO.
CTyAeHT Npe/CTaBIseT pe3yabTar
BBITIOJTHEHUS TPAKTUYECKOTO 3a1aHus 3
13 METOAMYECKUX YKa3aHUN U OTBEYaeT
Ha BOIIPOC NpenoaaBarers.
OneHuBaeTcsi KauecTBO 0(hOpMIICHHUS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
W OTBETHI Ha BOMpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM Pe3y/IbTaTOB
MEPOIPUITHS UCTIONB3YeTCs OaNIbHO-
pENTUHIOBasA CUCTEMA OLIEHUBaHUS
pe3yIbTaTOB yUeOHOM e TeNIbHOCTH
oOyuJaromuxcs (yTBepkKIeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO01Mii 6at MpH OLIEHKE ONpeeseTCs
Ha OCHOBE CJIEYIOIIMX MOKa3areie: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUUTaeTCs | 6ast; - CBOeBPEMEHHOCTD
caur pabOThI U OTBETA HA BOTIPOC, 32
Ka)XIyI0 HEAEII0 IPOCPOUYKU OTUETA U3
OILICHKH BbluuTaercs 1 0asr.
MaxkcuManbHOE KOJTMYEeCTBO OaJIIOB 32
onHy paboty — 6. B Teuenue cemectpa
[IPEyCMOTPEHO 4 PEUTUHIOBBIX
MpakTHYecKuXx padoTel. BecoBoit
K03((PUITHEHT KaX 101 paboThl — 1.
OO6111ee KOJIMYECTBO 32 MPAKTHUYECKHE
paboTel — 24.

OK3aMCH|

Texymui

[Mpaktnueckas 2 | 1
KOHTPOJIb

3amuTa NpakTUYeCcKo paboThl
OCYIIECTBISICTCS] HHIUBUAYATBHO.
CTyaeHT MpeCTaBIsIeT pe3yabTar
BBITIOJTHCHHS TTPAKTUIECKOTO 3aIaHUS 5
13 METOJMYECKUX YKa3aHUW U OTBEYaeT
Ha BOIIPOC IMPETIOIaBaTesl.
OrneHuBaeTCs Ka4ecTBO 0(hOPMIICHHS,
CBOCBPEMEHHOCTD BBIIIOJIHCHUS PAa0OTHI
W OTBETHI HA BOMPOCHI (3amaéres 1
Boripoc). [Ipu orieHUBaHUY PE3yIBTATOB
MEPOTPHUITHS UCTIONB3YeTCs OaIbHO-
PEUTHHTOBAasI CHCTEMA OI[CHUBAHUS
PE3yIbTaTOB YUeOHOM JeSTEIbHOCTH
oOydaromuxcs (yTBepKaeHa MPUKa30M

pekTopa oT 24.05.2019 . Ne 179).

OK3aMCH|




OO1Mii 6ast Mpy OLIEHKE ONpPEeeTCs
Ha OCHOBE CJIEAYIOUINX MOKa3aTeneil: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJI €CTh HEI0UETHI, TO U3 OLIEHKH
BbIUUTaeTCs | 6ast; - CBOeBPEeMEHHOCTD
caa4u paboThl M OTBETA HAa BOIPOC, 32
Ka)XKIyI0 HEIEIIO IPOCPOUKH OTUEeTa U3
OLIEHKHU BbIUMTaeTcs 1 Oam.
MaxkcuMaabHOE KOJTMYeCTBO 0aJIOB 32
onHy paboty — 6. B Teuenue cemectpa
[IPELyCMOTPEHO 4 PEUTUHIOBBIX
MpaKkTUYeCKuX padoThl. BecoBoit
K09((PUITHEHT KaX 101 paboThl — 1.
OO111e€ KOTMYECTBO 32 IPAKTUYECKUE
paboTel — 24.

Texkymumii
KOHTPOJIb

[IpakTnueckas 3

3anTa npakTU4eckoil paboThl
OCYULIECTBIISIETCS] UHIUBUAYAIbHO.
CTyaeHT IpeCTaBIsIeT pe3yabTar
BBITIOJTHEHUS [TPAKTUUECKOTO 3a/1aHus 6
13 METOJIMYECKHUX YKa3aHUI U OTBEYAET
Ha BOIIPOC MpenogaBaress.
OrneHnBaeTCs Ka4eCcTBO 0(OpPMIICHUS,
CBOEBPEMEHHOCTD BBIIOJIHEHUSI PA0OThI
U OTBETHI Ha BOIPOCHI (3amaéres 1
Bonpoc). [Ipu oreHuBaHNM pe3yabTaTOB
MEpPONPUATHS UCTIONb3yeTCs OallIbHO-
pPEHTHHIOBasE CUCTEMa OLIEHUBAHUS
pPE3yJIbTaTOB yUeOHOH NesTeTbHOCTH
oOydarormuxcs (yTBepKaeHa MPUKA30M
pexTopa ot 24.05.2019 . Ne 179).
OO0t 6a1 P OLIEHKE OTIPeeseTCs
Ha OCHOBE CJIEAYIOIINX ITOKa3aTeIe: -
[PABUJIBHOCTH BBIIIOJIHEHUS paboOThI,
€CJIM €CTh HEAOUETHI, TO U3 OLIEHKU
BBEIYUTACTCS | 6aI; - CBOEBPEMEHHOCTh
c1aun paboThl M OTBETA Ha BOMPOC, 32
Ka)XIyI0 HEEII0 IPOCPOUYKU OTUETa U3
OLIEHKHU BhIYMTaeTCs 1 Oasm.
MaxkcumanbHOE KOJIMYeCTBO OAJIIOB 3a
0IHy paboTy — 6. B Teuenue cemectpa
MIPELYCMOTPEHO 4 pEUTHHIOBBIX
MpakTH4YecKuX paboTsl. BecoBoi

k03 pUIMEeHT Kax a0l paboTsl — 1.
OO111e€e KOTMUECTBO 33 MPAKTUYECKHUE
paboTsl — 24.

OK3aMCH

Texymmii
KOHTPOJIIb

IIpakTnueckas 4

3amuTa NpakTUYeCcKo padboThl
OCYIIECTBISIETCS UHAUBUIAYAIBHO.
CTyZIeHT MpeCTaBIseT Pe3ysbTaT
BBITOJIHEHHS TPAKTUYECKOTO 3aJaHus 8
13 METOIMYECKIX YKa3aHUH U OTBEYAET
Ha BOIPOC IMperoiaBaTesl.
OrneHnBaeTCs Ka4€CTBO 0(OPMIICHUS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BOMpPOCHI (3amaérces 1
Borpoc). [Ipu orleHHBaHUM Pe3yIIbTaTOB

MEPOTIPUSITHSI HCTIOIB3YETCsl OaJTBHO-

OK3aMCH|




pEUTHHIOBasE CCTEMa OL[CHUBAHUS
PE3YJIBTATOB yUeOHOH NesTeTbHOCTH
oOyuaroniuxcs (yTBepKaeHa IPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6ast Mpy OLIEHKE ONpPEAeseTCs
Ha OCHOBE CJIEAYIOUINX MOKa3aTenei: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIN €CTh HEI0UETHI, TO U3 OLIEHKH
BbIUUTaeTCs | 6ast; - CBOEBPEMEHHOCTD
caa4u paboThl M OTBETA Ha BOIPOC, 32
Ka)KIyI0 HEIEIIO IPOCPOUKH OTUEeTa U3
OLIEHKHU BbIUMTaeTcs 1 Oam.
MaxkcuMaabHOE KOJTMYeCTBO OaJJIOB 32
onHy padoTy — 6. B TeueHue cemectpa
[IPETyCMOTPEHO 4 PEUTUHIOBBIX
MpaKTHU4YeCKuX padoTel. BecoBoit
K03((HUITEHT KAk 101 paboThl — 1.
OO111e€ KOTMYECTBO 33 IPAKTUYECKHUE
pabotel — 24.

Texymui
KOHTPOJIb

Jlaboparopnas 1

3amura 1a0opaTopHON pabOTHI
OCYIIECTBISIETCS MHANBUAYAIBHO.
CTyZeHT MpeCTaBIsAeT Pe3yNbTaT
BBITIOJIHCHUSI JTA0OpaTOPHOI pabOTHI U3
METOIMYECKHX YKa3aHUH 10 BEIOOPY
MPEToIaBaTEINs U MPEICTABISET OTUET.
OrneHnBaeTCs Ka4eCTBO 0(OpMIICHUS,
CBOECBPEMEHHOCTb BBHITIOIHEHUS paOOTHI.
[Tpu oLleHMBaHUU pe3yIbTATOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
peUTHHrOBask cCUCTeMa OLCHUBAHUS
PE3yIIbTaTOB yUeOHOH NesTeTbHOCTH
oOyuJaromuxcs (yTBepkKJIeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO01Mii 6ast mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJIEYIOIIMX MOKa3areiei: -
MPaBUIBHOCTH BBITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUUTaeTCs | 6ast; - CBOeBPEMEHHOCTh
C/1a4d ¥ Ka9€CTBO BBITIOJTHEHUS OTUETA,
3a KaX/IyI0 HEAEII0 MPOCPOUKHU HITH
HEJI0OYET B OTUYETE U3 OLICHKU
BbIuuTaeTcs 10amn. MakcumanbHoOe
KOJIMYECTBO OAJNIOB 32 OAHY paboTy — 6.
B TeueHue cemecTpa npenrycMoTpeHo 4
PEUTHHIOBBIX JJa0OPATOPHBIX PaOOTHI.
BecoBoii KO3 GUIMEHT KaXKI0ro
MEPOIPUATHS (32 KaXKIYIO
naboparopHyio padoty) — 1. Oburee
KOJIMYECTBO 3a J1abopaTopHbIe pabOThHI —
24.

DK3aMCH

Texymmi
KOHTPOJIb

Jlabopatopnas 2

3amura 1a0opaTopHON pabOTHI
OCYIIECTBISIETCS MHANBUIAYAIBHO.
CTyzeHT MpeCTaBIsAET Pe3yNbTaT
BBITIOJIHEHUSI JTA0OpaTOpHOI pabOTHI U3
METOIMYECKHX YKa3aHUH 10 BEIOOPY

[MpenoaaBaTcjd U NpCACTaBIISICT OTYET.

OK3aMCH




OrneHnBaeTCs Ka4eCTBO 0(OPMIICHUS,
CBOECBPEMEHHOCTb BBHITIOJIHEHUS PaOOTHI.
[1pu oLleHMBaHUU PE3yIBTATOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pEeUTHHIOBasE CCTEMa OLCHUBAHUS
PE3yJIbTaTOB yUEOHOH NesTeTbHOCTH
oOyuaroniuxcs (yTBepKaeHa IPUKa30oM
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6ast mpu OLIEHKE ONpPEAeseTCs
Ha OCHOBE CJICAYIOUIHNX TTOKa3aTelNeH: -
MPABHJILHOCTH BBITIOJIHEHUS paOOTHI,
€CJIM €CTh HEIOUETHI, TO U3 OIICHKH
BbIUUTaeTCs | 6ast; - CBOeBPEMEHHOCTD
C/1a4uy ¥ Ka4€CTBO BBITIOJTHEHUS OTUETA,
3a KQXK/IyI0 HEAEIIO MPOCPOUKHU HITH
HEIOYET B OTUETE U3 OLICHKHU
BbIUnTaeTcs 10amt. MakcumanbHoe
KOJIMYECTBO OAJIOB 32 OHY paboTy — 6.
B TeueHue cemecTpa npemxycMoTpeHo 4
PEHUTHUHTOBBIX JJA0OPAaTOPHBIX PAOOTHI.
BecoBoit KOA(pGHUIMEHT KaXKI0ro
MEpOTIPUSTHS (32 KaXIYIO
naboparopHyro padory) — 1. O6miee
KOJIMYECTBO 3a JJA0OpaTOpPHBIE pabOTHI —
24,

Texymui
KOHTPOJIb

Jlaboparophas 3

3amura 1abopaTopHON pabOTHI
OCYIIECTBISIETCS MHANBUAYAIBHO.
CTyZeHT MpeCTaBIsAeT Pe3yNbTaT
BBITIOJIHCHUSI JTA0OpaTOpHOI pabOTHI U3
METOIMYECKHX YKa3aHUH 10 BEIOOPY
MPETOIaBaTEINS U MPENICTABISET OTUET.
OrneHnBaeTCs Ka4eCcTBO 0(OpMIICHUS,
CBOECBPEMEHHOCTb BBHITIOIHEHUS PaOOTHI.
[Tpu oLleHMBaHUU pe3yIbTAaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pelTHHrOBask cCCTeMa OLCHUBAHUS
PE3yIIbTaTOB yUeOHOH NesTeThHOCTH
oOyyaromuxcs (yTBepkKIeHa MPUKa30M
pekTopa oT 24.05.2019 . Ne 179).
OO01Mii 6ast Mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJIEYIOIINX MOKa3areie: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HEJOYETHI, TO U3 OLICHKHU
BbIUUTaeTCs | 6ast; - CBOeBpeMEHHOCTh
C/1a4d ¥ Ka9€CTBO BBITIOJTHEHUS OTUETA,
3a KQXJIyI0 HEAEII0 MPOCPOUKHU HITH
HEJI0OYET B OTUYETE U3 OLICHKU
BbIuuTaeTcs 10amn. MakcumanbHoOe
KOJIMYECTBO OAJNIOB 32 OAHY paboTy — 6.
B TeueHue cemecTpa npenrycMoTpeHo 4
PEUTUHIOBBIX JJa0OPATOPHBIX PaOOTHI.
BecoBoit koA GHUIMEHT KaXKI0ro
MEPOIPUATHS (32 KaXKIYIO
naboparopHyio padoty) — 1. Oburee
KOJIMYECTBO 3a J1abopaTopHbIe PabOThHI —
24.

ODK3aMCH




Texymnmii
KOHTPOJIb

Jlaboparopnas 4

3amura 1abopaTopHON pabOTHI
OCYIIECTBIISICTCS WHANBUIYIBHO.
CTyZeHT MpeCTaBIsAeT Pe3yNbTaT
BBITIOJIHEHUS JTA0OpaTOPHOH pabOTHI U3
METOIMYECKHX YKa3aHUH 10 BEIOOPY
MPEToaBaTelIs U MPEICTABISET OTUET.
OrneHnBaeTCs Ka4eCTBO 0(OpMIICHUS,
CBOECBPEMEHHOCTb BBHITIOJIHEHUS paOOTHI.
[1pu oLleHMBaHUU PE3yIBTATOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pPEUTHHIOBasE CCTEMa OLCHUBAHUS
PE3yJIbTaTOB yUEOHOH NesTeTbHOCTH
oOyuaronuxcs (yTBepKJaeHa IPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6ast mpy OLIEHKE ONpPEeseTCs
Ha OCHOBE CJICAYIONIHNX TTOKa3aTelNeH: -
MPABUJILHOCTH BBITIOJIHEHUS paOOTHI,
€CJIM €CTh HEJIOUETHI, TO U3 OIICHKH
BbIUUTaeTCs | 6ast; - CBOeBPEMEHHOCTD
C/1a4uy ¥ Ka4€CTBO BBITIOJTHEHUS OTUETA,
3a KQXKJIyI0 HEAEIIO MPOCPOUKHU HITH
HEIOYET B OTUETE U3 OLICHKU
BbIUnTaeTcs 10amt. MakcumanbHoe
KOJIMYECTBO OAJNIOB 32 OHY paboTy — 6.
B TeueHue cemecTpa npenxycMoTpeHo 4
PEHTHUHTOBBIX JJA0OPATOPHBIX PAOOTHI.
BecoBoit KOA(pGHUIMEHT KaXKI0ro
MEpOTIPUSTHS (32 KaXIYIO
naboparopHyro padory) — 1. O6rmiee
KOJIMYECTBO 3a JJA0OpaTOpPHBIE pabOTHI —
24,

OK3aMCH

Texymmii
KOHTPOJIb

Jlokman

JlokJa OCyIIecTBIsIeTCS B TEUCHHE
ceMecTpa T0 TeMe U3 CTHCKa (BO3MOYKHO
MPEIJIOKHUTH CBOIO IO COTTIACOBAHUIO C
npenogaBatenem). [loaroroska u
BBICTYTIJICHUE TIPOUCXOUT
WHIMBUIYQJIBHO WU B TPYIIE, B
3aBUCUMOCTHU OT TeMbl. CTyeHT(bI)
MpPEACTaBISIET PE3YIbTAT MOATOTOBKU B
BUJIC NIPE3CHTALIUH U JOKJIa/1a, OTBEYaeT
(-¥OT) Ha BOTIPOC MPETIOAABATENS U
Npyrux cTyaeHToB. OLeHUBaeTCs
KaueCTBO BHICTYIIJICHUS U OTBETHI HA
Bornpockl. [Ipu onleHuBaHUM pe3yabTaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pelTHHrOBask cUCTeMa OLCHUBAHUS
PE3yIIbTaTOB yUeOHOH NesITeThHOCTH
oOyuJaromuxcs (yTBepkKJIeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6at mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJICAYIONIHX TTOKa3aTelNei: -
OTBETHI Ha BOMPOC, 32 KAX/IbII He
OTBEYEHHBIN BOIIPOC U3 OLIEHKU
BbIunTaeTcs 106ami. MakcumanbHoe
KOJIMYECTBO OaIOB 3a paboty — 5.
BecoBoii K03 GHUIIMEHT MEPOIIPUATHUS —

OK3aMCH|




1.

10

Texymmii
KOHTPOJIb

3ananue Ha omyck | 1

15

3aiuTa u BHIIOJIHEHUE 3TOU
MPaKTUIECKON pabOThI OCYIIECTBISETCS
UHMBUAYyaIbHO. CTYJIEHT MPECTaBIseT
PE3YNIBTAT BHITOTHEHUST OJHOTO
BapHaHTa NMPAKTUYECKOTO 3a/1aHus U3
YKa3aHHOTO CITMCKA M OTBEYAET Ha
BoIpoc npernoaasarensi. OneHuBaeTcs
KauecTBO opopmiIeHuS,
CBOEBPEMEHHOCTbH BBITIOJIHEHUS pabOThI
1 OTBETHI Ha BOMpPOCHI (3amaéres 1
Borpoc). [Ipu orleHHBaHUM Pe3y/IbTaTOB
MEPOTIPUATHS UCTIONB3YeTCs OaJThHO-
pelTHHrOBask cCCTeMa OLCHUBAHUS
PE3yIIbTaTOB yUEOHOH NesTeTbHOCTH
oOyuaromuxcs (yTBepkJIeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179).
OO01Mii 6at mpu OLIEHKE ONpeeseTCs
Ha OCHOBE CJICAYIONIHNX TTOKa3aTelNei: -
MPaBUIBHOCTH BHITIOJHEHUS paboThI,
€CJIM €CTh HeJIOYETHI, TO U3 OLICHKU
BbIuuTaeTcs 1 6amt. MakcumanbHoe
KOJIMYECTBO 0OAJIOB 3a 3Ty padorty — 15.
BecoBoit K03 GUIMEHT MEPOTTPUATHUS —
1.

OK3aMCH|

11

bonyc

bonycel 3a
MIPaKTHYECKYIO 1

CTyAeHT BBINOIHSET MPaKTUYECKYIO
pa0oTy B BUPTYyaJbHBIX MalllMHAX Ha
6aze OC Linux. [Ipu oniennBanuu
PE3YIBTaTOB MEPONIPUATHS
HCIIOJIBb3yeTCs OAJIBHO-PEUTUHIOBAS
CUCTEMA OLICHUBAHMSI PE3YIbTATOB
y4eOHOM e TeIbHOCTH 00y4aroIIuXCsl
(yTBepxieHa PUKa30M peKTopa OT
24.05.2019 1. Ne 179).

OK3aMCH|

12

bonyc

bonyc 3a
MIPAKTUYECKYIO 2

CTyZeHT BBITNOIHSCT MPAKTHYECKYTO
paboTy B BUPTYyaJbHBIX MalllMHAX Ha
6aze OC Linux. IIpu oneHnBanuu
PE3YJIBTaTOB MEPOIPUATHS
MCTIONIBb3YeTCs OAJUTbHO-PEHUTHHTOBAS
CHCTEMa OLICHUBAHUS Pe3yIbTaTOB
y4eOHOM JeSTENIbHOCTH 00y4aroIIHUXCsl
(yTBepx/ieHa IPUKa30M peKTopa OT
24.05.2019 1. Ne 179).

OK3aMCH|

13

bonyc

bonyc 3a
IIPaKTUYECKYIO 3

CTyZeHT BBITMOIHSACT MPAKTHYECKYTO
paboTy B BUPTYaIbHBIX MAalIMHAX HA
6aze OC Linux. IIpu onennBanuu
PE3YIBTATOB MEPOTIPHSATHS
MCTIONIb3yeTCs OaJUIbHO-PEUTHHTOBAS
CHCTEMa OLICHUBAHHUS PE3yIbTaTOB
y4eOHOI eTeTbHOCTH 00yUatoMIuXCs
(YyTBeprKaeHa MPUKa30M PEKTOpa OT
24.05.2019 1. Ne 179).

OK3aMCH|

14

bonyc

BonycHblie 6aibl 3a
yJacTHe B -
MEpPONPUSITHSIX 110

15

CTyAeHT MpeICTaBIsIeT KOHH
TOKyMEHTOB, ITOATBEPKIAOIINE TTOOETy
WM y9acTHE B IPEIMETHBIX

ODK3aMCH




UH(POPMAITMOHHON
0e30IacHOCTH

OJTMMITHAAX, KOH(PEPEHIUAX UITH UHBIX
MEpOIPUATHAX IO TEMaM TUCIUTUTHHEI
[1pu oLleHMBaHUU PE3yIBTATOB
MEpOIIPUATHS UCTIONB3YeTCs OaTbHO-
pEeUTHHIOBasE CCTEMa OLCHUBAHUS
PE3yabTAaTOB yueOHOU eSTETbHOCTH
oOyuaroniuxcs (yTBepKaeHa IPUKa30oM
pekropa ot 24.05.2019 . Ne 179).
MaxkcuMaabHO BO3MOYKHAs BEJTMUNHA
OoHyc-peiitunra +15

ITpome-
15| 5 | xyrouHas
arTecTanys

DK3aMeH - | 20

Ha skx3ameHe npoucxoauT OliICHUBAHUE
y4eOHOI e TeTbHOCTH 00yUaromuxcs
[0 TUCIUIUIMHE Ha OCHOBE MOJYYEHHBIX
OLICHOK 332 KOHTPOJIbHO-PENTHHIOBBIE
MEPOIPUITHSI TEKYIIIETO KOHTPOJIS U
[MPOMEKYTOYHOM arTectanuu. [Ipu
OIICHUBAHUU PE3YIbTAaTOB YUeOHOU
NesITeTIbHOCTH 00yYaroIerocs 1mno
TUCIIUIIMHE UCTIONb3YeTCsl OalIIbHO-
PEUTUHIOBas CUCTEMA OLICHUBAHMS
PE3yJIBTATOB YUCOHOU MeATETLHOCTH
oOyuJaromuxcs (yTBepkKIeHa MPUKa30M
pekropa ot 24.05.2019 . Ne 179)
OtinnyHo: BennunHa peiitunra
00ydJaromIerocs Mo IUCIUTLINHE
85...100 % Xopomo: Bennunna
peifThHra o0y4aroiierocs mno
nucuurune 75...84 %
'YIOBIETBOPUTEILHO: Bennunna
peiiTuHra o0y4aromierocs mno
mucriinae 60...74 %
HeynosnersopurensHo: Bennunna
peifTuHra o0y4aroierocs mno
muciumuge 0...59 % Ecnu peiituar
00ydJaroIIerocs Mo TUCIUILTNHE HUXKE
60%, TO OH cHaeT K3aMeH C LEIbI0
BO3MOKHOTO IOBBIIIEHUS pedThHra. 1o
pe3yabTaTtaM Ca4uM SK3aMeHa
BBICTABIIIETCS OIIEHKA, KOTOPast
YUUTBIBAECTCS IPU ONIPE/ICTICHUN
peritnHra. opmar 3K3aMeHa -- OTBEThI
Ha BONPOCH! U3 6useron. Kaxplii

Bompoc no6asmsieT 10 B oOmuii peuTHHT

DK3aMCH

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLlEHUBAHUSA

He mpenycmoTtpenbt

6.3. Ilaciopt oHIa OLIEHOYHBIX CPEACTB

Komnerennumn Pesynbrarel 00yuenus Ne KM
1{21314(516(7(8|9(10|11{12|13(14{15

OIIK-12 3HAET: METO/bl IPOEKTUPOBAHUS BEIYUCIUTEIBHBIX CETEH [+ +H+ + [+

OIIK-12 YMeeT: MPOEKTUPOBATh BHIUUCIUTEIBHBIE CETU HHHH +

OIIK-12 MMeeT npakTHYeCKUI OMBIT: SKCITyaTaluy JOKaJIbHBIX + +




BBEIUHMCIIMTEIILHBIX CETEH

3HaCTI MCETOABI A AMUHUCTPUPOBAHUA BHIYUCIIUTCIIbHBIX
OIIK-15 ! ABT an pup Hel | + ot
CCTCU

'YMeeT: aAIMUHUCTPUPOBATh BHIYUCIUTENBHbIE CETH;
OIIK-15 pealn30BbIBAaTh MOJUTHUKY 0€30MaCHOCTH HHHAAH B [ [
BBIYMCIINTEIIHON CETU

MMeeT NpakTUYECKUI OBIT: aIMUHUCTPUPOBAHUS
OIIK-15 TTOKAJTbHBIX BEIYUCIUTEIBHBIX CETEH ¢ YIETOM TPEOOBaHMIA HH
1Mo 00eCIIeYeHII0 HHPOPMAIIMOHHOW O€301TaCHOCTH

TumnoBbie KOHTPOJIBHBIC 3a1IaHUS 110 KaAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOEe 1 MH(OPMALIMOHHOE O0ecredeHue TUCHMIIMHBI

IHeuaTHas yyeOHO-MeTOAMYECKAS JOKYMEHTALUS
@) OCHOBHAs TUMepamypa:
1.  Omnudep, B. I KomnbroTrepHsie ceTy : MPUHIUIIBI, TEXHOJIOTHH,
npoTokobl TekcT y4eb. /it By30B 1o Hampasienuto 552800 "Uudbopmaruka u
BBIYMCII. TexHUKa" 1 o cnenuaiabHocTIM 220100 "Boraucn. ManiuHbl, KOMILJICKCHI,
cuctemsl 1 cetu", 220200 "ABTOMaTH3HUpP. CUCTEMBI 00padOTKH MHGOPM. U yrp.",
220400 "ITporpam. obecrnieyeHrE BBIYUCI. TEXHUKU U aBTomMatu3up. cuctem" B. I.
Omudep, H. A. Onudep. - 3-e uza. - CII6. u ap.: [Tutep, 2007. - 957 c. un.
2. Omnudep, B. I. KomnbrorepHbie CETH : IPUHLUIIBI, TEXHOJIOTHH,
npotokosbl [Teker| yue6. nms By30B no HarnpasieHuto 552800 "Mudopmartuka u
BBIYHMCII. TexHuKa" 1 o cnenuaiabHoCTIM 220100 "Boruuci. MalivHbl, KOMILJICKCHI,
cuctembl 1 cetu", 220200 "ABToMaTU3HUp. CUCTEMBI 00pabOTKH HHMOPM. U yrp.",
220400 "IIporpam. obecriedeHre BBIYUCI. TEXHUKU U aBToMaTu3up. cucrem" B. T
Omudep, H. A. Onudep. - 3-e uzn. - CII6. u np.: [Tutep, 2008. - 957 c. un.

6) dononHumenvHas iumepamypa:

1.  Omudep, B. I. Komnsrorepusie cetu. [IpuHIUIBI, TEXHOIOTHH,
npotokoibl [ Teker] yueb. mocobue aiis By30B 1o HanpasieHuto "Mudopmarnka u
BBIUMCJI. TEXHUKA" U IO CTIENHATbHOCTH " BBIUKCII. MAIIIMHBI, KOMIIJIEKCHI, CHCTEMBI
u cetu" u aAp. B. I. Onmudep, H. A. Onudep. - 5-e uzn. - CI16. u np.: [Turep, 2018. -
991 c. un.

2.  Tauenbaym, O. Komnstorepusie cetu [Teker| nep. ¢ anm. 3.
Tanen6aym, 1. Yazepomi. - 5-e uzn. - CII6. u ap.: [Tutep, 2015. - 955 ¢. un.

8) omeuecmeenHvle U 3apyOedtCHble HCYPHANbL NO OUCYUNTIUHE, UMelowuecs: 8 bubiuomexe:
He mpenycmoTtpenbt

2) MemoouuecKue YKazanus 0is. CmyoeHmos no 0C80EHUI0 OUCYUNTUHDL:
1. CkypnaeB C.B. bezonacHocTh ceteit DBM: MeToguyeckue
PEKOMEHIAIINH K ITPAKTHYCCKAM 3aHSTHM.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosmenbHol pabomsl CmyoeHma:

DJIeKTPOHHAS Y4eOHO-MeTOoANYeCKAasl IOKYMEeHTaIUsA




Her

HCpC‘IGHB HCIIOJIB3YCMOT'O IIPOIrpaMMHOIO oOecreueHM:

1. -Oracle VirtualBox(6eccpouno)

[Tepedenp ucmonb3yeMbIx MpoheCCHOHATBHBIX 0a3 TaHHBIX U WH(POPMAITMOHHBIX

CIIpaBOYHBIX CUCTCM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecredeHne 1 CIUTITHHbI

Bun 3apaTuit

Ne

ayJ.

OcHoBHOE 000pyIOBaHKE, CTEHIBI, MAKETHI, KOMITBIOTEpHAsI TEXHUKA,
MpelyCTaHOBICHHOE IPOrpaMMHOE 00eCTIedeHIE, UCTIONb3yeMOe s
Pa3IUYHBIX BUJIOB 3aHATHI

IIpakTnueckue
3aHATHUA U
CEMHHApPBI

904
(36)

KoMmbroTepHI, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOP, KJIaBHATYPY, MBIIIb,
MPOBOJHbIE U OecIpoBOHbIE ceTeBbIe afanTepsl. [lIkad ¢ ceTeBbIM
obopynosanueM Cisco. Kommyrtaropsr Cisco Catalyst 2950. MapuipyTuzaropsl
Cisco Router 2600. becnipoBonubie MmapupyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusblii, B coctaBe OC). Cucrembl o0HapyxeHus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpamMmusbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (cauddepst) tepdump u Wireshark (nmporpammusie, B cocrase OC).
AHanu3aTopsl ceTi nmap/zenmap (rporpaMmMHsiii, B coctaBe OC). Cpencta
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynstop cereBbix yctpoiicTB Cisco Packet Tracer, Gpayzep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

Jlexun

912
(36)

Kommnekt komnbrotepHoro odopynosanusi, LCD I[IpoexTop, Dxpan
MPOEKIIMOHHBIN, HACTEHHBIE CTEHIbI 0 3aIuTe HHPopMmarmu (5 mrT. ),
nporpammuoe obecnieuenue: OC Windows XP , MS Oftice 2007, Matlab,
WinRar, Mozila Firefox, Koncynsrant+.

JlaGoparopHsie
3aHSATHUS

904
(36)

KoMIibroTepsl, BKITIOUasi CHCTEMHBIN OJIOK, MOHUTOP, KJIIaBUATYPY, MBIIIb,
MPOBOAHBIE U OeCIpOBOHbIE ceTeBbIe ananTepsl. LlIkad ¢ ceTeBbIM
ob6opynoBanueM Cisco. Kommyrtartopsr Cisco Catalyst 2950. MapuipyTusaropsl
Cisco Router 2600. bectipoBomubie MapmpyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusbiii, B coctaBe OC). Cucrembl oOHapyxenus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpammHsbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
tpaduka (cauddepsr) tepdump u Wireshark (mporpammusie, B cocrase OC).
AHanmM3aTropsl ceTd nmap/zenmap (mporpaMmMusii, B coctaBe OC). Cpenctpa
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsaTop cereBbix yctpoicTB Cisco Packet Tracer, Gpay3ep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

DK3aMeH

904
(36)

KoMmbroTepHI, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOD, KJIaBHATYPY, MBIIIb,
MIPOBOHbIE U OecIpoBOHbIE ceTeBbIe ajanTepsl. [lIkad ¢ ceTeBbIM
ob6opynoBanueM Cisco. Kommyratopsr Cisco Catalyst 2950. Mapuipytuzaropsl
Cisco Router 2600. bectipoBomubie MapupyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammuslii, B coctaBe OC). CucteMbl 00HapykeHus Bropkenuit Cisco IPS
4255, Snort u Surricata (mporpamMmusie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (cauddepsr) tepdump u Wireshark (mporpammusie, B coctae OC).

AHanm3aropsl ceTd nmap/zenmap (mporpaMmmMubiid, B coctaBe OC). Cpenctsa




mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynstop cereBbix yctpoicTB Cisco Packet Tracer, Gpay3zep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox




