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1. llesu u 3212494 AU CIUILIHHBI

Henbto aucuuruinabl «OpraHu3aloHHas 3aluTa HHQOpMalum» SBISETCA: - U3yUeHHE
OCHOBHBIX HalpaBJICHUH 3aIIUTHl KOMIIBIOTEPHOU HH(OPMALINK; - U3yUCHHE
OpraHU3alMOHHBIX U aIMUHUCTPATUBHBIX METOJOB 3alIMThl UHPOPMALUY; - U3yUEHUE
IPOrpaMMHO-AIAPATHBIX CPEACTB 3aIUTHI KOMIIBIOTEPHBIX CUCTEM; - 0030p T'OTOBBIX
peleHni o odecrne4eHno HH(PpOPManOHHON 0€3011aCHOCTH, pa3paboTKa NPOrpaMMHBIX
CPEJIICTB ayiuTa 0€30MaCHOCTH, BBISIBICHUS BTOPKEHHUIM U MPOTPAMMHBIX CPE/ICTB
Kpunrorpapuyeckoit 3auTsl HHGOpMalu. 3agayaMu JUCIUIUIUHBI SABISIOTCS: - 1aTh
3HAHUSA CTYIEHTaM 10 OCHOBHBIM YIp0O3aM 0€30MacCHOCTH KOMIIBIOTEPHBIX CUCTEM; - 1aTh
3HAaHUS OCHOBHBIX CTaHJapTOB 0€30I1aCHOCTH KOMITBIOTEPHBIX CUCTEM; - 1aTh 3HAHMS
Mojieliel 6e30MacHOCTH KOMIIbIOTEPHBIX CUCTEM; - AaTh 3HaHUS OCHOBHBIX
KpUNTOrpauyecKux CUCTEM; - 1aTh 3HAHUSI OCHOB a/IMMHUCTPUPOBAHUS CETEH U 3alUThI

UHGOPMAIINH B CETSIX.

Kparkoe cogepkanue TUCHUIIIIMHBI

OcHOBBI HH(POPMAITMOHHOM 0€301IaCHOCTH U 3anuTa nHhopmanmu. Mcropus
kpunrorpadun. OcHOBHBIE TepMUHBI U onipenenenus. Knaccuduxarus mudpos. [Hudps
3amensl. [Hudper nepecranoku. [Hudpsr rammupoBanus. KombuampoBanHblie mu@psl.
[IudpoBanue ¢ OTKPHITHIM KiTFOUOM. Xemi-pyHkinnn. Kpunrorpaduueckue mpoTOKOIHI.
IPOTOKOJIBI 0OOMeHa KitouaMu. [Iporokonsl ayTeHTudukanmnu (uaeHTudukanmun).
[IpoToKOIBI 3MEKTPOHHOMN TU(PPOBOW OANUCH. [IPOTOKOIBI KOHTPOJIS LIETIOCTHOCTH.
[IpoTOKOIMBI ANEKTPOHHBIX MIaTexkel. [IpoTokosbl ronocoBanus. pyrue npoToKoJb.
HexoTtopsie cBefeHus U3 TeOpUii aNropuTMOB 1 drcesl. OCHOBBI KPUITOAHATN3A.
Creranorpadus. KoqupoBanue nngopmanuu.

2. Komnerenun odyuawierocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

AUCHUIIJINHbI

[Tnanupyemsble pe3ysbTaThl OCBOCHUS
OIT BO (xomneTeHuun)

[Inanupyemble pe3ynbTarhl
00y4eHHUs 110 TUCHUIUIMHE

OIIK-3 CniocoGeH periars CTaHIapTHBIC 3a/1a91
npoecCHOHANBHOMN JIeITeTLHOCTH Ha OCHOBE
nH(OpPMAITMOHHON 1 OMOIHOrpaduueCcKoi KyabTyphI
C IpUMEHEeHNEM HH(POPMAITMOHHO-
KOMMYHHUKAI[HOHHBIX TEXHOJIOTUH U C yY€TOM
OCHOBHBIX TpeOoBaHM HH()OPMAITMOHHOH
0e30macHOCTH

3HaeT: OCHOBHBIC HOPMATHUBHEIC PABOBBIC AKTHI B
obnacTu obecrieueHus HHGOPMAITMOHHON
0€30MMacHOCTH

'YMeeT: IPUMEHSITh IEUCTBYIOITYIO
3aKOHO/IATENbHYI0 0a3y B 00IaCTH 00eCIIEUeHUS
WHOOPMAITMOHHON O€30MacCHOCTH

lMmeeT npakTUYECKUI ONBIT: BIIAJCHUS
npodeccuoHaNbHON TEPMUHOIOTHEH B 001acTH
UH(POPMAITMOHHOW 0€30MaCHOCTH.

OIIK-4 CriocobeH yyacTBOBaTh B pa3paboTke
CTaHJIapTOB, HOPM U MPaBUJI, a TAKXKe TEXHUYECKOH
JIOKYMEHTAIH, CBA3aHHON C MPO(eCCHOHATBHOM
NeSITeTbHOCTBIO

3HaeT: CTPYKTYpPy AOKYMEHTOB U HOPMaTUBHbIE
TpeOOBaHUS K UX COCTABICHHUIO

YMeeT: pa3palaThiBaTh TEXHUYECKHE 3aJaHUs Ha
CO3/1aHKE TIOACKCTEM MH(OPMAITMOHHOM
0e301acHOCTH

MMeeT nmpakTUUECKUH OMBIT: paObOTHI C
JOKYMCHTaMM.

I1K-3 CriocobeH aHanu3upoBaTh TpeOOBaHUS K
KOMIIOHEHTaM amiapaTHO-ITPOrPaMMHBIX
KOMILIEKCOB ¥ IPOTPAMMHOMY 00ecCIIeueHUI0

3HaEeT: OCHOBBI OPraHU3aIl[MOHHON 3aIlUTa
nH(}OpMAIU pu padoTe ¢ KOMITOHEHTAMH

AIMapaTHO-MPOrpaMMHBIX KOMITIJICKCOB 1




MPOrpaMMHBIM O00€CIIeYeHUEM

YMeeT: aHaJIM3upoBaTh TpeOOBaHUS K KOMIOHEHTaM
anmnapaTHO-IPOrPaMMHBIX KOMIUIEKCOB U
MPOrpaMMHOMY OOECIIEUEHHUIO U BBIMOIHSTD 3aIIUTY
UH(POPMAIIUHN HAa (PU3UIECKOM U IIPOTPaMMHOM
YPOBHSIX

lMeeT MpakTU4EeCKUN OIBIT: METOAAMU
OpraHu3aIMy 3a1UThl HHPOpMAIUK HA (HU3UIECKOM
U IPOTPAaMMHBIX YPOBHSIX.

3. Mecro nucuuninnbl B ctpykrype OII BO

[TepeueHp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB pabOT y4eOHOro MmjiaHa

[lepeueHs mocaenyONMX AUCIUTLINH,
BUJIOB paboT

1.0.16 Metposnorus, cTaHAapTU3aLUs U
cepTuduUKaIms,
1.0.20 KoMIbIOTepHBIE CETH U TEIEKOMMYHUKAIIUU

He npenycmoTpenst

Tpe6OBaHI/I$I K «BXOIHBIM» 3HAHUAM, YMCHUAM, HABbIKAM CTYIACHTA, HGO6XOI[I/IMI)IM
IIp1 OCBOCHHUHU I[aHHOI\/JI JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

NpCAMICCTBYIOINUX JUCIHUILINH:

Jucrumimna

TpeboBanus

1.0.20 KoMIibloTepHbIE CETU U TEIEKOMMYHUKALIUU

3HaeT: 001Me XapaKTepPUCTUKA KOMMYTAIIHOHHOTO
000pyIOBaHNST; TPUHIIUIIGI INIAHUPOBAHUS U
TOKyMEHTHUPOBAHHUSI JIOKAJIbHBIX BBIYUCIUTEIIBHBIX
CeTel, XapaKTepUCTUKHU CETEBOrO 000pyAOBaHUS U
[IPUHIUIBI €70 YCTAHOBKH U MOJIKJIFOUEHHS;
npuHImnel padorsl CLI cereBoro o0opynoBanus
[Pa3JIMYHBIX BEHIOPOB; XapaKTEPUCTUKH
KOMMYTAIIMOHHBIX KaOenel 1 MPUHITUIIBI UX
MIPOKJIAJIKU; METOJbl HHCTAJUISLIUUA CETEBOTO
POTrPaMMHOTO 00ECIIeYeHHS Ha CETEBOE
000pyI0BaHNE U MIEPCOHATIbHBIE KOMITBIOTEPHI,
MPUHIIUIIBI YCTAHOBKU M KOHPUTYPUPOBAHUS
KOMMYTAIIHOHHOTO 000pyI0BaHust;, HHTEp(DEiic
KOMAaHJ/IHOM CTPOKH Ha KOMMYTallMOHHOM
000pyI0BaHNU; METOAbI JUATHOCTUKH CETEeH U
[MOMCKa HEUCIIPABHOCTEW YMEET: INIAHUPOBATH CETh
Ha OCHOBE TPeOOBaHMI MTPEIbABISIEMBIX K CETH U
TEXHUYECKOU TOKYMEHTAIIUU 000PYI0BaAHUS;
[JIAHUPOBATH OOHOBJIEHUE CETH HA OCHOBE
pacTymux TpeOOBaHMIA K BRIYHCIUTEIBHON CeTH,
CO37aBaTh U HACTPAUBATH JIOKAJIBHYIO CETh CONIACHO
TEXHUYECKUM TPEeOOBaHUAIM; TOJOUPAThH
ONTUMAJIbHYIO KOHPUTYPALIUIO CETEBOTO
000pyIOBaHuUs AJis CeTEH pa3IuYHON CIIO)KHOCTH Ha
OCHOBE XapaKTEPUCTHK CETEBOI0 000PYI0BaHUS;
MPOBOAUTH HACTPOUKY MEPCOHAIBHOTO KOMIIBIOTEPA
1 CETEBOTr0 000PYIOBaHUS JUIsl pabOTHI B JIOKATHHOU
CETH; UHCTAJIUPOBATH CETEBOE MPOTPaMMHOE
oOecrieueHre Ha MEPCOHANIbHBIN KOMIIBIOTEP U
ceTeBoe 0OopynoBanue, ucnoiab3oBarb CLI u BeO

nHTepdenc sl KOHPUTryprupoBaHus 000PYIOBAHHS;




MPOBOJIUTH TIOAKITFOYEHNE KOHEUHBIX Y3JI0B U
CeTEeBOro 000PyI0BaHUS K JIOKAJIBHOM CETH;
0OHapyXKMBATh HEUCTIPABHOCTH B JIOKATHHON
BBIYMCIIUTENBHOM ceTu VIMeeT mpakTuyeCcKui OMbIT:
TUTAHUPOBAHUS, OOHOBIICHHUS U JIOKYMEHTUPOBAHUS
CETHU MaJIOTO MPEANPHUITHS., PaOOTHI C
KOMMYTAIIMOHHBIMU 1IKadaMu; paboThl ¢
WHCTPYMEHTAMHU JIJIs 00)KMMa 1 3aJIeJIKA Kabems
Tuna "Butas napa', ookumMa U yKJIaIKa
KOMMYTAIIMOHHOTO Ka0elis, MOHTa)ka JIOKaJIbHOU
ceTH; OOHOBIICHUS/BOCCTAHOBIICHUS/PE3EPBHOTO
KOTIMPOBAHUS MTPOTPAMMHOTO 0OecTieyeHHs
CETEeBOro 000PYIO0BAHHUS., TOCTPOCHHSI IOKAITBHON
BBIUHCIIUTENFHON CETH BTOPOTO U TPETHETO YPOBHS;
paboThI ¢ 000PYIOBAHUEM JIJISt MOHTAXKA
KOMMYTAIIMOHHBIX KaOelel; paboThI ¢
000pyI0BaHUEM JJIs TOMCKA HEUCIIPAaBHOCTEH Ha
KOMMYTAI[MOHHBIX JIMHUAX.

1.0.16 Metponorusi, cTaHaapTU3aus U
cepruduxanus

3HAeT: OCHOBBI CEPTU(DUKALINU CPEJICTB U3MEPEHHUS
U KOHTPOJISI, CTPYKTYPY U IPUHIUIIBI paboThI
W3MEPUTEITEHBIX YCTPOMCTB, OOIINE MOJIOKEHUS
OCHOBHBIX CTaH/IapTOB B 00JIaCTH METPOJIOTHUH,
CTaHJAPTH3AIMU U CePTUPUKAIIMA YMEET: HaXOIUTh
U ONpEeAEIATh 001aCTh MPUMEHEHUS Pa3IHUHBIX
KAaTeropyil M BUJIOB CTAaHAAPTOB, CUCTEM
CTaHJIapTOB, KIacCU(UKATOPOB U yKa3aTeleH,
TOKyMEHTalMe NpOAYKIIUH, POLIECCOB, YCIYT U
cucteM KayecTBa. CoOparh U3MEPUTEIBHYIO CXEMY,
IMPUMCHATH MCTOAUKY CTAHAAPTOB IO MECTPOJIOTHUHN
1 00pabOTKHU pe3yabTaTOB U3MEPEHHI B
npogeccuoHaIbHON AedTenbHoCTH Mmeer
MPAKTUYECKHUM ONBIT: UCIIOJIb30BaHUS PA3IUYHbIX
KATeropyil M BUJIOB CTAaHAAPTOB, CUCTEM
CTaHJIApTOB, KIacCU(UKATOPOB U yKa3aTeseH,
TOKYMEHTaleW NpOAYKIIUH, POLIECCOB, YCIYT U
cucTeM KadecTBa. HaBblkaMy MCIIOIB30BaHUS
[Pa3TUYHBIX CPEJICTB U3MEPEHHS., BIaIeeT
TEPMUHOJIOTHEH B 001aCTH METPOJIOT U,
CTaHJapTU3alluu U CepTI/I(l)I/IKaHI/II/I, HaBbIKaMH

00pabOTKU Pe3yabTaTOB NU3MEPEHHIA.

4. O0béM 1 BUABI YUeOHOI1 padoOTHI

OO6m1as TpyaA0€eMKOCTh JUCHUILUIMHBI cocTaBiseT 3 3.e., 108 4., 12,25 4.

KOHTAKTHOU paboThI

Pacnipenenenue no cemectpam
N Bcero B Hacax
Bun yuebnoit paborer 4acoB Howmep cemectpa
10
OO0mmast TpyI0EMKOCTh UCITUTLITMHBI 108 108
Ayoumophvie 3aHamusL: 12 12
Jlexuuu (JI) 8 8




[IpakTuyeckue 3aHATUS, CEMUHAPHI U (UJTH) APYTHE BUIBI 4 4
aynuTopHbIX 3aHsaTui (I13)
JlabGopatopusie pabotsl (JIP) 0 0
Camocmosmenvras paboma (CPC) 89,75 89,75
C IPUMEHEHUEM JMCTaHIIMOHHBIX 00pa30BaTeIbHBIX 0
TEXHOJIOTUI
[TonroroBka pedepara, mpe3eHTaHH 40 40
[ToxroroBka k 3adery 20 20
MOATOTOBKA K 3aHATHAM 29,75 29.75
KoHcynpranyy u npoMeKyTo4Hast aTTeCTalus 6,25 6,25
Bu koHTpOIIs (3adeT, nud.3aueT, SK3aMeH ) - 3a4eT

5. CoaeprkaHue TUCHMILIIMHBI

O0BeM ayIUTOPHBIX
No 3aHATHI 10 BUIaM B
HaumenoBanue pa3aenoB AUCHUTUTHHBI
paszznena qacax
Bcero |JI| II3 | JIP
1 |OcHoBBI HH(OPMAIIMOHHON 0€30MaCHOCTH U 3aluTa HH(OPMALINH. 1 1] 0 0
5 Vctopust kpunrorpaduu. OCHOBHBIE TEPMUHBI M OTIPE/ICITICHUSI. 1 11 o 0
Krnaccudukanus mmdpon
3 [udpsr 3amensl. Hudpsr nepecranosku. Llndpsr raMmupoBanus. 4 5| 0
Kom6unupoBanusie mudpsl. [HndpoBanne ¢ OTKPHITHIM KIHOUOM.
4 | Xem-pyHKIuu. 1 I{ 0O 0
Kpunrorpadudeckue npoTOKOIbI. MPOTOKOIBI OOMEHA KITFOYaMH.
5  |[Ipotokomnbl ayTeHTUGUKaMK (uaeHTHGuKaIun). [IpoTokoms 2 1| 1 0
HIIEKTPOHHOH 1U(POBO MOMHCH.
6 [TpOoTOKOJIBI KOHTPOJISI LENOCTHOCTH. [IpOTOKOIIBI 3IEKTPOHHBIX ) 1l 0
rarexen. [Iporokomnsl ronocoBanus. J[pyrue mpoTOKOIbI.
7 HexoTopble cBeeHUS U3 TEOPUil anrOpuTMOB | yrcesl. OCHOBBI 1 11 o 0
kpunroananusa. Creranorpadus. KonupoBanue nadopmamum.
5.1. Jlekuun
Ne Ne Kox-
HanmMmeHoBaHUe HITH KPaTKOE COJlepKaHHUe JIEKIIMOHHOTO 3aHSATHS BO
IeKIuulpasaenal
4acoB
OcHoBbl HHGOpMaIMOHHOM 6e3onacHocTh: MHpopMmanus 1 nHGopManoHHast
1 1 0€301acHOCTh, OCHOBHBIE COCTABJISIONIME HH()OPMAILIMOHHOM 0e301acHOCTH, 1
00BEKTHI 3aIUTHI, KATETOPHH U HOCUTEITN HH(OPMAIINH, CPENICTBA 3aIUTHI
UH(OPMaIUH.
Vctopus kpunrorpaduu: Hausnas kpunrorpadus, popmanbHas kpuntorpadus,
1 5 |MaTemarmeckas kpunrorpadus. OCHOBHBIE TEPMHUHBI U OTIPEIICIICHHS: 1

Knaccudukarus mudpos. OCHOBHbIE TEPMUHBI M ONPE/IEICHUS, OCHOBHbIE
TpeOOBaHUS K KpUNITOCHCTEMAM, KiIacCU(pUKaIMsl KpUNITOrpaprUueCcKUX CUCTEM.

[udpst 3amensr: OcHOBHI MIU(PPOBaHUS, UG PHI: OTHO3HAYHOHN 3aMEHBI,
nonuandaBuTHbIE, oMopoHnYeckue, nonuandasutusie. LLndper nepecTaHoBKU:
OcHOBBI U (POBaHUS, IUPPHI OTUHAPHON H MHOKECTBEHHOW NIEpECTAaHOBKH.

2 3  |(Iudper rammupoBanus: OcHOBHI MM poBaHus, mudpoBaHue 1Mo Moy N u 2, 2
reHepalus raMMbl, reHeparopsl raMM. KomOuHupoBanHbie muppsl: OCHOBBI
mudpoanusi, ADFGX, DES, TOCT 28147-89. llludbpoBaHue ¢ OTKPHITHIM
kitrouoM: OcHOBBI M dpoBanus, anroput™ RSA, anropuTm Ha OCHOBE 3a]1a4 00




YKJIaJIKe paHIla, BEpOITHOCTHOE MIH(PPOBAHUE, aITOPUTM HIM(PpOBaHUST Db~
["amaJisi, arOpUT™M Ha OCHOBE DJUIMIITUYECKUX KPHUBBIX.

Xen-gynkuuu: OcHoBHbBIE IOHATHS, MDS5, npuMenenue mudpoBanus s
MOJTy4YeHUs Xel-oopasa

Kpunrorpadudeckue npoToKoibl. MIPOTOKOIBI 0OMeHa KirodyaMu: OCHOBHBIE
CBEICHMSI O KpUNTOTpapuUeCKUX MPOTOKOJIAX, IPOTOKOJIBI OOMEHA KIIFOUaMHU.
[TpoTokonsl ayreHTUGUKauK (MaeHTUuKaun): OOIIe cBeeHus, MapoabHas
uaeHTU(GUKaIMS / ay TeHTU(PUKALUS, IPOTOKOI UASHTU(PUKALUH / ayTeHTU(UKALUN
C MCIIOJIb30BAHUEM Xel-(YHKIIUH, TPOTOKOJ UIAEHTHU(PUKALNY / ay TCHTU(DUKAITIH
5  |Ha ocHOBe MIK(POBAHUS C OTKPBITHIM KJIKOUOM, cepBep ayTeHTHUpuKanuu Kerberos,
uAeHTUQUKAINS / ayTEHTUPHUKALNS C TTOMOIIBIO OMOMETPUUECKUX JITAaHHBIX,
uaeHTudukanronssie kapthol (ID-cards) u anexTponHbie kitoun. [TpoTokosbl
HIEKTPOHHOM 1K poBoii moanucu: OOIIMe CBeIeH!s, MPOTOKOJI Ha 6a3e
anroputMa RSA, anroputm mudposoit noanucu ['OCT 34.10-94, anroputm
udposoit moanucu 'OCT 34.10-2001, pasnoBugnoctu DIIII.

[TpoTokosbl KOHTpOIIS HenocTHOCTH: OOIIKe CBeIeH s, UCTI0JIb30BaHHE
KOHTPOJIBHBIX CyMM, Hcnionb3oBanue DI, ucnonszoBanne MAC-konoB,
pOBEepKa 4YeTHOCTH, ucnoib3zoBanue ECC, KoMOMHUPOBaHHBIE METOBI.
[IpoTOKOJIBI 2IEKTPOHHBIX TUIaTeXkel: OOIIHe CBeICHMS], INTACTUKOBBIE KapThI,
CypporarHble IJIaTeXHbIEe CPEICTBA B Internet, pacyeTsl MIIACTUKOBBIMU
KapToukamH B Internet, aiekTpoHHBIE KOIIETKH B Internet, ¢ poBbie 1eHBIH.
[Tpotokosnsl ronocoBanus: O0IKe CBeIeHHsI, HEKOTOPbIE BapUaHThl peaan3aluu
[IPOTOKOJIOB 3JIEKTPOHHOIO TOJIOCOBAHMSI, POCCUMCKHI OIBIT 3JIEKTPOHHOTO
rosiocoBanus. [Ipyrue npotokomsl: [IpoTokoi pasneneHus cekpera, IpoTOKOI
noaOpachIBaHUsI MOHETHI "'T0 TeseoHy", TaifHble MHOTOCTOPOHHHUE BBHIYMCIICHUSI.

HekoTopble cBeAeHUs U3 TEOpUi anropuTMOB U yuceln: CI0KHOCTh aITOPUTMOB,
MPOCTHIE YNCIIA, PA3JI0KEHHE YHCIIa Ha TIPOCTHIE COMHOXHTEIN, HAaXOXKICHUE
HAYaJIbHOTO CIHCKA MPOCTHIX YHUCEN, TECTUPOBAHUE YHCIIA HAa IPOCTOTY,
orpezaeseHne HanOobIIero oomiero nenuters. OCHOBBI KPUITOAHATN3a: YTPO3EI
7  |be3omacHOCTH MpPHU UCTIONB30BAaHUU KpHUIITOrpaduu, OOIIHe CBEICHUS O
KPHIITOAHAJIM3€e, PAa3HOBUAHOCTH aTak Ha KpuntocucteMmsl. Creranorpadus:
OO011e cBeeHus, KJIacCHUecKasi CTeraHorpadusi, KOMIbIOTEpHast cTeraHorpagusi.
KomupoBanue napopmanmu: OO1me cBeieHns, 001Ie0OCTYITHBIE U CEKPETHBIE
KOJIOBBIE CUCTEMBI, HOMEHKJIATOPBI.

5.2. llpakTyeckue 3aHATHS, CEMHUHAPbI

Ne
SAHATHUA

Ne

paziena HanmenoBanwne nimm KpaTKOC COACPIKAHUC MPAKTUICCKOIO 3aHATHA, CCMUHApa

Koi-
BO
qacoB

[Iudps 3amens: OcHOBHI mHpoBaHUS, MHGPHI: OMHO3HAYHON 3aMEHBI,
nonuanpaBUTHBIE, OMOpOHUYECKHE, TTonuaidaBuTHeie. LLIndpsr nepecraHoBKY:
OcHoBbl mudpoBanus, MU(GPH OTUHAPHON U MHOKECTBEHHOW TIEPECTaHOBKH.
[udpsr rammupoBanusi: OcHOBHI K poBaHus, mHdpoBaHue Mo Moaymo N u 2,
3 |reHepamms raMMBbI, TeHepaTopsl raMM. KomOuHupoBaHHbIe mmppbl: OCHOBBI
mmdposanusi, ADFGX, DES, TOCT 28147-89. llludpoBanue ¢ OTKPHITHIM
karodoM: OCHOBBI IUQPOBaHUs, anropuT™ RSA, anroputM Ha ocHOBe 33124 00
VKJIaJIKe paHIla, BEPOSITHOCTHOE MIU(PPOBaHKE, aNTOPUTM MM (ppoBaHus Dilb-
["amarsi, anropuT™M Ha OCHOBE SJUIMITUYECKUX KPUBBIX.

Kpunrorpaduyeckue mpoToKosbl. MPOTOKOIBI 0OMeHa Kirrodyamu: OCHOBHBIC
CBEIIEHUsI 0 KpUNTOrpauuecKux MPOTOKOJIaX, MPOTOKOIBl OOMEHA KITFOUaMH.
[Ipotokonel ayTeHTHGUKaKK (uaeHTHHKaIuK): O0Ime CBeIeH s, TapoJIbHAs
uACHTUUKAINS / ayTeHTU(QHUKALNSA, TIPOTOKON UACHTU(DUKAITUH /
ayTeHTU(HUKAITUU C UCTIOIB30BaHUEM XeII-(QYHKITUH, TIPOTOKOJ UASHTUDHUKAITIY /
ayTeHTU(HUKAIMK Ha OCHOBE MH(POBAHMS C OTKPBITHIM KIIOUOM, CEpPBEP




ayrenTudukanuu Kerberos, naenrupukanys / ayTeHTUPHUKAINS C TIOMOIIBIO
OMOMETPUYECKUX JTAaHHBIX, UAeHTU(UKaIMOHHBIC KapThl (ID-cards) u
HIIEKTPOHHBIE KoM, [IpoToKOIEI ANeKTpoHHOM 1 poBoii moamucu: OOmme
CBEJICHUs, TPOTOKOJ Ha 0aze anroput™a RSA, anroput™m nudposoit moanucu
['OCT 34.10-94, anroputm nudposoit nognucu [OCT 34.10-2001,
paszHoBuHOoCTH D111

[IpoTokosbl KOHTPOIIS HenocTHOCTH: O0IIKe CBEICHHs], UCIIOJIb30BaHHE
KOHTPOJIBHBIX CyMM, Hcnionb3oBanue DI, ucnonszosanne MAC-kon0B,
[IpOBEpKa YeTHOCTH, uctonb3oBanue ECC, KoOMOMHUPOBAHHBIE METO/IBI.
[IpoTOKOIMBI 3IEKTPOHHBIX MIaTexeit: OOIIMe cBeIeH!s], TUIACTUKOBBIE KapThl,
CyppoOraTHbI€ IIJIaTeKHBIE CPEACTBA B Internet, pacyeTsl MJIaCTUKOBBIMHU

2 6 kapToukamu B Internet, a71eKTpoHHBIE KOIIENKH B Internet, iU poBbIe TEHBIH. !
[TpoTokoubl ronocoBanus: OOmIME CBENEHNUS, HEKOTOPHIE BAPHAHTHI PEATU3AIIH
[IPOTOKOJIOB 3JIEKTPOHHOTO TOJIOCOBaHMS, POCCUMCKHIA OIIBIT AIEKTPOHHOTO
rosniocoBanus. [Ipyrue npotokonsl: [IpoTokon pa3aeneHus cekpera, mpoTOKOI
nof0pachIiBaHKsI MOHETHI "'T0 TesnedoHy", TailHble MHOTOCTOPOHHUE BHIYHCIICHUSI.
5.3. JIaboparopHbie padoThI
He npenycmorpenst
5.4. CamocrosiTesibHAasi padoTa CTyIeHTa
Beimonaenne CPC
Crnucoxk nureparypsl (¢ yKazaHUEM Kon-
[HonBun CPC pas3zenos, ras, CTpaHuIl) / ccbuika Ha  [CemecTp| BO
pecypc 4acoB
DYMJI OCH. 1 ctp. 25-65; cTp. 75-87; cTp.
111-130; cTp. 93-101; cTp. 183-210; DYMU
nom. 1 ctp. 41-95; ctp. 131-148 3amura
nHGOPMAIIUU U KpUNITOTpadus:
MoaroTosKa pedepata, npeseHTaIIM METOJMIECKHE YKA3aHHS 1O BHITTOTHEHUIO 10 40
CaMOCTOSITENIbHOM pabOThI IS
oOyuaromuxcs o Hanpasienuto 09.03.04
[IporpamMmMHuas uHxenepus /
JI.H.byitnymkuna — HuxHeBapTOoBCK, 2021.
—9c.
OYMJI OCH. 1 ctp. 25-65; ctp. 75-87; c1p.
111-130; ctp. 93-101; ctp. 183-210; DYMU
[lonroroska K 3auety OCH. 2 cTp. 7-14; cTp. 15-39 DYMJI nom. 1 10 20
ctp. 41-51;
DYMJI OCH. 1 ctp. 25-65; ctp. 75-87; cTp.
TOFOTOBKA K 3AHSTHSM 111-130; cTp. 93-101; ctp. 183-210; DYM/] 10 [29.75

ocH. 2 ctp. 7-14; ctp. 15-39 DYMJ nom. 1
ctp. 41-51;

6. (I)OHI[ OLCHOYHBIX CPEACTB AJA NMPOBCACHUA TEKYIIECT0 KOHTPOJA YCIIEBAEMOCTH,

NMPOMEKYTOYHOM aTTeCTallMu

KonTponb kauecTBa 0cBOCHUS 00pa30BaTEILHOM MPOrpaMMbl OCYIIIECTBIISCTCS B
cootBercTBHH ¢ [Tonokenrem o 6aTbHO-PEUTUHTOBON CUCTEME OIICHUBAHUS PE3YIbTaTOB
y4eOHOU IeSITENLHOCTH 00yYarOIIUXCSl.

6.1. KouTpoabHubie meponpusitusa (KM)




Yuu-

HasBanue THIBA
Ne | Ce- Bun Makc.
KOHTPOJIBHOTO Bec [Topsanox HauncieHus 6aII0B -
KM|mecTp| koHTpouIA Oamn
MEpPOTIPUATHS eTcst
B [1A
13-15 6anioB - mpakTUYEeCKUE HABBIKH
ab0TBI C OCBOEHHBIM MaTEpHUaIOM
udposanwue, P p
nemudpoBaHue MOIHOCTLIO
p copmupoBansl 11-13 6aos -
. MHPOPMALIUH C
Texyrwmii MPAaKTHYECKHE HABBIKUA PAOOTHI C
1| 10 MIPUMEHEHUEM 1| 15 3a4eT
KOHTPOJIb OCBOEHHBIM MaTepHaioM c(pOpMHPOBaHbI
KOMOMHHUPOBaHHBIX
HepocTaToyHo 9-11 6amios -
KpunTorpaduueckux
HE00XOMMbIE IPAKTUYECKHE HABbIKU
aJITOPUTMOB
paboThI ¢ OCBOEHHBIM MaTepHAJIOM B
OCHOBHOM C(OPMUPOBAHBI
13-15 GannoB - npakTUYeCKHUE HaBbIKU
paboThl ¢ OCBOEHHBIM MaTepHaIOM
MOJIHOCTBIO chopmupoBansl 11- 13
Pexumbl paboThI 0aJIoB - MPAaKTUYECKHUE HABBIKU PaOOTHI
> | 10 Texymuii | OJOYHBIX MHUPPOB. 1 | 15 |c OCBOCHHBIM MaTepHaoM saer
KOHTPOJIb CxeMbl KpaTHOTO c(hOpMHPOBAHBI
mudpoBaHus HegocTaTtouHo 9-11 Gamios -
HE0OXOMMbIE TPAKTUYECKHIE HABBIKU
paboThI C OCBOEHHBIM MaTEpHUajoM B
OCHOBHOM C(HOPMHUPOBAHBI
13-15 6amioB - MpaKTUYECKHE HABBIKU
paboThI ¢ OCBOEHHBIM MaTepHAIIOM
Hemmudpoanue MOJIHOCTHIO chopmupoBanbl 11-13
3aaHHOM (ppa3sl ¢ 0aJuIOB - MPAaKTUYECKHE HABBIKA PAOOTHI
3| 10 Texymwmii IpUMEHEHUEM 1 | 15 [cOcBOCHHBIM MaTepHanom Lauer
KOHTPOJIb U3BECTHOTO chopMHUpOBaHbBI HEOCTATOUHO 9-11
KpunTorpaduyeckoro 0aI0B - HEOOXOAUMBIE MPAKTUUECKUE
anropuTMa HaBbIKU pabOThI C OCBOCHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
13-15 6amnoB - mpakTUYECKUE HABBIKU
paboThl C OCBOGHHBIM MaTepHUaIoM
MOJHOCTBIO COpMUPOBaHBI 11-
[Iporpammuas 13 6amioB - MPaKTUYECKUE HABBIKU
41 10 Texymumii peanu3anus 1| 15 paboThI ¢ OCBOSHHBIM MaTepHAIOM saueT]
KOHTPOJIb | KpunTorpahudecKux copmupoBanbsl HeAOCTATOUHO 9-11
MIPOTOKOJIOB 0aJI0B - HEOOXOIUMBIE MPAKTUIECCKUE
HABBIKK pabOThI C OCBOEHHBIM
MaTepuaioM B OCHOBHOM
chopmupoBaHbI
CTYZIEHTHI B ayIMTOPUN UHIUBUIYaJIbHO
OTBEYAIOT Ha TEOPETUUECKUE BOIIPOCHI,
KOTOpbIE BKJIIOUAIOT BOIPOCHI IO
Mone [IPOMCHHBIM pa3JienaMm, IPEernoaaBaTeb
P Oecenyer u orneHuBaet. 17-30 6amios
5| 10 | xyrouHas 3auer - | 30 . 3a4eT
OILICHKA 3auTEHO: 3HA€T OCHOBHOM
arTecTanus

MaTCpuall JUCHUIINIMHBI; BEPHO U3JIaract
U UHTCPIPCTUPYCT 3HAHUSA; U3JIOKCHUC
MaTcpHralia JJOTHYCCKU BBICTPOCHO.

Menbuie 17 6aiuioB oneHka He 3auTeHo:




BBICTPOCHO.

HE 3HACT 3HAUUTEIILHON YacTH
MaTepuana JUCLUILINHBL, OTBET HE JaH
WM JOITyCKaeT IpyOble OLUMOKYU NpU
W3JI0KCHUH OTBETA HA BOIIPOC; HEBEPHO
W3J1araeT U UHTEPIPETUPYET 3HAHUS;
W3JI0KCHUE MaTeprasa JIOTHYECKH He

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEeHMBAHUSA

Bun
IIPOMEKYTOYHOMN IIpouenypa nposeneHus Kpurepuu
ATTeCTALIN OIICHUBaHUS
3adeT BKJIIOYAET B ce0sl TEOPETUUYECKYIO U MPAKTUYECKYIO YACTH.
TeopeTnueckas 4acTh BHITIOJIHSACTCS B BUJIE OTBETA Ha BOIPOCHI.
[IpakTHyeckoe 4acTh COCTOUT U3 BBIMOJIHEHHBIX B TEUCHUU
ceMecTpa MpaKTUUECKUX padoT. [[1s pacuera uTOroBoii OIEHKH
0asIbl 32 OTBETHI HA TEOPETUUECKUE BOMIPOCHI U MpaKTUYeckrue |B cooTBeTCTBUU C
3a4er paboThI IPEACTABISIFOTCS B BUJIE JJOJIM OT MaKCUMaJlbHOTO Oaia [mm. 2.5, 2.6
KOHKPETHOTO 3a/IaHus M OTBETAa Ha BOMPOC, BHIPAKEHHOH B [TonmoxxeHus
nporeHTax. Toroas omenka 3a ceMecTp OnpeaensieTcst Kak
cpenHee apupMeTHIECKOe OLIEHOK 3a 3a/laHusl. 3auTeHo: MroroBas
olieHka B quanasone 61 - 100% . He 3auteno: Mtorosas oneHka B
muanaszoHe 0 -60% .
6.3. ITacnopt oHIa OLIEHOYHBIX CPEACTB
Ne KM
Kommereniuu Pesynbrarsl 00yueHus
12]314(5
OTIK-3 3HaeT: OCHOBHbIE HOPMATUBHBIE MIPABOBHIE aKThI B 00JIACTH 00eCTICUeHHS IRRAY
nH()OpPMAITMOHHON O€30MTaCHOCTH
OITK-3 YMeeT: MpUMEHSTh IeUCTBYIONIYIO 3aKOHOAATENbHYI0 0a3y B 001acTu IRANE
obecrieueHus HHHOPMAITMOHHON 0€30MTaCHOCTH
OITK-3 VMeeT mpakTUYeCKUi OTBIT: BIaeHUsS MPOPECCHOHATEHON TEPMUHOIIOTHEH B TAAEN
00macTu HHGOPMAIIMOHHON 0€30TTaCHOCTH.
OIIK-4 3HAET: CTPYKTYPY JOKYMEHTOB U HOPMAaTHUBHbBIE TPEOOBAHMS K UX COCTABICHHUIO +
OITK-4 'YMmeeT: pa3pabareiBaTh TEXHUUYECKHE 3aJaHHUS HA CO3aHUE TTOJICUCTEM ARAR
nH()OPMAITMOHHON O€30MTaCHOCTH
OIIK-4 MMeeT npakTUUECKUi OTBIT: paOOTHI C IOKYMEHTaAMH. + |
3HAET: OCHOBBI OPTaHU3AIMOHHOMN 3aIuTa HHPOPMAIIUU MTPH padoTe C
[1K-3 KOMITOHEHTaMH alapaTHO-IIPOTrPAMMHBIX KOMITJIEKCOB U MTPOTPaMMHBIM H

o0ecreueHneM

'YMeeT: aHaJIM3UpoBaTh TPEOOBaHMUS K KOMIIOHEHTaM annapaTHO-IPOrpaMMHBIX
[1K-3 KOMIUIEKCOB U IPOTPAMMHOMY 00€CIIEUEHHIO U BBIMOIHATH 3alUTy HHpopMarmu [+ [HHH
Ha (U3NYECKOM U MPOrPaMMHOM YPOBHSIX

Nmeer HpaKTI/I‘ICCKI/Iﬁ OIIBIT: MCTOAAMU OpTraHU3allUHN 3alIUTHI PIH(l)OpMaIII/II/I Ha

T1K-3 -+ [HHAHH
(bU3UYECKOM U TPOTPAMMHBIX YPOBHSX.
Tumnossie KOHTPOJbHBIC 3aIaHUS 110 KaXKAOMY MEPONPUITHIO HAXOAATCS B
MIPUIOKCHUIX.

7. YueOHO-MeTOoAMYEeCKOEe M HH(OPMAIIMOHHOE O0ecniedeHue TUCIUIIIMHBI




IHeuaTHas yyeOHO-MeTOAMYECKAS] JOKYMEHTALUS
@) OCHOBHAs TUmMepamypa:
He npenycmorpena

0) dononHumenvHas iumepamypa:

1.

[lanbrun, B.®.

Nudopmarnmonnas 6€30MacHOCTh KOMITBIOTEPHBIX

cucteMm u ceteit [Tekcr]/ B.®. lllaasrun.- M.: U1 «DOPYM»: UHDPA-M, 2011.-
416 c. - ISBN 978-5 8199-0331-5

Mamok, A.A. Beenenue B 3auTy nH(popmaium B
aBTOMaTU3UPOBAaHHBIX cucTeMax [TekcT]: yueOHoe mocodue st By30B / A.A.
Mamok, C.B. [Tazuzun, H.C.IToroxun. — 2-e uzn. — M.: I'opsiuasa nunus — Tenexom,
2004. — 147c.: un.- ISBN 5-93517-062-0.

Xopes, I1.b. MeTons! u cpeficTBa 3anuThl HHGOpPMAIUU B

KOMIIBIOTEPHBIX cucTeMax [TekcT]: yueOHoe mocodue /it cTyaeHToB By30B / I1.b.
Xopes.- M.: Akanemus, 2006.- 256c¢.- ISBN 5-7695-1839-1.

2.

3.

8) omeuecmeenHule U 3apyOexHCHble HCYPHANbL NO OUCYUNTUHE, UMerowuecs 8 bubauomexe:
[IporpamMmmupoBaHue

1.

2) MemoouuecKue yYKazaHus 0s Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
OpranuzarnmonHas 3anmra HHHOPMAINHA: METOINYECKUE YKa3aHUS 110
BBITIOJTHEHUIO CAMOCTOSTEIFHOM PaOOTHI 1711 00yYJarOIIMXCs TI0 HAITPaBICHUIO
09.03.01 Undopmarrka u BeruncauTenbHas Texuuka/ JI.H.Byinymikuna
HwxneBaprosck, 2021. -9 c.

1.

U3 HUX: y4eOHO-Memoouyeckoe obecneyerue camocmosmenvpHol pabomsl CmyoeHma:
OpranuzarmonHas 3amuTa nHpopMaluu: METOINYECKUE YKa3aHUs 110
BBITIOJTHCHUIO CaMOCTOSITEIIFHOM pabOThI 1711 00yUarOIIMXCs 110 HaIlPaBISHUIO
09.03.01 Undopmaruka u BerancautenbHas Texuuka/ JI.H. Byinymikuaa
HwuxneBaprosck, 2021. -9 c.

l.

3ﬂeKTpOHHaH yqeﬁno-MeTounqecxaﬂ AOKYMECHTAIlUA

Haumenosanue
Ne Bun peeypea s bubnuorpagpuueckoe onrcanue
TUTEpPaTyphbl AIIEKTPOHHOMN
bopme
DIEeKTPOHHO- Kpakosckuii, FO. M. Mertonsl 3amuThl nHGOpMAIUY : y4eOHOE
1 OcHoBHas OubIMoTeUHAS nocobue s By3oB / FO. M. KpakoBckuii. — 3-e u3j., mepepao.
nuTeparypa cuctema — Cankr-IlerepOypr : Jlanb, 2021. — 236 c. — ISBN 978-5-
n3natenbceTBa JIanb|8114-5632-1. https://e.Jlanbook.com/book/156401
Tymo6unckas, M. B. KommuiekcHoe oGecrieueHne
DIEeKTPOHHO- " ]
MH(POPMALIMOHHOM 0€30MaCHOCTH HA NPEANPHUIATUH | YISOHHK /
OcHoBHas OoubnuoTeyHas .
2 LTeDpaTYDA cHCTeMa M. B. Tym6unckas, M. B. [lerpoBckuii. — Cankr-IleTepOypr :
patyp o i Ty 18P, 2019. — 344 ¢, — ISBN 978-5-8114-3940-9.
a https://e.lanbook.com/book/125739
DIEKTPOHHO- [munckas, E. B. MUadopmanronnas 6€30macHOCTh
3 JlonoiaHUTeNbHAs [OUOIHOTeYHAS KOHCTpYyK1Mit O9BM u cuctem : yueb. nocodue / E.B. I'munckas,
nreparypa cucrema H.B. YnuBapun. — Mocksa : UHOPA-M, 2019. — 118 c.

/nanium.com

https://new.znanium.com/read?1d=327864




JlomonauTeapHasA
TUTEpaTypa

JJIEKTPOHHO-
OnOIMoTEeUHAS
cucTema
Znanium.com

bapanosa,E.B. IndopmanronHast 6e30macHOCTh U 3a1uTa
nHdopmaruu : yuebd. mocobue / bapanosa E.K., badam A.B. —
4-e uzn., nepepad. u gorn. — M. : PUOP : UTHOPA-M, 2019. —

336 c. https://new.znanium.com/read?1d=336219

IlepedeHb UCTIONB3YyEMOIO TPOrPAMMHOTO OOECIICUEHMS:

N —

. Microsoft-Office(6eccpouno)
OI'AOY BO "IOVYpl'Y (HUY)"-IToptan "Dnexrponusiii OYpl'Y"

(https://edu.susu.ru)(6eccpodHo)
3. -Borland Developer Studio(6eccpouno)

[Tepedenb ucnonb3yeMbIx MpohecCHOHANBHBIX 0a3 TaHHBIX U HH(DOPMAITMOHHBIX
CIIPABOYHBIX CUCTEM:

1. -Koncynprant [Tntoc (HuxHeBapTOBCK)(OECCPOIHO)

8. Marepua/ibHO-TeXHHYECKOe o0ecrieyeHne Q1 CIUTLTHHbI

Bun 3apartun

ay/l.

No OcHOBHOE 000pY/IOBaHUE, CTEHIbI, MAKETHI, KOMITBIOTEPHASI TEXHUKA,

MpEeAyCTaHOBJIICHHOC IIPOIrpaMMHOC 06ecnequHe, HCIIOJIB3YEMOC IJIA

Pa3IMIHbBIX BUAOB 3aHATHI

[IpakTnueckue
3aHATHA U
CEMHHAPBI

[IpenycranoBneHHoe nmporpammuoe ooecneuenue: OC Windows 7 Professional;
JlenBep; MS SQL Server 2008R2; Oracle VM VirtualBox; Microsoft Office
2010; Mudopmanmonno-npasosas 6a3a «Koncynasrant — [Imocy; DOSBox

Jlexuu

3aHATHUS CTYIEHTOB IPOXOJAT B JICKIIMOHHBIX U KOMITbIOTEPHBIX ayJAUTOPHIIX
¢unmana. OCHOBHAS M AOTIOJHUTENbHAS JTUTEPATypa, CIIOBAPH HAXOIATCS B
dongax OubaroTexu punmana, rae TakKe OpraHu30BaH JOCTYI K MaTepHagam
JIEKTPOHHBIX OMOJIMOTEUHBIX CUCTEM




