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1. llesu u 3212494 AU CIUILIHHBI

Lenb MUCHUIUIMHEI - U3yY€HUE TPUHLUIIOB o0ecnieueHus: HHPOPMAIIMOHHOM
0€30IacCHOCTH rOCyIapCTBa, MOAX0A0B K aHAIHU3Y yIrpo3 ero HHGOPMAIIMOHHOMI
UHPPACTPYKTYPHI K OCBOCHHUE TUCIUTUIMHAPHBIX KOMIETSHIIUN JJI PEeIICHUs 3aa4
3aIUThl ”HGOPMalUK B UHPOPMAMOHHBIX CUCTEMAX, a Takke (POPMHUPOBAHUE
(yHIaMEHTaJIbHBIX 3HAaHUHM B 0071aCTH HH(POPMALIMOHHOM 0€30MacHOCTHU. 3a/1a4un
JUCUUIUIMHBL: - cpopMUpOBaTh 0011Iee MpeicTaBieHue 00 nHGOPMAITMOHHON
0€30IacHOCTH KaK O COCTOSTHUH 3aIIUIIEHHOCTA HH(OPMAITMOHHOTO pecypca CIOKHOM
CUCTEMBI, IOHUMaHNE HEOOXOIUMOCTH CUCTEMHOI0 TIOJIX0/1a K MPAKTUYECKON peain3aiuu
TaKOTO COCTOSIHUS; - TIEpeIaTh 3HAHUS O TIOPSIKE OpraHU3aIii U MPAKTUYECKON
pean3aiuy TUMIOBBIX MEPOIPUSITHI MO 00ecTeueHrnI0 MHPOPMAITMOHHOM 0€301IaCHOCTH U
3amute nHopmaIuu; - copMUPOBATH HABBIKK aHANIN3a HH(POPMAITMOHHBIX PECYPCOB TI0
cleayomuM (pakTopaM: BaXKHOCTb, KOH(OUICHIINATBHOCTD, YSI3BUMOCTb.

Kparkoe cogepkanue TUCHUIIIIMHBI

3amuieHHOCTh HHHOPMAIIMOHHOMN CPE/Ibl OPTaHU3AIMU — OJTHO U3 OCHOBHBIX yCIIOBUMN
ee addexTuBHOrO PyHKIIMOHUPOBaHMs. KoMIiekc MmeponpusTuii o 00eCrieueHUIO
UH(OPMAIIMOHHON 6€30MacHOCTH HH(POPMAITMOHHOM CPebl JOKEH ObITh HEOTHEMIIEMOM
94aCThIO CUCTEMBI YIIPaBJICHUS JIFO00M opraHu3aiui. B HacTosee Bpemsi, IepcoHaIbHbIC
KOMIIBIOTEPHI (paboune CTaHIIMK ) MOJIb30BaTeNel, KaK MPaBUIIO, TOJIKJIFOYEHBI K
1o0anpHOI ceTh MIHTepHeT. 3HaHUS U YMEHHSI 10JIb30BaTeNIs 110 00ECIIEYEHUIO
uH(pOpMaIMOHHON 0€30MaCHOCTH NMEPCOHATBLHOTO KOMIIBIOTEPA, pa0OTAIOIIETO B
«arpeccCUBHON» CETEeBOU cpejie, CTAHOBATCS OJJTHUMH U3 CAMBIX BOCTPEOOBAHHBIX U
HEO0OXOAUMBIX. JlaHHas AUCIUIIMHA 00ECIIEYNBAET 3HAKOMCTBO CTYJEHTA C
TEOPETUYCCKUMHU OCHOBAMH KPUIITOTpa(uu, MHCTPYMEHTAIbLHBIMU CPEJICTBAMH U
CTaHJapTaMH, MOJJIEPKUBAIOIIMMU pa3pabOTKy KpUNTorpaguueckoro odecrneyeHus
UH(OPMAIIMOHHBIX CUCTEM, TPAKTUYECKUMU MPUEMaMH 3aIUThl paO0YMX CTAHIIUN U
CEpBEpPOB

2. Komnerenuum o0y4yaromerocsi, (popMupyemMblie B pe3yJibTare 0CBOCHHA
AUCHUNIMHBI

[TnaampyemMble pe3yabTaThl OCBOCHUS [Tnanupyemblie pe3yabTaThl
OIT BO (kommieTeHIIun) 00ydYeHHUS 110 AUCITUTUTHHE

3HaeT: 3HaHUE COBPEMEHHBIX 3aKOHOB, CTAHIAPTOB,

METOZIOB U TEXHOJIOTHUH B OOJIACTH 3AIIUTHI

nH(pOpMaITIu.

YMeer: cnonp30BaTh COBPEMEHHBIE IPOTPAMMHO-

[TIK-2 CniocoGen pa3pabarbiBaTh M aIaliTUPOBATh |[alapaTHBIE CPECTBA 3aUTH HHPOPMAIIUH.
MPUKIIATHOE MPOTPAMMHOE 00eCIIeueHre HaxonuTh NOTEHIIMAIBHBIE YI3BUMOCTH B KOZIE

MPUIIOKEHHI.

Mmeer npakTudyeckuil onbIT: Biianenus

COBPEMEHHBIMH METOJJaMH U CPEeICTBAMU

oOecreueHns 3auThl HH(HOPMAITUH.

I1K-4 Crioco6en pa3pabarsiBath 6a3bl gaHHbIX MIC c|{3naeT: [IpuHImnbI 6€300aCHOTO MPOSKTUPOBAHUS

y4eToM TpeOoBaHMil HHPOPMAITMOHHOM 0a3bl JTaHHBIX THHOPMAIIMOHHBIX CUCTEM.
0e30MMacHOCTH, OCYIIECTBIATH BeeHue 06a3pl  [YMeeT: OO0CHOBBIBATH IKOHOMUYECKYIO
JIAHHBIX U TTOIJEPIKKY HHPOPMAITMOHHOTO OTIPaBIaHHOCTh HHPOPMAITMOHHOM 3aAITUTHI.

o0OecIieueHUs PEUICHU ITPUKJIAOHBLIX 3a1a4. Meet HpaKTI/I‘-ICCKI/Iﬁ OIIBIT! OI_ICHKI/I




3alIUIIEHHOCTH 0a3bl JaHHBIX HH()OPMAIIHOHHBIX
CHUCTEM.

3. Mecro nucuuninubl B ctpykrype OII BO

[lepedens mpeAnIeCTBYIOMUX TUCIIATUIHH, [lepedens MOCIETYIOMUX AUCITUTITHH,
BUJIOB paboT yueOHOro MiaHa BUJIOB paboOT

1.®.09 BricokoypoBHeBbIe MeTOABI HHMDOpMaTUKH U |1.D.23 TIpakTukym 1o Buay mpodeccrnoHanbHOU
[MPOrpaMMHUPOBAHUS NesATeTbHOCTH

TpeboBaHMs K «BXOIHBIMY» 3HAHUSIM, YMEHHUSIM, HABbIKAM CTY/IECHTA, HEOOXOIUMbBIM
IIPY OCBOCHUH JIAHHOM JAUCIMIUIUMHBI U IPUOOPETCHHBIM B PE3yIbTaTe OCBOCHUS
MPEAIECTBYOIINUX TUCIUILIINH:

Jucrumimaa TpeboBanus

3HaeT: CriocoObl ¥ MPUEMBI POTPAMMUPOBAHUS
NpUIIOKEHUH. fI3bIKM porpammupoBanus C++ u
C#., CriocoObI TeCTUPOBAHUS TPOTPAMMHOTO
obecreuenus., OCHOBHBIEC MOHSATHS PEISIIHOHHBIX
0a3 maHHbBIX. YMeeT: Pa3zpabareiBath 1
aanTUPOBATh MPUKIATHOE POTPAMMHOE
oOecrieueHue., TecTupoBaTh KOMIIOHEHTHI
nporpammuoro obecrnedenust C., OcymecTBasTh
1.®.09 BricokoypoBHEBBIE METOIbI MH(POPMATHKY U [BeIeHHE 0a3bl JaHHBIX, UCIIOIB3YSI BOZMOKHOCTH
[IpOrpaMMHUPOBaHUS COBPEMEHHBIX S3BIKOB IporpaMmmMupoBanusi. Mimeer
MPAKTUYECKUH ONBIT: Mcronp30BaHus
WHTETPUPOBAHHOU CPEbl pa3paboTKu
MporpaMMHBIX MpoaykToB Microsoft Visual Studio.,
M cnonb30BaHus pa3IMnYHbIX OTIaJ0YHBIX CPEJICTB
ISl TECTUPOBAHUS IPOrPAMMHOTO 00€CTIeUeHHUSI. ,
Pa0oThI ¢ pa3IMYHBIMHU CUCTEMaMU YIIPABICHUS
0a3aMH JaHHBIX, B YacTHOCTH, MS Access u MS
SQL Server.

4. O0béM 1 BUABI YUeOHOI1 padoThI

OO6m1as TpyA0€MKOCTh JUCHUIUIMHBI cocTaBiseT 3 3.e., 108 4., 54,25 4.
KOHTAKTHOU paboThI

Pacnpenenenue
. Bcero 10 ceMecTpaM B yacax
Buy yuebHo# paboTh
4acoB Homep cemectpa
7
OO6m1ast Tpy10EMKOCTh AUCIIUTUIMHBI 108 108
AyOoumopHhvie 3auamusi: 48 48
Jlexuunu (JI) 32 32
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (WIIN) IPYTHE BUJIBI
. 16 16
ayuTopHbIX 3aHsaTHi (I13)
Jlabopatopusbie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 53,75 53,75
Pabota B nmuchMeHHOM (hopMme ¢ yCTHBIM JOKJIa10M 18 18




IlonroroBka k 3a4ety 15 15

CoBmecTHas paboTa, OpraHu3aIus B3auMOICHCTBHS KOMaH/IbI 2075 2075
Ha OCHOBE BHEIIHUX PEIICHUN ’ ’
KoHcynpranyy u npoMeKyTo4Hast aTTeCcTalus 6,25 6,25
Bu koHTpOIIs (3a4eT, nud.3a4eT, SK3aMeH ) - 3a4eT

5. CoaeprkaHue TUCHMILIMHBI

Ne

pas3aciia

HaumeHnoBanue pa3zaenoB JUCHHUILUIMHBI

O0BeM ayIuTOpHBIX
3aHATHH 110 BUIAM B acax

Bcero JI | II3

JIP

1

WudopmanmonHas 6€30MacHOCTb U YPOBHU €€ 00eCTICUCHHSI. 2

0

0

0

2
Kpunrorpadudeckue crnocoOs! 3amuUThl HHPOPMAITIH 6 41 2
AHTUBUpPYCHAs 3alIUTa 4 2

2

0

WudopmarimonHas 6e30MacHOCTh BEIYUCIUTEIbHBIX CETEH.
OnHOpaHTOBBIE CETH, TOCTPOCHHE, 0€30MMaCHOCTh, HACTPOITKa 14 10| 4
MapIIpyTU3aLNUN

JloMeHHbIE CETH. TOCTPOEHUE, AIMUHUCTPUPOBAHHE 10 6 4

Cucremsl 1ocTyMa, (haepBOIIBI, MAPIIPYTH3AIUS 12 8 4

5.1. Jlekuumn

No
NeKIMn

Ne
paznerna

HanmenoBanue unmn KpaTKOC COACPIKAHUC JICKIIUMOHHOT'O 3aHATHA

Koi-
BO
qacoB

OcHOBHBIE IOHATHS WHPOPMAITMOHHOM Oe3onacHocTh. Kinaccudukamus yrpos.
Knaccudukanus cpeacTB 3auThl HHPOpMauu. MeToIbl U CpecTBa
OpraHU3aIMOHHO-TIPABOBOH 3aIIUTHl HHPOpMaI. MeTobl U CpeaCcTBa
WH)XEHEPHO-TEXHUYECKOU 3aluThl. [[porpamMmMHbIe U porpaMMHO-annapaTHbie
METOJIBI U CPEZICTBA oOecrieueHus] HH(OPMAIIMOHHOM 0e301MacHOCTH

BBeneHue B OCHOBBI COBPEMEHHBIX ITU(PPOB C CAMMETPUYHBIM KITFOUOM.
MonynpHas apudmerrka. CpaBHEHUS U MaTPHIIBL. TpaguiimoHHbIe TUGPHI C
CUMMETPHYHBIM KIII04oM. AnreOpandeckue cTpyKTypbl. [Toss.
YcopepieHcTBOBaHHBIN cTanaapt mudposanus (AES — Advanced Encryption
Standard). ITpocteie uncna. KBagparnunoe cpaBuenue. Kpunrorpapuieckas
cucrtema RSA. Kpunrocuctemsl. [Ipocteie kpuntocuctemsl. [llndposanue
METOZIOM 3aMeHBI (TTOJICTaHOBKM). OnHOAN(paBUTHAS MOJACTAHOBKA.
MHuoroandaBUTHasE OMHOKOHTYpPHAs OOBIKHOBEHHAs TIOJICTAHOBKA. TaOIHIIbI
Bxunepa. MHoroangaBuTHas OTHOKOHTYpHAst MOHO(OHHYECKAsI MTOICTAHOBKA.
MHuoroasndaBuTHas MHOTOKOHTYpHas nojctaHoBka. llludposanne metogom
nepectaHoBkU. [Ipocras nepecranoBka. [lepecTanoBka, yCia0KHEHHAs 110
tabnuie. [lepecranoBka, yciaoxkHeHHas mo Mapiipytam. [lludposanue metogom
rammupoBanus. [lludpoBanue ¢ MOMOIIBIO AHATUTUIECKUX MPEOOPA30BAHU.
KomOuanpoBanHbie MeTob! muppoBanust. Ctannaptsl mudpoBanus. CtaHaapt
mmdposanus naHHbx Data Encryption Standard. Pexxumer paGoTer anropurma
DES. Anroputm mudpoBanus nanabix IDEA. O6mas cxema anropurma IDEA

OO0rre MOHATHS AHTUBUPYCHOM 3aIuThI. Ys3BUMocTU. Kiaccudukanus
BPEIOHOCHBIX MporpaMm. [Ipu3Haku mpuUCyTCTBUS HA KOMIIbIOTEPE BPEIOHOCHBIX
mporpamMM. MeTobl 3aUTH OT BPEAOHOCHBIX MporpaMM. OCHOBBI PabOTHI
AQHTUBHUPYCHBIX porpamMm: CUTHATYPHBIN U SBPUCTUYECKUIN aHAIH3.
TectupoBanue pabotel anTuBUpyca. Kimaccudukamnus aHTUBUPYCOB. Pexxumbl
paboThl aHTUBUPYCOB. AHTUBUPYCHBIE KOMIUIEKCHI

5-7

33.H_II/IT3. I/IHCI)OpMaI_[I/II/I B JIOKaJIbHBIX CeTIX. OCHOBBI IIOCTPOCHUA JIOKaJIbHOM




KOMIIBIOTEPHOI CeTH. YPOBHU aHTUBUPYCHOH 3aIIUTHI. YPOBEHbB 3aIIUTHI pab0UnX
CTAHI[UH U CETEBBIX CEPBEPOB. YPOBEHD 3ALIUTHI TOUTHI. YPOBEHD 3aIIUTHI
HUTH030B. L[eHTpain30BaHHOE YIIPABICHUE aHTUBUPYCHOM 3auToM. JIornueckas
ceTb. CxemMa cOopa CTaTUCTUKH B CHCTEME aHTUBHUPYCHOM 3aIlIUTHI. YIIpaBiIeHNE
KJTIFOYaMH IHQPOBaHUs U 0e30MacHOCTh CeTH. LlenocTHOCTh coo0IIeHNs U
YCTaHOBJICHUE TIOUTMHHOCTH coobmenus. Kpunrorpadudaeckue xami-QyHKIMA.
MapmpyTtu3zaius B cetsix Ha ocHoBe TCP/IP

8-9

Lludposast moanuch. YCTaHOBJICHUE MOUTMHHOCTA 00bEKTa. YIIpaBieHHE
kirouaMu. bezonacHocTs Ha npukiagaoMm ypoBHae: PGP u S/MIME. be3onacHocTh
Ha TpaHcriopTHOM ypoBHe: SSL u TLS. be3onacHocTs Ha ceTeBoM ypoBHe: [P
SEC. Bpanamayspsl. Onipeenienne TUIoB Opanamay3poB. Pa3paboTka
KOH(UTYpaluy MexceTeBoro ’kpana. [loctpoerne Habopa nMpaBul MEKCETEBOTO
hkpaHa. Cuctema obHapyxeHus: Bropxkeruit (IDS). Y3noseie IDS. Ananuzatopst
YKypHaJoB. J[aT4MKy NpU3HAKOB. AHAIN3aTOPbl CUCTEMHBIX BBI30BOB.
AHaIU3aTOPHI MOBEACHUS MPIIIOKeHUH. KOHTpOosuIeps! enocTHoCTH (Haitiios.
Ceresble IDS. Ycranoska IDS. Onpenenenue neneit npumenenus IDS.
Ynpasnenue IDS

10-12

JlomeHHas1 opraHu3anus ceTen

13-14

CucreMbl 00ecrieyeHHs] CEpBUCOB, CEPBEPHI JOCTYyIA, CEPBEPHI PUTIOKEHUH,
TOMEHHasl OpraHu3alys Mpas M0JIb30BaTenen

15-16

PoyTtepsl, 000pyI0BaHKEe IPeOCTaBIeHUs AocTyna. UHCTpyMEHTHI yripaBieHUs
[paBaMu IOJIb30BaTEIIEH B JOMEHHOM CTPYKType

5.2. llpakTyeckue 3aHATHS, CEMHUHAPbI

Ne
SAHATHUA

Ne

pasnenal

HanmenoBanwne nimm KpaTKOC COACPIKAHUC MPAKTUICCKOIO 3aHATHA, CCMUHApa

Koi-
BO
qacoB

HacTtpoiika u npoBepka 3amuieHHocTH Internet kommyHnukanuid. Mcnonp3oBanue
1 3aIllUTa MOYTOBBIX MPOTOKOJIOB. Mcnonb3oBanue PGP u GPG nns obecnieuenus
KOH(HUICHIIMATHHOCTH IIEKTPOHHOM MOUTHI U MG poBaHus GHaiios.
Vcnonb3oBanue PKI (MHGpacTpyKTypbl OTKPBITHIX KIFOUEH) IS 3aIIUTHI
HIIEKTPOHHOM MOYTHI U Web-KOMMYHHUKaIUN

KommbrorepHsie BUpychl 1 nHGOpMaImonHas 6e3onacHocTh; Kinaccudukanus
KOMITBIOTEPHBIX BUPYCOB. Buabl "BupyconogoOHbIX" mporpamm; Y THINTHI
CKPBITOTO aJMUHUCTpUPOBaHUsL. OCOOEHHOCTH PabOThl AaHTUBUPYCHBIX ITPOrpamm;
Knaccudukaius aHTUBUPYCHBIX porpamm; [IpaBuiia 3aimThl 0T KOMIIBIOTEPHBIX
BrpycoB. OOHapykeHHe 3arpy304HOro Bupyca; OGHapyx eHue 3arpy304HOro
BHpYCa.

Kon¢urypupoanue VirtualBox juist u1s npoBeneHust 1a00paToOpHBIX pador,
pacIpeseseHne CTYJJCHTOB Ha paboduune IpyIib

Hactpoiika OTHOPaHIOBBIX CETEH

YcranoBka cepepHoit OC, HacTpoiika KOHTpoJIepa JOMEHa

AN|fn|[hr]| W

(O, 1 L0, T I SN B N

BxutoueHue B TJOMEH CEpBEPOB U PAOOUMX CTAHIHIMA

[NST R \ON § (O B )

7-8

HacTpoiika 6panimMayepoB U (aepBoJIOB B TECTOBOM JoMeHe. HacTpoiika cuctemMbl
0CTyNa K BHEIIHUM I TECTOBOM ceTH cepBrucaM. KoHTpoib Tpaduka,
OrpaHUUYEHUE JTOCTYIA N0JIb30BaTEIEH BHYTPEHHEN CETU

5.3. JIaboparopHbie padoThI

He npenycmorpenst

5.4. CamocrosiTesibHAasi padoTa CTyIeHTAa




Brimonuenune CPC

Moz CPC Criucok nureparypsl (C ykazaHUEM pa3/esioB, TJIaB, CTPAHHUII) / Cemecrp K};)(J;_
CCBIJIKA Ha pecypc
JacoB
Pabota B mucLMEHHOMH https://www.youtube.com/c/NETVNE2 18
(bopwe ¢ yeTrbIM https://www.youtube.com/playlist?list=PLF27492BD5FCA29C0
TOKJIaJIOM
Kpakosckwuii, FO. M. MeTtonb! u cpeacTBa 3amuThl HHHOPMAITHH
: yaeOHOe rocobue st By3oB / FO. M. KpakoBckuii. — CaHKT-
[TerepOypr : Jlans, 2024. — 272 c.; [Ipoxoposa, O. B.
WNudpopmanmonHas 6€30MacHOCTb U 3aIUTa HHPOPMAIHH :
[TonroroBka k 3auery  |yueOnmk / O. B. [IpoxopoBa. — 5-¢ u3z., crep. — CaHKT- 7 15
[TetepOypr : Jlanb, 2023. — 124 c. ; CyBoposa, . M.
Nudopmarmonnas 6€30macHOCTb : yueOHOE MOCcoOue I By30B
/ I. M. CyBopoBa. — Mocksa : U3narensctBo FOpaiit, 2022. —
253 c.
CoBmecTHas paboTa,
OpraHu3aIus
B3aUMOJICHCTBUS https://docs.google.com/ 7 (20,75

KOMaH/1bl HA OCHOBE
BHEIITHUX PEIICHUN

6. @OoH/1 OLIEHOYHBIX CPEICTB /ISl IPOBeIeHNsI TEKYIEro KOHTPOJIsl YCIIeBAeMOCTH,
NMPOMEXKYTOYHOM aTTeCTallMu

Kontpons xauecTBa ocBoeHHUs1 00pa3oBaTeIbHON IPOrpaMMBbl OCYIIECTBISETCS B
cootBercTBHH ¢ [TonokeHnem o OaTbHO-PEUTUHTOBON CHCTEME OTICHUBAHUS PE3YIbTATOB
y4eOHOH AESITENIbBHOCTH 00y4arOIINXCS.

6.1. KouTpoabubie meponpusitusa (KM)

Ne | Ce- Bun
KM|mecTp| KOHTpoOIs

HazBanwue
KOHTPOJIBHOTO
MEPOIPUATHUS

Bec

Makc.
oaut

[opsanox HaumcieHus 6aaI0B

Vuu-
THIBA

eTcs
B [IA

Texymnii
KOHTPOJIb

YcraHoBKa
OIHOPAHTOBOM
cetn

[‘pymma nenurcs Ha MUHU TPYTIIHI 110 2
yeoBeka. Kaxxnoit moarpymme Bbiiaetcs
WHIMBUAYyAIbHOE 33aJaHHe, CBSI3aHHOE C
CO3JJaHUEeM BUPTYaJIbHON MaIlIMHbBI 1
OHOpaHroBow cetu. [Ipn onieHMBaHUN
PE3yJABTAaTOB PabOTHI HCIONIB3YETCs OaITBHO-
[pEUTHHTOBAsI CHCTEMa OLICHUBAHUS
pE3yabTaTOB yueOHOU eSTETBHOCTH
oOydaromuxcs (yTBepKaeHa MPUKA30M
pekTopa ot 24.05.2019 . Ne 179). 5 6annoB
BBICTABJISIETCSL €CJIN CTYJCHT JIEMOHCTPHPYET
NpPaBUIBHO CO3/IaHHYIO OTHOPAHTOBYIO CETh,
MPOBEICHO MPAaBUIBHOE KOHPHUTYPHUPOBAHNE
BUPTYaJIbHBIX MAIIMH, TPABUIBHO U YETKO
OTBEYAET Ha BOIIPOCHI 10 paboTe, MOHNMAET 1
pa3zbupaercs B TepMUHax; 4 O6ana
BBICTABIISIETCSI €CJIN CTYJCHT JIEMOHCTPHPYET

[IPaBUJIbHO CO3JdHHYIO OAHOPAHI'OBYIO CCTh,

3a4CT




BUPTyaJIbHASI MAaIlIHA CKOHPUTYpUPOBaHA C
ommOKaMu, TOHUMAET U pa30upaeTcs B
TEPMHHAX, OTBEYAET Ha BOIIPOCHI
MperoaBaTelis ¢ yTOYHeHHeM; 3 Oaa
BBICTABIISICTCS €CITU CTYACHT IEMOHCTPUPYET
CO3JIaHHYIO OJTHOPAHTOBYIO CETh U
BUPTYQJIbHYIO MAIIIMHY, HO €CTh 3aMeUaHue
10 TIPOJIEIAHHON paboTe, MPABUIBHO H YETKO
0TBEYACT Ha BOTMPOCHI, TOHUMAET 1
pazOupaeTcs B TepMUHaxX; 2 Oaia
BBICTABIIICTCS €CITU CTYACHT JEMOHCTPUPYET
CO3JIaHHYIO OJJHOPAHTOBYIO CETh, HO €CTh
3aMedaHue 10 MpojAeTIaHHoH pabore,
BUpPTyaJbHAs MallliHa CKOH(QUTYpPHUPOBaHa C
3aMEUaHUSIMU, Ha BOTIPOCKHI OTBEUYAET C
yTOuHEHHEM; | Oai1 BEICTABISETCS ECIH
CTYJCHT CO3/1aJ1 OHOPAHTOBYIO CETh C
rpyOBIMH OIITMOKaMU, BUPTyaIbHasl MallliHa
CKOH(pHUTYypUpOBaHa C 3aMeUaHUsIMU, HA
BOIIPOCHI MPETIOIABATENSI OTBEYACT C
3ameuaHusME; 0 OAJIJIOB BRICTABISIETCSI €CITU
CTYJICHT HE IEMOHCTPUPYET OJJHOPAHTOBYIO
CeTh, BUPTyaJbHas MallliHA
CKOH(UTYpUPOBaHA HEBEPHO MIIH HE MOKET
OTBETUTH Ha BOIIPOCHI MPEIOIaBaTEIIs.

Texymui
KOHTPOJIb

YcraHoBKa
BUPTyaJIbHOU
MAIIUHBI 17151

CTeH/1a

[‘pymnma neaurcs Ha MUHU TPYTIIBI 110 2
yenoBeka. Kaxk1oil moArpymie BeIIaeTcs
WH/IMBUAYyaJIbHOE 33JaHHe, CBSI3aHHOE C
CO37JaHUEM BHPTYyaJbHON MalMHbL [Ipu
OLICHUBAaHWUHU PE3YJIbTaTOB PaOOTHI
MCIIOJIb3yeTCs OaIbHO-PEHTHHIOBas
cUCTEeMa OLICHUBAHUS Pe3yIbTaTOB y4eOHOH
NeSTEIbHOCTH 00ydaromuxcst (yTBepxaeHa
nprkazoM pekropa ot 24.05.2019 r. Ne 179).
5 6anoB BBICTABIISETCS €CJIU CTYIEHT
NIEMOHCTPUPYET NPABUIBHO CO3aHHYIO CETh
BUPTYyaJIbHBIX MAIUH, TPOBEIECHO
MpaBUIbHOE KOHPUTYPHUPOBAHUE
BUPTYaJbHBIX MAIINH, TPABHIHHO M YETKO
OTBEYAET Ha BOIIPOCHI 110 paboTe, MOHUMAET U
pazOupaeTcs B TepMuHax; 4 6aia
BBICTABJISIETCS €CJIU CTYJCHT IEMOHCTPHUPYET
KOH(UTYpPAINIO BUPTYAIBHBIX MAIIHH C
OLIMOKaMH, HO MPH 3aLUTE C TTOMOIIbIO
MPEIoIaBaTelIsl UCTIPABIISIET UX, TIOHUMAET U
pa3bupaercs B TEepPMHHAX, OTBEYAET HA
BOIIPOCHI MPETIOIaBaTeNsl C yTOYHEHUEM; 3
0asuia BBICTABIISETCS €CIIU CTYACHT
IEMOHCTPUPYET CO3JJaHHbIE BUPTYalbHbIE
MAaIlMHbI C OIIMOKaMHU, TPABHUIIBHO U YETKO
OTBEYAET Ha BOIIPOCHI, TOHUMAET U
pa3bupaercs B TepMHHAX; 2 Oana
BBICTABIISIETCSI €CJIN CTYJCHT JIEMOHCTPHPYET
CO3JIaHHBIYIO CETh BUPTYaJIbHBIX MAIIMH C
OImMOKaMH | TPH 3aIIUTE HE BCE ONTHOKHU
MOXET UCIIPaBUTh, HA BOIPOCHI OTBEYAET C

3a4CT




yTOYHEeHHEM; | Oasl BHICTABIISIETCS €CITU
CTYICHT CO3JIaJI CETh BUPTYAJIbHBIX MAIIIHH C
rpyObIME OIIOKaMH, Ha BOIIPOCHI
MpernoaBaTelisi OTBEYALeT ¢ 3aMedaHus M, 0
0aJI0B BBICTABIISIETCS €CITU CTYJCHT HE
NIEMOHCTPUPYET BUPTYATbHYIO MAITHHY A
HE MOXXET OTBETUTh Ha BOMIPOCHI
MperoaBaTels.

Texymni
KOHTPOJIb

3amnura qoKIaga

J[7151 TOATOTOBKHM K JOKJIAy CTyAEHTaM
BBIJIAIOTCS TEMBI JJIS1 CAMOCTOSITETEHOTO
HN3YyUCHUA. HOKJ’I&}I 10 TEME I'OTOBUTCS
WH/IMBUAYaJIbHO. 3alIUTa JOKIIa1a
COINPOBOXK/IAETCS MPEe3EHTAIMeH, OTBeTaMU
Ha BONpochl. [Ipu o1leHMBaHUM Pe3yNbTaToB
MEPOIPUITHS UCIIONB3YeTCs 0aNIbHO-
pelTHHrOBask cCUCTeMa OLCHUBAaHUS
pe3yIbTaTOB YUeOHOU e TeNIbHOCTH
oOyuJaromuxcs (yTBepkKIeHa MPUKa30M
pekTopa ot 24.05.2019 . Ne 179) Ioka3zatenu
OLIEHUBAHUS:

- cozlepkanue: 2 6ana — coaep:kaHue
MOJHOCTBIO COOTBETCTBYET TEME JOKJIa 1,
TeMa PacKphITa MOJIHOCTHIO; 1 Gamt —

coziep KaHue JIOKJIaJa He TIOJHOCTbBIO
COOTBETCTBYET TEME W/WJIN PACKPBITHI HE BCE
acrekThbl TeMbl; 0 6ayIIoB — cofiepKaHue
TOKJIaJla HE COOTBETCTBYET TEME. -

- opopmieHue: 2 6aina — npe3eHTanus
odopMIieHa B COOTBETCTBUH C BBIJIAHHBIM
3amanueM; | 6ayt — B Mpe3eHTaluu
BBISIBJICHBI He1oueThl; () 0aioB — CTyACHT
HEBEpHO O(POPMIIT MTPE3CHTALUIO TN HE
BBITTOJIHUII 3a/IaHHUC.

- CPOUHOCTD: 2 GaJia — TOKJIaJ 3alUILEH B
Ha3HAYEHHBIN Cpok; 1 Oat — mokmas
3alUILIEH Ha CIIEAYIOIIEeM 3aHATHH WIN
KOHCYJIBTAIIMH, TIOCIIE Ha3HAYeHHOTO cpoka;
0aJuI0B — IOKJIA] 3aIMIIEH MO3/IHEe, YeM Ha
CJICOYIOIIEM 3aHATHUUN UJIN KOHCYJIbTallH.

3a4CT

Texymni
KOHTPOJIb

TectupoBanue

20

Tect cocTtout u3 20 BONpoCOB, MO3BOJISIOIINX|
OLIEHUTH C(HOPMUPOBAHHOCTH KOMIIETEHLIUH.
Ha orBeTs! oTBOAMTCS 10 MUHYT.
[IpaBUIIBHBIN OTBET HA BOIIPOC
cooTBeTcTBYeT 1 O6amny. HenpaBuiabHbIi
OTBET Ha BONPOC cooTBEeTCTBYET ) OasioB

3a4CT

[Tpome-
KYTOUHAS
arTecTanus

3auer

15

3aueT MPOBOAMTCS B YCTHOU (hopme.
Kaxxaomy cTyneHTy BblaeTcst Ouier ¢ 3
BOMpocaMu. Bpems Ha MOArOTOBKY
orBoauTCA 30 MUHYT. 3a KasKJbli BOIPOC
BbICTaBIIAeTCA Oampl. MakcumanbHbIN Oasn
3a Bompoc - 5. 5 6ainoB - [ paMOTHBII
MOJIHBIN (pa3BEPHYTHIN) OTBET HA
TEOpeTUYECKUIl Bonpoc; 4 Oasa - 1an
MPaBWIbHBIN, HO KPaTKUM OTBET Ha BOIPOC; 3
0ata - 1aH B 001IEM NPaBUIIBLHBIA OTBET HA

BOIIPOC, HO C 3aMCYAHUAMM,; 2 Gamna - JaH

3a4CT




HETIOJIHBIN OTBET HA BOIIPOC, HO Ha
YTOUHSIOIIKE BOIPOCHI OTBEYEHO; 1 Oa -
1aH HGHpaBI/IJIbHHﬁ OTBCT HA BOIIPOC, HO Ha
YTOYHSIOIIE BOITPOCHI JaHbI PABUIIbHBIE

oTBeThI; () -0aJIJIOB - OTBET HA BOMPOC HE JaH.

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEeHMBAHUSA

Bung

MPOMEKYTOUYHON [Ipouenypa npoBeneHus Kpurepun
OLICHUBaHUs
aTTeCcTalluu

Ha 3auere nponcxoauT oleHMBaHWE 3HAHUM, YMEHHUI U
prOOPETEHHOTO OMBITA O0YYAOLIUXCS M0 JUCIUTUINHE

"UndopmarmonHas 6€301macHOCTE'" Ha OCHOBE MOTYYEHHBIX

OLIEHOK 33 KOHTPOJIbHO-PEHTUHIOBBIE MEPOIPUATHS TEKYILETO
koHTposl. [Ipy HenocTaTOuHOM W/UTK He yCTpauBaroIlen CTyIeHTa
BEJIMYMHE PEUTHHTA €My MOXKET OBITh TPEITIOKEHO MPOUTH B cooTBeTcTBUM C
3a4yer co0eceZloBaHUE C MpenojaBareseM Mo OCHOBHBIM pazfenaM  [mm. 2.5, 2.6

CTY/ICHTa, KOTOPBIHA IMO3BOJISET MOJYYHUTh 3a4eT 0 JUCIHUIUINHE,
KOTOPBIN MPOCTABISAETCS B BEIOMOCTD, 3aY€THYIO KHUXKKY
CTy/leHTa. 3auTeHo: BenmnunHa pedTrHra 00y4Jaronierocs mo
muciumuHe 60% u Oonee. He 3auteno: Benuunna peiitunra
obydarorierocs mmo aucuumiuae 0...59 %.

JUCLMIUIMHBL. B pesynbrare ckinaapBacTCsi COBOKYIHbIN peUTUHT ([lonoxeHus

6.3. ITacnopt oHIa OLIEHOYHBIX CPEACTB

Ne KM
KomnereHiun Pesynbrarsl 00yueHus
1121314(5
K2 3HaeT: 3HaHHE COBPEMEHHBIX 3aKOHOB, CTAH/IaPTOB, METOAOB U TEXHOJOTUI B IRANE
0071aCTH 3aTUTH HHPOPMAIIUH.
K2 YMmeet: Mcronp30BaTh COBpEMEHHBIEC POTPAMMHO-ANTIAPATHBIE CPEICTBA 3aIUTHI IRANE
uHpopMaIi. HaxonuTs NOTEHIIHAIBHBIE YI3BUMOCTH B KOJIEC MPUIIOKEHUH.
K-> VMeeT mpakTUYeCKuii ONbIT: BiajeHns COBpeMEeHHBIMH METOJJaMHU B CPEICTBAMU AARAA
oOecreueHus 3auThl HH(QOpMaIUK.
K-4 3unaet: [IpuHIMIIBI 0€3011aCHOTO TPOEKTUPOBAaHUS Oa3bl JaHHBIX TAANE
WH(GOPMAITMOHHBIX CUCTEM.
K4 YMeeT: O00CHOBBIBATh dKOHOMHUYECKYIO ONPABIAHHOCTh HHPOPMAITMOHHOM AEEAA
3aIUTHI.
TK-4 MmeeT npaktudeckuid ombIT: OIEHKH 3aIUIEHHOCTH 0a3bl JaHHBIX ARAR
WH()OPMAITMOHHBIX CHCTEM.
TuIoBbIe KOHTPOJIBHBIE 3aTAHUS 110 KAXKJIOMY MEPOIPUITUIO HAXOISATCS B
MPUIOKEHUAX.

7. YueOHO-MeTOoAMYEeCKOEe M MH(OPMAIIMOHHOE O0ecnedeHUue TUCIUIIIMHBI

IeuaTHas y4yeOHO-MeTOAUYECKAS] JOKYMEHTAUS
@) OCHOBHAs TUMepamypa:

He npenycmorpena

6) OononHumenvbHas Iumepamypa:

He nipenycmorpena




8) omeuecmeenHvle U 3apyOeNHCHbIE HCYPHANbL NO OUCYUNTUHE, UMelowuecs: 8 budiuomexe:
1. Hazapos C.B. AnMuHuCTpUpOBaHH€ JTOKaIbHBIX ceTeid Windows
NT/2000/.NET. Yue06. nocobue. 2-e uza., nepepad. u gon. — M.: ®uHAHCHI U CTaTH-
ctuka, 2008.
2. Hwumekep B.51., Opaos C.A. Opranmzanus 9BM u cucrem. YueOHHUK
st By30B. — CII0.: ITutep. 2007.

2) MemoouuecKue yKasaHus 0 Cmyo0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
1. Hunbkep b.4., Opnos C.A. Opranuzanust 9BM u cucrem. YueOHUK
st By30B. — CII6.: ITutep. 2007.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosmenbHol pabomsl CmyoeHma:

JJIEKTPOHHAs Y4eOHO-MeTOANYeCKAs TOKYMEHTAIUsA

HaumenoBanue
Bun
Ne pecypca B bubnuorpaduyeckoe onrcanue
JUTEepaTyphbl .
AIIEKTPOHHOM (opme
Kpakosckuii, FO. M. MeTonb! u cpezncTsa 3aliuThl
nHdopmaruu : yueoHoe mocodue ais By30B / 0. M.
MeTtoanueckue DNEeKTPOHHO- Kpakosckuii. — Cankr-IlerepOypr : Jlaus, 2024. — 272 c.
1 mocoOus I onbmoreyHas — ISBN 978-5-507-48601-4. — TekcT : 21eKTpOHHBIH //
CaMOCTOSTENIBHON  [cUCTEMa Jlanb : anekTpoHHO-OubOIMoTeuHas cuctema. — URL:
pabOTHI CTYICHTA n3narenbcTBa Jlans |https://e.lanbook.com/book/385979 (narta oGpareHus:
10.07.2024). — Pexxum octyna: AJis aBTOPU3.
M0JIb30BaTEIIEH.
3enkoB, A. B. MapopManmonHas 6€30macHOCTb U 3aIIUTa
uH(pOpMalun : yuebHoe nocodue i By30B / A. B. 3eHKoB.
— 2-e u3., nepepad. u 1on. — Mocksa : M3natenscTBo
b OcHoBHast OobpazoBarenshas  [FOpaiit, 2024. — 107 c. — (Bricmiee obpa3zoBanue). —
muTeparypa miargopma FOpaiit (ISBN 978-5-534-16388-9. — Tekcr : 2eKTpOHHBIH //
Oo6pazoBarenbHas wiargopma FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/544290 (nara obpameHus:
10.07.2024).
Wrnarees, E. b. 3amurta nadopmarum: KpUunroaaropuTMbl
xemmpoBanus / E. b. UrnareeB. — 2-e u3m., ucnp. —
ONEeKTpPOHHO- Canxkr-IlerepOypr : Jlanb, 2024. — 264 c. — ISBN 978-5-
3 OcHoBHast oubnuoreyHas 507-47433-2. — TekcT : 2neKTpoHHBIH // JlaHb :
nmuTeparypa cucTema DIIEKTPOHHO-OuOMMoTeynas cucrema. — URL:
n3narenscTBa Jlans |https://e.lanbook.com/book/370928 (nata oGpareHus:
10.07.2024). — Pexxum noctyna: AJig aBTOPU3.
10JIB30BATEIIEH.
Hectepos, C. A. OcHoBbI HHGOPMAIIMOHHOM 06€30MacHOCTH
: yueOHuk 1115 By3oB / C. A. HectepoB. — CaHKT-
DNEeKTPOHHO- [TerepOypr : Jlans, 2021. — 324 c. — ISBN 978-5-8114-
4 JlononHuTeNbHASA OoubmmoTeyHast 6738-9. — TexkcT : anexkTpoHHbIH // JIaHb : 3IEKTPOHHO-
nuTeparypa cucTema O6ubnuoreynas cucrema. — URL:
u3narenscTBa Jlane |https://e.lanbook.com/book/165837 (nara obpamienus:
22.01.2022). — Pexkxum noctyna: AJist aBTOPH3.
[10JIb30BATEIICH.
5 JlonotHUTEIBHAS DIEeKTPOHHO- [lerpenko, B. 1. 3ammuTa nepcoHaqbHbIX JaHHBIX B
MTeparypa OoubIMoTeyHas WHGOPMAITMOHHBIX cucTeMax. [IpakTukym : yaeOHOe




cHcTEMa
n3nareancTBa Jlann

nocobue s By30B / B. U. Ilerpenko, U. B. Manapuna. —
3-e uzn., crep. — Cankr-IlerepOypr : Jlans, 2021. — 108
c. — ISBN 978-5-8114-8370-9. — TekcT : 21eKTPOHHBIIHA //
Jlanb : anekTpoHHO-OnOMMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/175506 (mnata obpaeHus:
22.01.2022). — Pexkxum moctyna: AJisi aBTOPH3.
[OJIb30BATEIICH.

JlomonauTenpHas
TUTEpATypa

OO6pazoBarenbHast
riatgopma FOpaiit

Cysopoga, I. M. UndopmarimonHas 6€30macHOCTS :
yaeOHoe nmocooue nist By30B / I. M. CyBopoBa. — 2-€ u3I.,
nepepab. u gon. — Mocksa : M3narensctBo FOpaiit, 2024.
— 277 ¢c. — (Boicmee o6pazoBanue). — ISBN 978-5-534-
16450-3. — Texcr : anexTpoHHbIH // OOpa3oBaTenbHas
ruiaropma FOpaiit [caiiT]. — URL:
https://urait.ru/bcode/544029 (nata obpaieHus:
10.07.2024).

JlononHuTenpHas
nmuTeparypa

OO6pazoBarenbHast
iatgopma FOpaiit

Oprann3anoHHOE U TIPAaBOBOE 00ECTIeUeHNE
MH(POPMAIIMOHHON 6€30aCHOCTH : y4eOHUK A5 By30B / T.
A. Ilonsixoa, A. A. Crpenbuos, C. I. UyOykosa, B. A.
Huecos ; nox pegakuueit T. A. TlonskoBoii, A. A.
CrtpenbiioBa. — 2-€ U31., nepepad. u pon. — Mockaa :
W3znarensctBo HOpaiit, 2024. — 357 c. — (Boiciee
o6pazoBanmne). — ISBN 978-5-534-19108-0. — Texkcr :
hIeKTpOoHHBIH // Obpa3oBarenbHas miardopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/555950 (nara
obpammenus: 10.07.2024).

OcHOBHAsA
TuTepaTypa

DIEeKTPOHHO-
OnOIMoOTEUHAS
cHcTeEMa
n3gareabcTBa JIaHb

[Tpoxopoga, O. B. MapopManimonHas 6€30macHOCTb U
3amuTa nHGopmarmn : yaeounuk / O. B. [IpoxopoBa. — 5-¢
u3., crep. — Cankr-IletepOypr : Jlanp, 2023. — 124 ¢. —
ISBN 978-5-507-46010-6. — TekcT : 31eKTPOHHBIIH //
Jlans : anexTpoHHO-O0MONMMOTeyHas cuctema. — URL:
https://e.lanbook.com/book/293009 (nata obpareHus:
10.07.2024). — Pexxum nocTyna: AJisk aBTOPH3.
10JIb30BATEIICH.

OcHOBHAasA
Teparypa

ObpazoBarenpHas
miargopma FOpaiit

Cygsoposa, I. M. Undopmanimonnast 6e30macHOCTS :
yaeOHoe mocooue nist By30B / I. M. CyBopoBa. — MockBa
: U3narensctBo FOpaiit, 2022. — 253 ¢. — (Boiciiee
ob6pazoBanmne). — ISBN 978-5-534-13960-0. — Texkcr :
pIeKTpOoHHBIH // OOpa3oBarenbHas miargopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/496741 (nara

oOpamenus: 22.01.2022).

Hepequb HCIIOJIB3YCMOTO IIPOIrpaMMHOIO oOccrIeUeHMS:

1. Microsoft-Windows(6eccpouHo)

2. Microsoft-Office(6eccpouno)
3. ®T'AOY BO "HOYpI'Y (HNY)"-ITopran "Dnekrponnsiii OYpI'Y"

(https://edu.susu.ru)(6eccpodno)

[Tepeyens ncnonap3yeMbIx NpodeccruoHanbHbIX 0a3 JaHHBIX U UH()OPMAIIMOHHBIX

CIIpaBOYHBIX CUCTCM:

Her

8. MarepuajibHO-TeXHHYECKOE o0ecriedeHne I CIUTITUHbI




OcHoBHOE 000pyIOBaHNE, CTCH IbI, MAKEThI, KOMITLIOTEPHAS] TEXHHKA,

Bun 3ansaruit aj;.; MpelyCTaHOBJICHHOE IPOrpaMMHOE 00ecTiedeHHe, UCIIOIb3yeMOoe s
Pa3IUYHBIX BUJIOB 3aHITHI

CamoctositensHass  |141  [KoMmbroTepHasi TEXHUKA C MIPEAYCTAaHOBIEHHBIM MPOrPaMMHBIM
pabora ctynenta  |(30) |oOecmeueHueM, IpOESKTOP

3auer 141 |KoMmbroTepHasi TEXHHKA C IIPE1yCTaHOBIECHHBIM IPOIPaMMHBIM
(36) |oOecmeueHreM, MPOEKTOP

Texunmu 141 |KommbroTepHas TEXHHUKA C IPEAYCTAaHOBIECHHBIM MPOTPAMMHBIM
(36) |oOecrnieueHneM, NPOEKTOP

ITpakTrueckue 3ansaTus 141  [KomnbroTepHas TEXHHMKA C IPELYyCTAaHOBIECHHBIM IPOIPAMMHBIM
1 CEMHHAPbI (36) |oGecmeueHnem, MPOEKTOP




