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1. llesu u 3212494 AU CIUILIHHBI

[lens: ocBOeHUE TEXHOIOTHH ayauTa HHGOPMAIMOHHOM 0€30MMaCHOCTH OpTaHU3aIIIH.

3amaun: - u3ydeHne 6a30BbIX MOHATUH, METOIOB, TEXHOJIOTHI aynTa HHPOPMAIIHOHHOM
0€30MacHOCTH OpPraHU3alUK; - U3yYE€HUE OTEUECTBEHHBIX U 3apyOEKHBIX CTaHIapTOB, Ha
OCHOBE KOTOPBIX OCYILECTBIIAETCS ayAUT HHPOPMAMOHHOM 0€30M1aCHOCTH OpraHU3alNH; -
OCBOEHUE MPOrPAMMHBIX CPEJCTB ISl MPOBEACHUS ayauTa NH(HOPMALIMOHHON

0€30MacHOCTH OpraHHu3aluu.

Kparkoe cogepkaHue TUCHMIIIMHBI

B paMkax quCHUIUIMHBI U3y4aroTCs: - 0a30BbI€ MOHATHS, METO/IbI, TEXHOJIOTUHU ay/IUTa
UH(OPMALIMOHHON 0€30MaCHOCTH OPraHU3alUy; - OTEYECTBEHHBIEC U 3apyOeKHbIE
CTaHAapThl, HA OCHOBE KOTOPHIX OCYIIECTBIISIETCS ayquT MHGOPMALIMOHHOM 0€30MMacHOCTH

OopraHu3aluu; - IporpaMMHBIC CPEACTBA AJIA
0e30IMacHOCTH OpraHu3alum.

POBEJIEHUS ayIuTa NH(POPMAITMOHHOU

2. Komnerennuu odyuyawuerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS

JUCIHUILIMHBI

[TnaaupyemMble pe3yabTaThl OCBOCHUS
OII BO (kommnieTeH1Iun)

[Mnanupyemblie pe3yabTaThl
o0ydenwust o gucruiuinHe (3Y Her)

I1K-5 cnocoOHOCTHIO IPOBOIUTH AHAJIN3 PHCKOB
nH()OPMAITMOHHON O€30MTaCHOCTH
aBTOMAaTH3UPOBAHHOM CUCTEMBI

3HATh:HOPMATUBHbBIE KPUTEPUU OIIPEIETICHUS
yiiep6a npu HapyleHUH HH()OPMaMOHHON
0€30I1aCHOCTH

YMETh:

BrianeTh:MeTOIUKaMH OTIPEACIICHUS] PUCKOB
WHOOPMAITMOHHON O€30MaCHOCTH

I1CK-3.5 criocoOHOCTBIO IPOEKTUPOBATh, BHEPSTh
Y MCTIOJIB30BAaTh CUCTEMBI MOHUTOPHHTA CPEICTB
3alUThl HH(pOpMALKH, PyHKIIMOHUPYIOIUX HA
KPUTHUYECKU BXHBIX OOBEKTaX U B
aBTOMAaTH3HUPOBAHHBIX CUCTEMAaX KPUTHUECKH
Ba)XHBIX 00OBEKTOB

3HATh:THIIOBBIEC TPOCKTHBIE PEIICHHS IO CO3/IaHHIO
cucTeM obecredeHns: 6e300acHOCTH HHPOPMALIUU

YMETh:KOHTPOIUPOBAThH 3()(HEKTUBHOCTD NPUHATHIX
MCP 110 p€ain3alliy YaCTHBIX IMOJIUTHUK
UH(POPMAITMOHHON 0€30aCHOCTH
ABTOMATHU3HPOBAHHBIX CUCTEM

BJIaI[eTI)IMGTOI[aMI/I MOHUTOPHHI'A U ayauTa,
BBISIBJICHUA YI'DO3 PIH(l)OpMaHHOHHOﬁ 0€e30I1aCHOCTH
ABTOMATU3HUPOBAHHBIX CUCTEM

ITK-17 cnocoOHOCTBIO IPOBOIUTH
HHCprMeHTaHLHBIﬁ MOHI/ITOpI/IHF 3allIUIIICHHOCTHU
nH(POpPMAIMH B aBTOMAaTU3UPOBAHHOM cHCTEME U
BBISABIISITH KaHAJbl YTEUKU MHDOPMAIIH

3HaTh:0a30BbIC YTPO3bI HHPOPMAITUOHHON
0€301MacHOCTH

'YMeTh:pa3zpabaThiBaTh MPOTOKOJIBI
WHCTPYMEHTAJIbHBIX U3MEPEHUN TapaMeTPOB
3alUIIEHHOCTH UH(pOpMaLIUn

Biranerb:HaBbIKaMU PabOThI ¢ TEXHUYECKUMH U
[IPOrpaMMHO-ANIMAPATHBIMU CPEICTBAMU KOHTPOJIS
3alIUIIEHHOCTH

ITK-4 crtocobHOCTBIO pa3zpabaTbiBaTh MOJEIH YIPO3
Y MOJICNIA HapyIIHUTEeNs HHPOPMAIIMOHHON
0€30MacCHOCTH aBTOMAaTU3UPOBAHHOM CHUCTEMBI

3HaTh:0a30BbIE€ YTPO3bl HHPOPMAIIIOHHOM
0€30MacHOCTH

YMeTh:pa3padarsiBaTh MOJIEIIN YTIPO3
UH(POPMAITMOHHON 6€30MaCHOCTH U MOJAEIH
HapYIINTENS] KPUTHIECKH BaXKHBIX 00BEKTOB
UH(OpPMaTH3AINN

BrageTs:MeTOAMKAMU ONIPEAEIICHUS aKTYaJIbHBIX




yrpo3 HHPOPMALMOHHON 0€30MTaCHOCTH

ITK-6 crtocoOHOCTHIO TPOBOAUTH aHAJIH3,
npeiaratb 1 000CHOBBIBATh BHIOOP PELICHUH 110
obecnieueHnto 3P PEeKTUBHOTO MPUMEHEHUS
ABTOMATH3UPOBAHHBIX CHCTEM B cepe
npodeccuoHaNnbHOMN 1eITeIbHOCTH

3HATh: TUIIOBBIE MPOEKTHBIE PELICHUS IO CO3JaHHIO
cucteMm obecrnieyeHus: 0e30macHOCTH HH(GOPMaATUU

'YMeTh:pa3pabarbiBaTh peKOMEHAAINH TI0
COBEPILIEHCTBOBAHHUIO CUCTEMBI 3alIUThHI
nHGbOpMauu

BrnajieTh:METONMKAMH TEXHUKO-DKOHOMHYECKOTO
aHaJIM3a Mep 10 00eCIIeYeHUI0 OE30MacHOCTH
UH(OpMAITIH

[TK-3 crmocoOHOCTRIO TPOBOIUTE AaHAIIN3
3aIIUIIIEHHOCTH aBTOMaTH3UPOBAHHBIX CHCTEM

3HaTh: TpeOOBaHMA 3aLIUTHI HH(POPMALIUU K
KPUTUYECKHU BAXKHBIM 00beKTaM WH(OpMATH3AITUN

YMeTh:pa3zpadaTbiBaTh OTYETHYIO JOKYMEHTALIHIO 110
pe3ynbTaraM o0cie1oBaHus 00beKTa
uHGbOpMaTU3aIIH

BrageTs:MeToIUKaMU MMPOBCACHHUA aHaIn3a
BaAlIMIICHHOCTH 00BeKTa I/IH(I)OpMaTI/I?»aL[I/II/I

3. Mecto nucuunimnnbl B ctpykrype OII BO

[TepeveHp NpeaIIECTBYOMUX TUCIUILINH,
BUJIOB pabOT y4eOHOTro IyIaHa

[lepedeHs MOCIETYIOMUX AUCITUTLTHH,
BUJIOB paboT

b5.1.30.01 Pa3pabotka 3aImuIieHHbIX
ABTOMATH3UPOBAHHBIX CHCTEM,

B.1.08 OcHOBBI aTTecTanum 00bEKTOB
H(pOpMaTH3aNN KPUTUIECKU BaXKHBIX OOBEKTOB

He npenycmorpensl

TpC6OBaHI/I$I K «BXOHBIM» 3HAHUAM, YMCHUAM, HaBbIKaM CTYJICHTA, HCO6XOI[I/IMBIM
ITpHU OCBOCHHUU I(aHHOﬁ JUCHUITIINHBI 1 HpI/IO6pCTeHHBIM B PC3YJIbTATC OCBOCHUA

MPEAIECTBYOIINUX TACIUTLINH:

JlucuuIinHa

TpeboBanus

B.1.08 OcHoBBI aTTEeCTalIK 00BEKTOB
nH(pOpPMAaTH3AIMHA KPUTUYECKU BaXKHBIX 00BEKTOB

3HaHus TpeOoBaHU 3aIUTHI MHPOPMALIUU K
aTTeCTOBAaHHBIM 00bekTaM HaBbIKM MOHUTOpHUHTA
W3MEHEHUS COCTOSIHHSI aTTECTOBAHHOTO 00BEKTA

b5.1.30.01 Pa3zpaboTka 3aniuimeHHbIX
ABTOMATU3UPOBAHHBIX CHCTEM

3HAaHHUS OCHOBHBIX YIp03 0€30MaCHOCTH
WHGOPMAITUN U MOJICTH HAPYIIUTEIS B
ABTOMATH3UPOBAHHBIX CHCTEMaX; OCHOBHBIX Mep 110
3amuTe HHPOPMAIIMK B aBTOMATH3UPOBAHHBIX
cucTeMax (OpraHu3alruoOHHbIE, PABOBBIC,
MporpaMMHO-aIapaTHbie, KpunTorpadhuueckue,
TEXHUYECKHE); OCHOBHBIX KpUNITOrparuecKux
METOZIOB, aJITOPUTMOB, ITPOTOKOJIOB, HCIIOJIB3YEMBIX
1151 o0ecriedeHust HHOPMAIIMOHHON 0€301aCHOCTH
B AaBTOMATH3UPOBAHHBIX U TEJICKOMMYHHUKAIIMOHHBIX

CHCTEMaxX

4. O0bém 1 BUABI YUeOHOI PadOTHI

OO6mmas Tpya10eMKOCTb TUCIHUILUIMHBI COCTaBIsAeT 4 3.¢., 144 u.

Bun yueOHo# paboTh

| Bcero | Pacnpenenenue




4acoB | IO CEMECTpPaM B Hacax
Homep cemectpa
10
OO6mmast Tpy10EMKOCTh TUCITUTUTMHBI 144 144
AyoumopHvie 3auamusi: 72 72
Jlexmuu (JI) 36 36
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (FITH) IPYTHE BHIIBI 36 36
aynuTopHbIX 3aHsaTui (I13)
Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvras paboma (CPC) 72 72
[TpoBenenue aynura nHGOPMAITMOHHON 0€30MTaCHOCTH KOHKPETHOM
opranuzanuu (oobekta BKP, mo BeIOOpY cTynaeHTa, MO 3a1aHUI0 72 72
MPEno1aBaTes)
By uTOroBoro KOHTpoJIs (3a4et, Aud.3aueT, SK3aMeH) - 9K3aMEH

5. CoaeprkaHue TUCHMILTIMHBI

OObeM ayJUTOPHBIX 3aHATUI
pajzgena HaumeHnoBaHue pa3aesioB TUCIMITIHHBI 10 BUJAM B 4acax
Bcero |JI| II3 | JIP
1 |Aynut 06€3011acCHOCTH U METOABI €T0 IPOBEACHUS 8 81 O 0
5 Ornenka 6e30MacHOCTH MH(OPMAIIMOHHBIX TEXHOJIOTUI Ha OCHOBE 6 6| o 0
«OOIUX KPUTEPHEBY
3 Ornenka 6€30MacHOCTH Ha 0CHOBE MeX1yHapOIHOTO CTaHAapTa 1o 6 6 o 0
yrnpaBieHuto HH}opMairoHHoi 6ezonacHoctbio SO 17799
4 [TporpamMHBIe cpeacTBa AJIs IPOBEACHUS ayUTa 13 2 | 10 0
MH(POPMAITMOHHOW 6E€30MTaCHOCTH.
5 MeTonuka MpoBeaeHUS ayauTa HH(HOPMAITMOHHON 0€30MacHOCTH 34 3 | 26 0
Ha NpeIpUATHH
5.1. Jlekuum
Ne Ne Kon-
HaunmeHoBaHue WITH KpaTKoe cojiepKaHKue JEKIIMOHHOTO 3aHATHUS BO
leKIuulpasaenal
4acoB
AynuT 6€3011acHOCTH U MeTOoAbI ero nposeeHus. Ilonarue ayqura 6€300acHOCTH.
Metozps! aHanu3a faHHbIX pu ayaute Wb. [loHsTHe KpUTHYECKH BaXKHOTO
1 1 00bekTa. OCHOBHBIE HANIPABJICHHUS TOCYJAPCTBEHHOM MOTUTHKH B 00JIACTH 4
oOecrnieyeHHs 6€30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM YIIPABICHUS
MPOM3BOACTBEHHBIMU M TEXHOJIOTHUYECKUMH MPOLIECCAMHU KPUTHUECKH BaXKHBIX
00bekTOB HHppacTpykTyphl Poccuiickoit @eneparmu (11.07.2012)
5 1 AHaJn3 HHPOPMALMOHHBIX PUCKOB MPEANpUATHS. MeTOIbl OLIeHUBaHUS 4
MH(OPMAITMOHHBIX PUCKOB. YIIpaBieHne HHPOPMAITHOHHBIMU PUCKAMH.
CrannapTtbl nHGOpPMALMOHHON Oe3omacHocTH.IIpennocbuIky co3nanus
cranaaptoB Ub. Crannapt «Kputepun O1eHKH HAJIE)KHOCTH KOMITBIOTEPHBIX
cucrem» (OpanxeBast KHura). ['apMoHn3upoBanHblie Kputepuu EBponerickux
3 2 |[ctpan. I'epmancknii crangapt BS1. bpurtanckuii cranmgapt BS 7799. 4
MesxryHapoauslid ctanaapt ISO 17799. Mexaynapoassiii crangapt ISO 15408
«O6mue kpurepun» . Crangapt COBIT. Crangaptsl o 6e30macHOCTH
MH(OPMAIIMOHHBIX TeXHONorui B Poccun
4 ’ Ornenka 6e30MacHOCTH MH()OPMAIIMOHHBIX TEXHOJIOTUI Ha OCHOBE «O0ImMX 5
kputepueBy llpeanocbuiku BBeAeHH MexayHapoaHoro crasaapra [ISO 15408.




OCHOBHBIE TIOHATHSI OOLINX KpUTEpHUEB. METOI0IOTHS OLIEHKH 0€30MMacHOCTH
MH(QOPMAIIMOHHBIX TEXHOJIOTHH 10 00mMM KpuTepHsiM.OLeHKa yPOBHSI JOBEPHS
(byHKIMOHANTBHOM Ge30macHoCTH HH(POpMAIIMOHHOM TexHomoruu. O630p KJ1accoB
u cemeiicts OK

Mesx TyHapOJHBIN CTaHAAPT yIpaBieHus: HHPopMalMoHHOH 6e3omacHocThio [SO
17799Haznauenue crannapra [ISO 17799 ans ynpasieHus HHPOPMAITMOHHON
6e3omacHOCThIO. [IpakTrKa MPOXOXKAEHUS aynuTa U noinydeHus ceprudukara [ISO
17799.

Me>xayHapoJHbIN cTaHAapT yrnpaBieHus MHGopMallMoHHO 6e3omacHocTh0 [SO
17799. lonutuka 6e3omacHocTH. OpraHU3alMOHHBIE MEPHI TTO 00ECIICYEHHUTIO
uH(pOopMalmoHHON 6e3onacHocT. Knaccudukaius pecypcoB U UX KOHTPOJIb.
besonacHocTh nepconana. dusnueckas 0e30nacHOCTb. AAMUHUCTPUPOBAHUE
KOMIIBIOTEPHBIX CUCTEM U BBIYMCIMTENbHBIX CeTel. YIIpaBlIeHHe JOCTYIIOM K
cuctemaM. Pa3paboTka u conpoBokieHnE HHPOPMALIMOHHBIX CUCTEM.
[TnanupoBanue 6ecriepedoiiHoN paboThl opranuzani. COOTBETCTBUE CUCTEMBI
OCHOBHBIM TpeOOBAHUIM

[TporpamMMHBIE CpeICTBA AJISl MPOBEACHUS ayAUTa HHPOPMAITUOHHON
0e30nacHOCTH. AHAJIU3 BUI0B HCIIOJIb3yEMBIX POIPaMMHBIX IPOLYKTOB. CricTemMa
CRAMM.

[TporpamMMHBI€ CpeCTBA AJISl MPOBEACHUS ayAUTa HHPOPMAITUOHHON
oe3onacHocTu. Cucrema KOHJIOP. CeTeBbie cCkaHephI

MeTonrka mpoBeaeHus ayauTa nHGHOPMalMOHHON 0€30MaCHOCTH Ha PEIIPUITUN
Tpu nmoaxona k nmposenenuto aynurta Mb. 3agaun u copeprkanue padbot npu
nposeneHnu aynura Mb. [ToaroroBka nmpeanpusatuii K nposeaeHuto aynura Mb.
[TnanupoBanue npouenypsl aynuta Mb. Opranuszanus u nposeaeHus padoT 1mo
ayIuTy. AJITOPUTM MIPOBEJCHUS ayIuTa 6€301MaCHOCTH MPEATPUSTHSI.

10

Meronvka npoBenenus ayaura Mb.Ilepedyens n cucremarn3anms JaHHBIX,
HeoOXonuMBbIX Ui poBeneHus aynuta Ub. BeipaboTka pekoMenganuii u
MOJIFOTOBKA OTYETHBIX JOKYMEHTOB. DKOHOMUYECKast olleHKa obecrnieueHus 1b.
Ocob6ennoctu ayauta b kputnuecku BaxHbIX 00bEKTOB

5.2. IlpakTHyecKkne 3aHATHSA, CEMUHAPBI

Ne
3aHATHSA

Ne

paszznena

Haumenopanue uimm KpaTKOC COACPIKAHUC MMPAKTUYCCKOIO 3aHATHUA, CCMUHAapa

Koi-
BO
4acoB

CpaBHMTENIBHBIN aHAJIU3 IPOTPAMMHBIX CPEACTB AJI NpoBeaeHus ayaura Ub.

Cucrtema CRAMM.

Cucrema KOHZIOP.

CeTeBble CKaHEPHI.

MeToauKa MPOBEACHUS ayauTa HH(PpOPMAIIMOHHON 0€30IMaCHOCTH Ha
[PEATPUATHH.

[InanupoBanue npoueaypsl ayaura 1b.

N ([N D R (W

hn (] »n |

Opranuzanus 1 MpoBeieHue paboT Mo ayJuTy 1Mo AJTOPUTMY NPOBEACHHUS ayauTa
0€30I1aCHOCTH MPEIIPUSATHSL.

L B S B S A S

W

MeTorka MpoBeACHUS ayuTa HH(HOPMAITMOHHON O€301acHOCTH Ha
npennpusiTud. BeipaOoTka peKoMeHTalui.

n

MCTO,Z[I/IKa IMPOBCACHUA ayAuTa HH(bOpMaHHOHHOﬁ 0€30IMaCHOCTHU Ha
MPCATIPHUATHUH. HOHFOTOBKa OTYCTHBIX JOKYMCHTOB.

10

DKoHOMHYECKas olleHka oobecnieuenust b u ee ayaura.

11

OcobenHoctu ayauta 11b KpuTHUECKH BaKHBIX OOBEKTOB.

12

DN || WD

3amura cemecTpoBbIixX 3aaanuii mo CPC.

[N SN B NS B )




5.3. JIaboparopHbie padoThI
He npenycmorpensl

5.4. CamocrosiTesqibHasi padoTa CTyIeHTa

Brimonaenane CPC

Crincok nureparypsl (¢ yKa3aHUEM

Bun paboThl 1 conepkanue 3aaHus
pasnenoB, IiiaB, CTPAHUII)

Koi-Bo yacos

[IpoBenenue aynuta b koHKpeTHOM 6e3onmacHocTH: Y4yeOHOe mocodue 2-

OpraHu3aIu W3aaHue, crepeoTuntoe.- M.: M3naTenscTBo

«DJIMHTA», 2011.-269c.

ABepueHkoB, B.1. Aynut nadopmanroHHOK

72

6. UnHOBanMOHHBbIE 00pa30BaTe/ibHbIEe TEXHOJIOTUH, HCI0JIb3yeMble B y4eOHOM

npouecce
WuHoBanmoHHbIe Kon-Bo
Bua pabotst
(bopMBbl yueOHBIX Kparkoe onncanue ayJ.
o (JI, T13, JIP)
3aHATHH 4acoB
[TpoBenenue aynura nHGOPMALMOHHON O€30MaCHOCTH
KOHKPETHOM OpraHu3anuu (1o BEIOOPY CTyAeHTa, 00beKTa
BKP, no BeiOOpy npenopasatessi) B paMKax MpoeKTa 1o
[IpakTHdyeckue |KOMIUIEKCHOMY aHAJIHM3Y COCTOSHHUS 3alUIIEHHOCTH
[IpoekTHast pabora .
CTYICHTOB 3aHATUS U 00beKTa (MpennpoeKTHOE 00CIeI0BaHUE, TEXHUYECKUI 36
Y CEMHHAPHI MacIopT aBTOMAaTU3UPOBAHHON CHCTEMBI, TEKYyIIee
COCTOSIHUE 3alUIIEHHOCTH, (OPMUPOBaHHE PEKOMEHAALUH
0 MOBBIMIECHUIO YPPEKTUBHOCTH CPEICTB 3AIIUTHI
WHGOPMAITIH )

Co0cTBeHHBbIE HHHOBALIMOHHBIE CIIOCO0BLI M METOAbI, HCIIOJIb3yeMble B

o0pa3oBaTejIbLHOM MpoIlecce

He npenycmorpenst

Hcnonp3oBanue PE3YJIbTAaTOB HAYYHBIX I/ICCJ'ICILOBaHI/II\/i, IMPOBOAUMBIX YHUBCPCHUTCTOM, B

paMKax I[&HHOﬁ JUCHHIIIIMHBI. HCT

7. ®oun oueHouHbIX cpencTB (POC) nis npoBeaeHNs: TEKYIIEro KOHTPOJISA
yCIeBaeMOCTH, MPOMEKYTOYHOM ATTECTAMH 10 UTOraM OCBOCHUS TUCHHUILIMHBI

7.1. IlacnopTt oHIa OLIEHOYHBIX CPEACTB

Bun
HanmenoBanue pas3aeiioB KOHTPOJIA NeNe
pasit KonTtponupyemast komnetenuus 3Y Hol P N
JUCLUILINHEI (BKITIOUAs  |3aaHUI
TEKYIIIHIi)
Aynut 6€30MacHOCTH U METObI [TK-3 cnocoOHOCTHIO TPOBOIUTH aHAIIN3 SK3AMEH 1-3
€ro IPOBEICHUS 3alMIIEHHOCTH aBTOMATU3UPOBAHHBIX CUCTEM
IIK-5 cnocoOHOCTHIO IPOBOAUTEL aHAJIA3 PUCKOB
Aynut 6€30MacHOCTH U METOIbI P . 1 p 4-6,11-
nH(pOpMAITMOHHOM 0€30MTaCHOCTH JK3aMeH
€ro NpOBEICHUS . 13
aBTOMAaTHU3UPOBAHHOMN CUCTEMBI




Onenka 6e30MacHOCTH I1K-17 crtocoGHOCTBIO TPOBOIUTH
MH(QOPMAIMOHHBIX TEXHOJOTHH [MHCTPYMEHTAIbHBIN MOHUTOPHUHT 3aIIUIIIEHHOCTH
Ha ocHoBe «O0mux nHpOpPMALIMU B aBTOMAaTU3UPOBAHHOM CUCTEME U JKsaMeH 7-10
KPUTEPHUEB» BBISIBJISITh KaHAJIbl YT€UKH HHPOPMaLUU
Onenka 6e30MacHOCTH Ha [IK-6 ciocoOHOCTBIO TPOBOANUTH aHAIN3,
OCHOBe MeXyHapOHOTO  |mpenasaraTb 1 000CHOBBIBATh BHIOOP peIIeHuit 1Mo
CTaHJAPTA 10 YIIPABICHUIO oOecnedeHnto 3¢ (HEeKTUBHOTO MPUMEHEHUS sk3ameH | 7-10,23
MH(POPMALTMOHHON aBTOMAaTH3UPOBAHHBIX CUCTEM B cepe
6e3omacHocthio ISO 17799 npodeccroHanbHON AEITETbHOCTH
ITICK-3.5 crmocoOHOCThIO MPOEKTUPOBAT,
[TporpamMMHBIe CpeaCcTBa A [BHEAPSTH U HCIIOIB30BaTh CUCTEMbl MOHUTOPUHTIA
TPOBENICHUS ayIuTa CPEZCTB 3alIUTHI HH(OPMAIINH,
MH(POPMaIMOHHON (YHKLIMOHUPYIOIIHUX Ha KPUTHYECKH BaXKHBIX JKsaMer 14-20
0€301acHOCTH. 00bEeKTaxX U B aBTOMAaTU3HPOBAHHBIX CHCTEMAX
KPUTUYECKH BAKHBIX 00BEKTOB
[IporpamMmHbIe cpeacTBa s ITK-17 cnocoOHOCTHIO POBOIUTH
NPOBENICHUS ayIuTa WHCTPYMEHTAJILHBI MOHUTOPUHT 3alIMIIICHHOCTH
MH(POPMaLMOHHON UH(pOpMaIK B aBTOMATU3UPOBAHHOM cUCTEME U drsamer | 21-22
0€30MacHOCTH. BBISIBIISITH KaHAJIBI YTEUKU HH(DOpMAIu
Meronuka npoBeaenus aynuta | I[1K-4 cnocoOHOCTBIO pa3pabarbiBaTh MOJIEIH
nH(pOpMaAITMOHHON yYIpo3 U MOJIECTT HAPYITUTENS] HHPOPMAIIMOHHOM |  dK3aMeH 24-27
0€30IacHOCTH Ha MPEeNNpUATHH | 0e30MacHOCTH aBTOMATU3UPOBAHHOMN CHCTEMBI
Meronuka npoBeaenus aynuta | [TK-5 cmocoGHOCTRIO MPOBOANTH aHATIHN3 PUCKOB
MH(GOPMaAITMOHHOMN nH(pOPMaAIMOHHON 0€30IacCHOCTH JK3aMEH 28-30
0€301acHOCTH Ha MPEANPUIATUI aBTOMATH3MPOBAHHOM CUCTEMBI
[TK-6 crnocoOHOCTBIO MPOBOUTH AHAIIN3,
Mertoyka MpOBEICHUS ayInTa |Ipeaararb 1 000CHOBBIBATh BHIOOP PEIICHUH 11O
MH(POPMAIIMOHHON obecrniedeHn o 3PPEKTUBHOTO TPUMEHEHHS DK3aMEH 31-34
0€30macHOCTH Ha TPEANIPUATHN AaBTOMAaTH3UPOBAHHBIX CHCTEM B cepe
npogecCHOHAILHON 1eATEIbHOCTH

7.2. Buabl KOHTPOJIs1, IPOLEXYPbI NPOBeAeHNs, KPUTEPUH OlleHMBAHUSA

Bun
IIpore bl IPOBEJIECHUS 1 OIIEHUBAHUS Kputepuu orieHnBanus
KOHTPOJISt POLCAYPEI IPOBEA It putep 1
OtnngHO: 001a1aeT TBEPABIM U TIOJTHBIM 3HAHHUEM
Marepualia TUCIUIUIMHBI, BIaJCET AOMOIHUTEIbHBIMU
3HAHUSAMMU, JaHBI [IOJHBIE, PA3BEPHYTHIE OTBETHI;
JTOrMYE€CKH, TPAMOTHO Y TOYHO M3JIaraeT MaTepuail
IUCLIUIUIMHBI, THTEPIIPETUPYS €TI0 CAMOCTOSATEIIBHO,
CITOCOOEH CaMOCTOSITEIILHO €T0 aHAIM3UPOBATh U
nenaTtb BEIBOJEI.
CTYIEHTHI B ayUTOPUHN TUCbMEHHO
XOpoII0: 3HAaeT MaTeprall JUCLHHUILUIMHBI B
OTBEYAIOT HA BOMPOCHI ..
. [3arumaHupoBaHHOM 00BEME, HEKOTOPHIE MOMEHTHI B
9K3aMEHAIMOHHOTO OMJIeTa, KOTOPHIH
OTBETE HE OTPAYKEHBI UJIU B OTBETE UMEIOTCS
9K3aMEH | BKJIOYAET TEOPETUUYECKHUE BOIPOCHI U

3aJ1a4M 0 MPOHICHHBIM pasziesiam,
nperoiaBarellb MpoBepseT, Oeceayer u
OLICHUBAET

HECYIIECTBEHHbIE HETOUHOCTH; TPAMOTHO U T10
CYIIIECTBY M3JIaraeT MaTepuall.

'YIOBIETBOPUTENIBHO: 3HAET TOJIBKO OCHOBHOM
MaTepHal TUCIUTIINHBI, HE YCBOWII €T0 JeTajeH, 1aHna
TOJIBKO 4aCTh OTBETA HA BOIIPOCHI; B OTBETE UMEIOTCS
CyIIIECTBEHHBIE OITUOKH; TOMYyCKAET HETOYHOCTH B
M3JI0)KEHUH U UHTEPIPEeTalluy 3HaHUI; UMEIOTCSA
HapYIIEHUs JJOTUYECKOHN TIOCIIeIOBATEIIbHOCTH B
M3JI0)KEHUH MaTepuasa.

HeynoBneTBOPUTENIHHO: HE 3HACT 3HAYUTEILHON YaCcTH




MaTCpuaia IUCIHUIINHBI; OTBECT HC IaH UJIN OJOITYCKAaCT
rpyObIe OMIMOKYU TIPH U3JIOKEHUH OTBETA Ha BOIIPOC;
HEBEPHO U3JIaracT U UHTEPIPETUPYET 3HAHNUS,
M3JI0)KEHUE MaTepHralia JIOTHIECKH He BBICTPOCHO.

7.3. TunoBble KOHTPOJIbHBIE 321aAHUS

Bun

Tumnossie KOHTPOJILHBIC 3aJIaHUS
KOHTPOJISAA

. bazoBble cBeieHus 0 poBepke u olieHke ypoBHs Vb opranuzanuu.

. IIpoBepku u onienku ypoBHs b oprannsanumu.

. Aynut Ub opranuzanuu: o01ine mOHATHS U ONIPeIeICHHUS.

. Buas!l aynura b opranuzanuu.

. [Ipunnume: u popmer aynuta b opranmsanumu.

. [Ipodeccronanphas kBanmupukamus aynutopa Ub.

. Crannaptel npoBeaeHus aynurta Ub.

. Hopmarussl 1yt nposenenus aynura b opranuzanmu.

. Cranaaptel B o0nactu yrpasieHus: Ub.

10. Crannaptsl ynpasnenue puckamu Ub.

11. Metononorus aynuta 1b.

12. Opranuzanus npouecca aynura Ub.

13. OcHOBHBIE 3Tarnbl U METOBI PadOT 1O MpoBeaeHUIo aynuTa Wb.

14. Ilporpamma aynura Ub.

15. Coop cBUACTENBCTB (MCXOAHOM MH(pOpMAIIUN) A1 TpoBeaeHus ayauta Ub.

16. Pexomenpanuu no maHupoBanuio aynura Ub.

17. Pexomenaanuu no MOAEIMpPOBaHUIO.

18. PekomeHaaIMK MO TECTUPOBAHUIO.

sk3aMeH |(19. PekoMeHIanuu no aHajau3y U JOKYMEHTHUPOBAHUIO pe3yibraToB ayaurta Mb.

20. UnctpymenTanbHble cpenctBa ayaura 1b.

21. MeToapl 1 THCTpYMEHTAJIbHBIE Cpe/icTBa poBeAeHus aynuta Ub.

22. IlporpaMMHBIE CpEJICTBA aHAJIN3A U YTIPABICHHUS.

23. OcHoBHbIE pa3nenbl ynpasienusa Mb no crangapry [ISO 17799.

24. KiroueBble cpeicTBa KOHTPOJIsl KOHTpois Vb npeanpustus.

25. I[Tonmutuka nHGOpMaMOHHOM 6e30macHOCTH. OCHOBHBIC MOJIOKECHHS TIOJTUTHKH
obecrnieueHust THPOPMAIITMOHHOM 0€30MaCHOCTH.

26. OpraHu3alMoHHbIE MEPHI yIpaBIeHUs HHPOPMAIIMOHHON O€30MaCHOCTHIO.

27. Knaccudukanus M"HQOPMALIMOHHBIX PECYPCOB, YPOBHU UX 3allIUTHI.

28. ObyueHue nepcoHasna Bompocam, CBsI3aHHBIM ¢ HH(POPMAITHOHHOM 0€30MacHOCTHIO
OpraHu3aluu. Y4acTue U poJib epcoHaia B npoueccax ayaura Mb.

29. OcHOBHBIE MpaBUJIa 3aIIUTHI IEHTPOB JaHHBIX U KOMITBIOTEPHBIX 3aJI0B.

30. OcHOBHBIE TIpaBUiIa PabOTHI C HOCUTENSIMU HH(OPMAIIMY U UX 3aIUTOMH.

31. Cuctrema CRAMM — Ha3zHaueHHE, TOCTOMHCTBA U HEJOCTATKH.

32. KonrenryaibHas cxeMa IpoBeAcHHs 00cieoBanus npeanpustus no meroqy CRAMM.
33. Haznauenue u npuHmnsl padbotel cucrembl KOHJIOP.

34. CereBbie ckaHepsl. Llenn GyHKIIMOHUPOBaHUs, BUIBI, Ha3HaYeHHE. Vcronp30BaHue
CETEeBBbIX CKaHepoB npu ayaute Ub.
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8. YueOHO-MeTOAMYECKOE M MH(OPMAIIMOHHOE O0ecTedeHUue TUCIUIIMHBI

IHeuaTHas yyeOHO-MeTOAUYECKAS] JOKYMEHTALUS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

0) OononHumenbHas Iumepamypa:




He npenycmotpena

8) omeuecmeenHbvle U 3apydedcHble HCYPHANbL N0 OUCYUNTUHE, UMelowuecs: 8 bubiuomere:
3ammra nadopmanun. MHcai ,uadopm.-meto. xkypH. ,131. mom

l.
"Aq)HHaH
2.
3.

4,

5.

3amura nadopmarmu. Kondunent / Accorr. 3ammutb THHOPM.
"Kondunent" : uHHOPM.-METO. )KypH

BJIN: bezomacHoctk. JlocToBepHOCTh. MHpOpMAaLus poc. KypH. O
6e3onacHoctu OuszHeca u tnuHoctu OO0 "XKypn. "BAN" xypuan"
bezonacHoCTh MHGOPMALIMOHHBIX TEXHONOTUH ,12+ ,M-BO
oOpazoBanus u Hayku Poc. @enepa-muu, Mock. unx.-pus. uH-T (Toc. yH-T),
BHUUIIBTU
Bectauk Yp®O : bezonacHocTs B nuH(popMarmonHou cepe ,FOx.-
VYpan. roc. yu-1; FOYpI'Y

2) MemoouyecKue yKazanusl 0jisi CmMyOeHmos8 N 0C80CHUI0 OUCYUNTIUHDL.
Aynut nHpOpMaAITMOHHON 6€30MaCHOCTH

1.

U3 HUX: yuebHO-Memooudeckoe obecneyenue camoCmoamenbHol pabomul cnyoenma:
Aynut nHpOpMaMOHHOW 0€3011aCHOCTH

I.

DJIeKTPOHHAS Y4eOHO-MeTOoANYeCKAsl IOKYMEeHTAIUs

HaumenoBanue
Ne Bun peeypeas | bubmorpadudeckoe onrcanue
JUTEpaTypbl AIIEKTPOHHOM
bopme
Makapenko, C. V. Aynut 6e3011acHOCTH KpUTHYECKON
OCHOBHAS UHOPACTPYKTYPBHI CHEIHATLHBIMA HH()OPMAIITMOHHBIMU

1 sreparypa eLIBRARY.RU [BozneiictBusimu / C. M. Makapenko. — Cankr-IlerepOypr :
W3narensctBO «Haykoemkue Texnonorum», 2018. — 122 c.
https://elibrary.ru/item.asp?id=36445362
Kaneipos, A. P. Metozas! aynuta nHGOpMaIMOHHON

b OcHoBHas cLIBRARYRU 6e3omacuoctu / A. P. Kappipos, H. A. AnteiHOekoBa, A. P.

MTepaTypa JKonnombekosa // CoBpemeHHbIe IpoOiIeMbl MexaHuku. — 2020.
— No 39(1). — C. 63-72. https://elibrary.ru/item.asp?id=44801644
Xnecrosa, /1. P. Aynut nndopmarnionHoi 6€301macHOCTH B

3 JlononHUTENbHAS cLIBRARYRU |opratu3aiuy / . P. XHSCTOBa, (Dv. T. baiipymun // CumBon

nuTeparypa HayKW: MEXIYHApOAHbIN HAay4HbIN xKypHal1. — 2016. — Ne 11-
3(23). — C. 175-177. https://elibrary.ru/item.asp?id=27413109
BoeBonuH, B. A. [ToctanoBka 3agaun 1 060CHOBaHHE BHIOOpA
METO/IOB BEIOOPOYHOTO KOHTPOJIS IIPH IMPOBEICHUY ayIUTA

JlonoHUTENbHAS uHpopmarmonHoi 6e3onacuoctu / B. A. BoeBoaun, M. C.

4 muTeparypa cLIBRARY.RU Oxcuna, E. A. ®ponosa // REDS: TenekoMMyHUKaIIMOHHBIE
ycTpoiictBa u cuctemsl. —2017. —T. 7. — Ne 4. — C. 507-510.
https://elibrary.ru/item.asp?1d=30309243
3enuHckas, E. JI. Aynut 6e30macHoCTH HH)OPMALMOHHBIX
cucteM: BUABI 1 3Tansl padot / E. JI. 3enunckas, A. I.

5 JlononHuTENbHAS cLIBRARYRU 3enuHCKHIA // Mopckasi cTparerust u MOITMTHKA Poccun B

nmuTepaTypa KOHTEKCTE 00€CIeUeHHs HAI[MOHATIBbHOW O€30MMacHOCTH U

ycroitunBoro pa3Butus B XXI Beke : COOpHHUK Hay4YHBIX TPY/IOB.

— CeBacTonouns : qepHOMOpCKOC BbICHICC BOCHHO-MOPCKOC




opaeHa Kpacnoit 3se3nnt yumnuie uM. [1.C. Haxumosa, 2019. —
C. 165-169. https://elibrary.ru/item.asp?id=41203550

9. UnopManiuoHHbIE TEXHOJIOTHHU, HCIIOJIb3yeMble IPU OCYLECTBICHUH
00pa3oBaTe/IbLHOIO Mpouecca

[TepedeHpb UCTIONB3YEMOTO MTPOTPAMMHOTO OOECIICUCHHS:

1. Microsoft-Windows(6eccpouHo)
2. Microsoft-Office(6eccpouno)

[lepedeHpb UCTIONB3YyEMbIX HHHOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

1. -Koncynerant [lmroc(31.07.2017)

10. MarepuajibHO-TEXHUYECKOe O0ecnedyeHue TUCHMIIIMHBI

OcHOBHOE 06OPYI[OB3.HI/IG, CTCH/bI, MAKCTbI, KOMIIBIOTCpHAA TCXHUKA,

Bun 3ansaTuit aJ;f; MPeIyCTAaHOBICHHOE IPOTPaMMHOE 00€CTICUeHHE, NCTIONB3YEeMOe IS
pa3IMYHBIX BUIOB 3aHITUN
KoMITIEeKT KOMIIBIOTEPHOTO 000pyI0oBaHuUsl; JIokanbHas BEIUUCIUTENbHAS CETh;
[IpakTuyeckue 913 KommyTatop, [Iporpammuoe obecnieuenune: OC Windows 10, MS Office 2007,
3aHATHSI U Matlab, WinRar, Mozila Firefox, Koncynsrant+; Jlokaneasie C3U: Secret Net
(30) . : :
CEMUHapbI 6.5 (aBroHOMHBIHN BapuaHT), Ctpax 3.0; Mexceresblie 3kpanbl: ViPNet Custom
3.1, User Gate 5.2
KommuiekT kommbrorepHoro odopynosanusi, LCD IIpoekrop, Dxpan
Texunn 912 |mpoeKUMOHHBIN, HACTEHHbIE CTeng 1o 3amure nHpopmarmu (5 mrT. ),
(36) [mporpammuoe obecnieuenne: OC Windows XP , MS Office 2007, Matlab,

WinRar, Mozila Firefox, Koncynsrant+.




