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1. llesu u 3212494 AU CIUILIHHBI

[enpro n3yueHus: AUCIUTUTHHBI « MOHUTOPUHT MH(HOPMAITMOHHOM 0€30MMaCHOCTH U
AKTUBHBIN MMOMCK KNOEPYTpo3» SABISAETCS TEOpPETUUYECKasi U MPaKTUYeCcKasi MOArOTOBKA
CHELHUATUCTOB B 00JIACTH pearupoBaHusl HA MHUMJAEHTH HHPOPMAMOHHOW O0€30MaCHOCTH.
B paMkax ocBOeHUSsI JUCUUIUIMHBI CTYACHTBI 3HAKOMSTCS C TAKTUKOM, TEXHUKAMH U
IpoLESypaMH aTak, a TakKe cnoco0aMu MPOTUBOCTOSTHUSA M. Ha mpakTU4YeCKUX 3aHITHIIX
CTYZEHTBI COPMUPYIOT HABBIKM OOHAPYKEHUS U PACCIIECIOBaHUS aTak. 3aaadu
JUCUUIUIMHBL: - TUTAHUPOBAHKE U OpraHU3allMsl MOHUTOPUHIa 0€301aCHOCTH B KOMITAHHH;
- HCTIOJIb30BAaHUE PA3TMYHBIX HCTOUHUKOB aHAJTUTUYECKUX JAHHBIX 00 yrpo3ax JiJis
oOHapy>KeHUsI HOBBIX MTPOJBUHYTHIX YTPO3; - OOHAPYKEHHE U PACCIIeIOBAaHUE
BPEIOHOCHOM aKTUBHOCTHU B HH(PpacTpykTypax Ha 6aze Windows u Linux ¢ yyetom
UCIIOJIb30BAHHBIX 3JI0YMBIITUICHHUKAMU METOJIOB; - CO3/IaHNe HHMPACTPYKTYPHI IS
AKTUBHOI'O ITIOMCKA YTPO3 HA OCHOBE PELIEHUS C OTKPBITBIM UCXOJAHBIM KOJIOM.

Kparkoe cogepkanue TUCHUIIIIMHBI

ApxuTekrtypa, npouecchl 1 HHCTpyMeHThl SOC. AHaIUTUKA yIpo3, AKTUBHBIN MOUCK
KUOepyrpo3. ApXUTeKTypa 6€30MacHOCTH CETH, IPOTpaMMHBIE U alllapaTHbIe CPEICTBA
oOecrieueHus: 6€30MacHOCTH ceTU. TUIOBbIE ceTeBble aTaku. MeTo1bl MOHUTOPHUHTA CETH.
ApxutexTypa u cpeacTa 6e3omacHoctr Windows. TakTuKH, HHCTPYMEHTHI U T1aTHOPMBI
I TOCTAKCIUTyatauu B Windows, METO/IbI IETEKTUPOBAHS U MPOTUBOICHUCTBUS.
ApxuTtekTypa u cpeacTBa 6e3omacHoct Linux.

2. Komnerenuuu ody4awmerocsi, GopmupyemMbie B pe3yJbTare 0CBOCHMSI
AUCIHUANIMHBI

[TnanupyemMplie pe3yabTaThl OCBOSHUS [Tnanupyemblie pe3yabTaThl
OII BO (xoMrmieTeHIIin) O0y4eHUs 110 TUCIUTUTHHE

3HAeT: OpraHU3alMOHHYI0 CTPYKTYpY U
(GYHKIMOHAIBHYIO YaCTh aBTOMAaTU3MPOBAHHBIX
CHUCTEM; METO/IbI U CPEJICTBA peaIn3allun
yIQJIEHHBIX CETEBBIX aTak Ha aBTOMaTHU3UPOBAaHHbBIE
CUCTEMBI

'YMeeT: OCyIIeCTBIATh YIPAaBICHNE U
aIMUHUCTPUPOBAHUE 3AIIMUIIEHHBIX
ABTOMAaTU3MPOBAaHHBIX CUCTEM; pa3padaThiBaTh U
QHAJIM3UPOBATh IPOCKTHBIE PELIECHUS 110
o0ecrevyeHnto 6e30acHOCTH aBTOMAaTU3HPOBAHHbBIX
CUCTEM

MMeeT npakTU4eCKUil OMBIT: pa3pabOTKU MOTUTHK
WHGOPMAITMOHHON 0€301acHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-13 CriocoOeH opraHi30BbBIBaTh M MPOBOIUTH
JIMarHOCTUKY ¥ TECTUPOBAHUE CUCTEM 3aIUThHI
uHGOpMAIIMN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MIPOBOJUTH aHAIHU3 YSI3BUMOCTEHN CHUCTEM 3alUTHI
nH(bOpMAIIN aBTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-15 CnocobeH ocymiecTBiIsATh
aIMUHUCTPUPOBAHUE U KOHTPOJIb
(YHKIIMOHUPOBAHUS CPEJCTB U CUCTEM 3alUThI
uHGOpPMAIUN aBTOMAaTU3UPOBAHHBIX CUCTEM,
MHCTPYMEHTAIbHBIA MOHUTOPHHT 3alIUIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM

3HaeT: METOJIbl MOHHUTOPUHTA HH()OPMAITMOHHON
0€30MaCHOCTH U CPEJICTBA PeaTU3aIliy yIaJeHHbIX
CETEBBIX aTaK HAa aBTOMAaTU3UPOBAHHBIE CUCTEMBI
'YMeeT: 0CyIEeCTBISATh JUarHOCTUKY 1 MOHUTOPUHT
CHUCTEM 3allUThl aBTOMAaTU3UPOBAHHBIX CUCTEM

3. Mecro nucuuniunbl B ctpykrype OII BO




[Iepeuenb npenmecTBYOMUX JUCUUAIUINH,
BHJIOB pabOT yueOHOTO MIaHa

[Iepeuenb nocnenyOMMUX TUCIUIUINH,
BHJIOB paboT

1.0.37 UndopmannoHnHas 6€301acHOCTb OTKPBITBIX
CUCTEM,

1.0.36 be3zomacHOCTb ONepalMOHHBIX CUCTEM,
1.0.35 be30macHOCTh CeTeN AEKTPOHHBIX
BBIUMCIUTENBHBIX MAIIUH

1.0.42 VYnpapnenue nHGOpMaMOHHON
0€30IMaCHOCTEHIO,

1.0.48 M3meputenbHas annaparypa KOHTPOJISA
3alIUIEHHOCTH 00BEKTOB HH(POPMATH3AIINY,
1.0.40 KonTpoap 6e30macHOCTH
AQBTOMATH3UPOBAHHBIX CHCTEM,

1.0.39.02 Dkcmmyaranysi aBTOMaTU3UPOBAHHBIX

CHCTCM B 3allIMIIICHHOM HMCIIOJITHCHHUH

Tpe6OBaHI/I}I K «BXOOHBIM» 3HAHUAM, YMCHUAM, HABBIKAM CTYIACHTA, HCO6XO,Z[I/IMBIM
IIpu OCBOCHUU ,ZIaHHOfI JAUCTUITIINHBI 1 HpI/I06p€T€HHBIM B PC3YJIbTATC OCBOCHUA

MPEAMICCTBYONTUX JUCITUTIIIAH:

Hucuunimnza

TpeboBanus

1.0.36 be3onacHOCTh ONEPALMOHHBIX CUCTEM

3HaeT: METObI AIMIUHUCTPUPOBAHUS U TIPUHITUIIHI
paboThl onepaoHHbIX cucteM cemericts UNIX u
'Windows, ycTpOHCTBO M IPUHLIUIIBI PAOOTHI
OTIEPAIMOHHBIX CUCTEM, CTPYKTYPY ¥ BOBMOKHOCTH
MOJICICTEM 3aIUThI OTICPAIMOHHBIX CUCTEM
cemeiictB UNIX u Windows YmeeT: HacTpauBarhb
MOJIUTHKY O€30TIACHOCTH OIEPAIIMOHHBIX CHCTEM
cemeiicte UNIX nu Windows, ucrons30Barh
CpeICTBa YIIpaBIICHUS pabOTOM OnepannoOHHON
CUCTEMBI; (HOPMYIUPOBATH MOJIUTUKY O0€30MaCHOCTH
onepannoHHbix cucteM cemeiicTB UNIX u Windows
MMeeT npakTUYeCKU OTBIT: aIMUHUCTPUPOBAHHUS
oTepaImoHHbIX cucteM cemeiictB Windows u Unix
C y4eToM TpeOOoBaHMIi 10 00ECTIEYCHUIO
WH(POPMAITMOHHON 0€301IaCHOCTH, YCTaHOBKH
OTepalMOHHbBIX cucTeM cemeiictB Windows u Unix

1.0.35 be3onacHOCTb CeTel AEKTPOHHBIX
BBIUMCIINTENIbHBIX MAIIMH

3HAET: METOJIbI MPOEKTUPOBAHUS BEIYMCIUTEILHBIX
ceTel, MeTOIbI IMUHUCTPUPOBAHUS
BBIYMCIIUTEIILHBIX CETEH YMEET: MPOSKTHPOBATh
BBIUHCIIUTEILHBIC CETH, aIMUHUCTPUPOBATH
BBIYMCIIMUTEIILHBIE CETH; PEaTN30BbIBATh MOJUTUKY
0€30I1aCHOCTH BEIYHCIIMTEILHON ceTH MMeer
MPAKTUYECKHUI OIBIT: SKCILTyaTalluy JOKATbHBIX
BBIYUCIUTEILHBIX CETEH, a IMUHIUCTPUPOBAHUS
JTOKAJIbHBIX BEIYMCIUTEIIBHBIX CETEH C yUETOM
TpeOoBaHuii 110 obecredeHnto HHPpOPMAITIOHHOH
0€30I1aCHOCTH

1.0.37 UudopmarimonHas 6€301mMacHOCTh OTKPBITHIX
cCHCTEM

3HaeT: NpUHIUIBI ((OPMHUPOBAHUS TTOJIUTHKH
UH(POPMALTMOHHON 6E€30MaCHOCTH B
ABTOMAaTHU3UPOBAHHBIX CHCTEMaX , PUCKH HOICUCTEM
3alUThl UH(OpPMAIIUK aBTOMAaTHU3UPOBAHHBIX CUCTEM
Y 9KCIIEPUMEHTAIbHBIC METOBI X OLICHKH YMEET:
pa3padarbIBaTh YaCTHBIEC MTOJUTUKH
WH)OPMAITMOHHON O€30MaCHOCTH
AQBTOMATH3UPOBAHHBIX CHCTEM , aHAJIU3UPOBATh U
OLICHUBATh YIPO3bI HHPOPMAIIMOHHON
0e30I1aCHOCTH aBTOMAaTU3UPOBaHHbBIX cucTeM Mmeer
NpaKTHYECKHUHA OIBIT: YIPABICHUS MPOLIECCAMU




obecrieyeHns 6€30MaCHOCTH aBTOMATU3UPOBAHHBIX
CHCTEM, aHaJIM3a HHPOPMALIHOHHON
UHPPACTPYKTYpPbl aBTOMATU3UPOBAHHBIX CHCTEM

4. O0béM 1 BUABI yUeOHOI1 padoThI

OO6m1as TpyA0€MKOCTh JUCHUIUIMHBI COCTABISET 2 3.€., 72 4., 36,25 4. KOHTaKTHOM

paboThI
Pacnpenenenue o cemectpam
Bcero B yacax
Bun yue6HO# paboThI
4acoB Homep cemectpa
7
O6m1ast Tpy10EMKOCTh AUCIIUTUIMHBI 72 72
AyoumopHvie 3auamusi: 32 32
Jlexuuu (JI) 16 16
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (WITN) IPYTHE BHUIBI 16 16
aynuTopHbIX 3aHsaTui (I13)
JlabopartopHbie padoTsI (JIP) 0 0
Camocmosmenvuas paboma (CPC) 35,75 35,75
CamocTrosiTenbHast MPopadOTKa JIEKIIMOHHOTO U 20 20
[MPaKTUYECKOTO MaTepuana
CamocTosiTensHast paboTa ¢ Ipe10CTaBICHHBIMU 15.75 15.75
MCTOYHUKAMH UH(pOopManuu ’
KoHCynbranyum v npoMeKyTouHasi aTTeCcTalus 4,25 4,25
Bua konTposs (3adet, qud.3a4ueT, IK3aMeH ) - 3a4eT

5. ConepkaHue TUCHMIIIIMHBI

O06beM ayIUTOPHBIX 3aHATHH 0 BHIaM
pa;ZQena HawnmeHoBaHuE pa3esioB TUCIATUTHHBL B Hacax
Bcero JI 113 JIP
1 OCHOBHBIC KOHIICTIIIUU TIOCTPOCHHUS U 5 4 ) 0
¢byukumonupoBanus SOC
) be3omacHOCTh ceTH U IepuMeTpa, MOHUTOPHHT 10 4 6 0
0€30MacCHOCTH CEeTU
3 |Apxutektypa u cpeactna 6e3omacHocTH Windows 12 4 8 0
4  |ApxwurekTtypa u cpeactsa 6ezonacHocTr Linux 4 4 0 0
5.1. Jlekuuu
Ne Ne Kox-
S —— HanmMmeHoBaHME WITH KpaTKOE CONIEpIKaHKE JICKIIMOHHOTO 3aHSTHS BO
4acoB
1 1 CoBpeMeHHOE TOJIOKEHHE B 00J1aCTH KHOepyrpo3. 3a1auu U MOJXO0AbI )
OTIEPAIIMOHHON 0€30MaCHOCTH. APXUTEKTYpa, Mporecchl 1 UHCTpyMeHThl SOC
2 1  |AHanuTHKa yrpo3, aKTHBHBINA TOUCK KHOEPYTpo3 2
3 5 ApXHUTEKTypa O€30MMaCHOCTH CETH, IPOTPAMMHBIC U allllapaTHBIE CPEACTBA 1
obOecrieueHus 6€301MaCHOCTH CETH
4 2 |TumoBkle ceTeBbIE aTaku 2




MGTOI[IJI MOHUTOPHHI'A CCTU

ApXUTeKTypa 1 cpefcTa 6e3onacHocty Windows

TakTUKK, HTHCTPYMEHTHI U MIaT(OpMBI AJ1s MOCTIKCILTyaTanuu B Windows,
METO/bI IETEKTUPOBAHS U IPOTUBOACHCTBUS

ApXUTEKTypa U cpencTBa Oe3omnacHocTy Linux

©Oloo| 9 |on|wn
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JKypnans! Linux, cpencrsa monutopunra, Auditd
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5.2. llpakTHyecKkue 3aHATHS, CEMHUHAPbI

Ne Ne Koa-
sansTuspasena HanMenoBaH#e MM KpaTKoe COMEpKaHue MPAKTHISCKOTO 3aHATHS, CEMUHApa BO
4acoB
1 1  |Crek Elasticsearch, Logstash, Kibana (ELK). Hactpoiika cpeast ELK 2
2 2 |O6napyxenne araku ARP-poisoning 1
3 2 |Cucrema oOHapyxeHUs BTOpkeHU Bro 2
4 2 |Cucrema oOHapyxeHus BropskeHui Suricata IDS 2
5 2 |erexTupoBaHME aTaK Ha CEpBEP 1
6 3 be3omacnocts Windows: mipaBa mons3oBarenei, He3amudpoBaHHbIE TAPOIIU U )
XEIIN B MaMATH, TPUBUIIETUH, aTaKu ¢ Kpaxkeil TokeHoB, UAC
Aymut 6e3onacHoctu Windows. Konduryparus momuTuke ayaura.
7 3 [[Iepeanpecanus coosiTiii B TELK. Aynut noctyna k oobekram. OGoraiieHue 2
nMaHHBIMHA ¢ TToMoIIbio Logstash. [Tonck yrpo3 u aHaim3 KypHaJIOB BPYyYHYIO
8 3 |ABTOMaTHUYECKHUI MMOUCK YIpo3 ¢ ucmnosb3zoBanueM X-Pack watcher 2
9 3 |Pa3BepThIBaHUE U UCTOJIB30BaHUE Sysmon 1
10 3 |Autorun, ananu3 qaHabIX Logstash u mpoBepka moTOKOB 1
5.3. JIaboparopHbie padoThI
He npenycmorpeHnsl
5.4. CamocrosiTeqibHasi padoTa CTyIeHTA
Beinonnenne CPC
Cnucok JTepaTypsl (C yKa3aHHEM Kon-
ITogsunx CPC pasnenos, ras, cTpaHull) / ccbuika Ha  [CemecTp| BO
pecypc JacoB
CamocrosTenbHas mpopadoTKa 7 20
JICKIIMOHHOTO U MPAKTUYECKOTO MaTepuana
CamocrosTenbpHas paboTa ¢
[IPEA0CTABICHHBIMA HCTOYHUKAMU Y HEOHO-METOIMHECKHE MATECPHAIIEL B 7 15,75
mbopMamH RIIEKTPOHHOM BUJE - UCTOUHUKHU Ne 1-4

6. @oH/1 OLIEHOYHBIX CPEICTB /JIf NMPOBEAeHHUsI TEKYIIero KOHTPOJIA yCIeBaeMOCTH,

NMPOMEKYTOUHOM aTTeCcTAlNH

KoHTpomns kauecTBa 0CBOCHUS 00pa30BaTEILHOMN MPOrPaMMbI OCYIIIECTBIISCTCS B
cootBeTcTBHH ¢ [TonokeHreM 0 OaTbHO-PEUTUHTOBON CHCTEME OTICHUBAHUS PE3YIbTATOB
y4eOHOM IeSITENHLHOCTH 00yYarOIUXCsl.

6.1. KouTpoabusie meponpusitus (KM)




Yuu-

Ne | Ce- Bux HasBanue Maxc. THIBA
KM|mectp| xomTpons KOHTPOJIBHOTO Bec Sau [Topsinox HauKMcIeHUs: 6AIIOB -
MEPOTPUSITUS eTcst
B [1A
3amurTa oT4eTa no mpakTuueckoi padore
OCYUIECTBIISIETCS MHINBUAYAIbHO.
CTyneHTOM IPe0CTaBISETCS
odopmieHHBIN oTdeT. OTIeHuBaeTCS
Samura oTdeTa K CBOEBPEMEHHOCTD IIPEJOCTABIICHUS
MpaxTtrieckoii paboTe 0TYyeTa, Ka4YeCTBO OPOPMIICHHUS U OTBETHI
Nel "Crrex Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
§ Elasticsearch, CBOEBPEMEHHO U NPABUIIBHO
1 7 Texymnii Logstash, Kibana 11 10 odopmieHHas paboTa MMoy4yaeT OLEHKY auer
KOHTPOJIb . 10 6annoB.
(ELK). Hacrpoiixa
cpetbi ELK Onenka CHIDKAETCA: - IIPH
T —— HECBOEBPEMEHHOM c1aue oTueTa Ha 1
ARP-poisoning" 0aJu1 3a KaXIy1o HEJIENIo MPOCPOUKY; Ha
1 Gann 3a Kax/1blil HETIPaBUIIbHBIN
(OTCYTCTBYIOIIMIA) OTBET IPU 3aAIIUTE
oTueTa; Ha 2 6aa, eciau opopmiieHHe
paboThI HE COOTBETCTBYET TPEOOBAHUSAM
1100 BBITIOJIHEHBI HE BCE 3aJIaHUSI.
3amuTa oT4eTa Mo NpakTu4eckon padore
OCYULIECTBIISIETCS HHIUBUAYAJIBHO.
CTyaeHTOM MPEeA0CTaBISIETCS
opopmieHHbli otyeT. OieHnBaeTCs
Samura oTueTa K CBOEBPEMEHHOCTh IPEOCTABIICHUS
Mpaxtiaeckoii paboTe 0TYeTa, Ka4eCTBO O(h)OPMIICHUS U OTBETHI
No2 "CricTena Ha BOIIPOCHI (334a10TCsI 2 BONPOCA).
§ oGHapyKeHIs CBOEBpPEMEHHO U MIPABUIIBHO
2| 7 Texymumii BTopKeHHii Bro 11 10 ogopmiieHHas paboTa MOTyYaeT OLEHKY Lauer
KOHTPOJIb Crcrema 10 Gamnos.
T — Onenka CHIIKAETCA: - ITPH
BTOpIKenmii Suricata HECBOEBPEMEHHOM c/ladue oTueTa Ha 1
IDS" 0aJi1 32 KaXIyl0 HEJIEeI0 MPOCPOUKH; Ha
1 Gamnn 3a Kax/blil HEPaBUIbHBIN
(OTCYTCTBYIOITHUIT) OTBET MPH 3aLTUTE
oryeTa; Ha 2 Oana, eciau opopmiIeHHE
pabOThl HE COOTBETCTBYET TPEOOBAHUAM
1100 BBINOJIHEHB! HE BCE 3aaHUS.
Sammra oTueTa K 3aimuTa oT4eTa Mo npakTu4eckon padore
MpaxTrcckoii paboTe OCYUIECTBIISIETCS. HHIUBUAYAJIBHO.
Ne3 "Ayjur CryneHtom MpefoCTaBIseTes
5e30MACHOCTI oopmiennsii oryet. OrIeHUBaeTCs
Windows. CBOEBPEMEHHOCTH IPEIOCTABIICHUS
Kondurypats 0TYeTa, Ka4eCTBO O(hOPMIICHUS U OTBETHI
Texyumii | momuTHKH aymTa. Ha BOIIPOCHI (3a7al0TCsI 2 BOIIPOCa).
31 7 KOHTPOITh Mepeanpecas 1 | 10 |CBoeBpeMEHHO U IPABUIBHO 3a4eT
coburmii B TELK. odopmiieHHas paboTa MOTyyaeT OLEHKY
Aynut noctyna K 10 Gasos.
OOLEKTAM, Ornenka CHITKAETCA: - IIPH
OGorarmere HECBOEBPEMEHHOM c/1aue oTueTa Ha 1
JIAHHBIMH C IOMOLIBIO 0aJLT 32 KaXIyIo HEJIeNO IPOCPOKH; Ha
Logstash." 1 Gan 3a KaXKIblil HEPaBUIIbHBIN

(OTCYTCTBYIOIIMIA) OTBET IPHU 3aILTUTE




oryeTa; Ha 2 Oaa, eciau oopMIICHHE
pabOTHI HE COOTBETCTBYET TPEOOBAHUSIM
JII/I60 BBITIOJTHEHBI HE BCE 3aJaHUs.

Texymumii
KOHTPOJIb

3ammmra oTYeTa K
[IpakTuueckoii padbore
No4 "TTouck yrpo3 u
aHaJIU3 KYpPHAJIOB
Bpy4HY1O"

10

3amuTa oT4eTa Mo MpakTUIeckon padore
OCYIIECTBIISICTCS WHINBUIYaTBHO.
CTyIeHTOM TMPEeI0CTaBISIETCS
odopmieHHBIN oT4eT. OTIeHUBaeTCS
CBOEBPEMEHHOCTH NPEIOCTABICHUS
oT4YeTa, Ka9eCTBO OPOPMIICHHUS U OTBETHI
Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
CBOEBPEMEHHO U NPABUIIBHO
ogopmiieHHas paboTa MoydaeT OleHKY
10 6annoB.

OreHKa CHIKAeTCS: - IPU
HECBOCBPEMEHHOM c/1adye oTdyeTa Ha |
0aJi 3a KaXKIyI0 HEIeI0 IPOCPOYKH; Ha
1 Gast 3a Ka)blid HETTPABUITbHBIN
(OTCYTCTBYIOIIMIA) OTBET IIPU 3aIIUTE
oTueTa; Ha 2 6aa, eciau opopmiieHHe
PabOThI HE COOTBETCTBYET TPEOOBAHUSIM
00 BBIITOJIHEHBI HE BCE 3aJIaHUS.

3a4CT

ITpome-
KyTOUHAas
aTTecTanus

3auer

[IpeniogaBarens popMupyeT OUIIETHI,
KOTOpPBIE COJIeprKaT Mo TPU BONpOCca U3
CIHCKa BOTIPOCOB. Bo Bpems mpoBeneHust
3a4eTa CTYACHT BBITATUBACT CIIydalHBIH
OWJIeT, 3aTeM B ayIUTOPUU TIMCHBMEHHO
OTBeYaeT Ha 3 Bompoca B Ouiiere,
KOTOPBIE BKJIFOYAIOT TEOPETUIECKHUE U
MPAaKTHYECKHE BOMPOCHI 1O MPOiiIEHHBIM
pa3zienam, IpenoaaBaTellb MPOBEPSET
OTBET, Oece/lyeT Co CTYJICHTOM U
OLIEHUBAET OTBET.

3a KaXKIbIi BOMPOC CTYACHT MOXKET
MOJyYUTh MaKCUMYyM 3 Oaia.

3 Ganna - CTyAeHT BEpHO U3TI0KHII OTBET
Ha BONPOC OuseTa, OTBETUI Ha 2
TTOTIOJTHUTEHHBIX BOMPOCHI

2 6aJa - CTyJIeHT BEPHO U3JIOKHIT OTBET
Ha BOIIPOC OmieTa, OTBETUII Ha |
TTOTIOJTHUTETBHBIN BOIIPOC

1 Gamnn - cTyAEHT Aall YaCTUYHBIA OTBET
Ha BONpOC OuseTa 0o HE OTBETUIT Ha
TTOTIOJTHUTETHHBIE BOTIPOCHI

(0 OanyIoB - CTYACHT HE CMOT OTBETHTh Ha

BOIIPOC B Oujere

3a4YCT]

6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLlEHUBAHUS

Bun
MIPOMEXKYT

aTTecTallun

OUHOM

[Ipouenypa npoBeneHust

Kpurepun
OLICHUBAHHUS

3a4€CT

Ha 3aueTe npoucxonut oreHnBaHne y4eOHON AESTETHHOCTH
00yJaronuxcs Mo AUCIUIINHE Ha OCHOBE MOJMyUYEHHBIX OLIEHOK 32
KOHTPOJIbHO-PEUTHUHIOBBIE MEPONIPUATHS TEKYILIETO KOHTPOJIS.
3a4TeHo: PEUTHHT 00yYaIOIIErocs Mo pe3yabraTaM padoThI B

. 2.5, 2.6
[Tomoxkenus

B cooTrBeTCTBUU C




cemectpe Oomnbine wiu paBeH 60 %. He 3auteHo: peiTiHT
oOyuaromerocst meHee 60 %.

6.3. ITacniopt oHIa OLIEHOYHBIX CPEACTB

Kommnerenuu Pesynbrarel 00yuenus

3HaeT: OpraHu3alMoOHHYI0 CTPYKTYPY U (PYHKIIHOHAJIBHYIO YacTb

OIIK-13 ABTOMAaTU3MPOBAHHBIX CUCTEM; METOJIbI M CPEJICTBA Peau3allui yIaJeHHbIX HAHHH
CCTCBAIX aTaK Ha aBTOMaTI/ISI/IpOBaHHBIe CUCTCMBI

'YMeeT: OCYHICCTBIIATH YIIPABJICHUC U AIMUHUCTPUPOBAHNC 3all[UIIICHHBIX

OIIK-13 aBTOMAaTU3MPOBAHHBIX CUCTEM; pa3padaTblBaTh U aHAJIN3UPOBATh IPOCKTHbIE HAHHHH
pelieHus 1o 00ecneyeHH0 6e301aCHOCTH aBTOMAaTU3HPOBAHHBIX CUCTEM

lMeeT npakTUYeCKH OMBIT: pa3padOTKU MOJIUTHK HH()OPMAIIMOHHOMN

OIIK-13 HAHAH+H
0€30MacHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM
OIK-15 3HaeT: METOIbl MOHUTOPUHTA UH(OPMAITMOHHON OE30MTaCHOCTHU U CPEJICTBA AL
- T T T T T
peanu3aiyy yIaJeHHbIX CETeBBIX aTaKk Ha aBTOMATU3UPOBAHHBIE CUCTEMBI
OITK-15 YMeeT: 0CyIIeCTBIATh AMArHOCTUKY U MOHUTOPHUHT CHCTEM 3alTUTHI IRANE

ABTOMATU3NPOBAHHBIX CUCTCM

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 110 KaXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYEeCKOe 1 HH(OPMAILIMOHHOE 00ecredeHUue TUCHMILIMHBI

ITeyaTHas ydyeOHO-MeTOAUYECKAS JOKYMEHTALMS
@) OCHOBHAs TUmMepamypa:
He npenycmorpena

0) OononHUMENbHASL IUMePamypa.:
1. Tanenbaym, O. Komnbiorepnsie cetu [Tekcr] mep. ¢ anri. 3.
Tanenbaym, J1. Yazepomr. - 5-¢ u3a. - CII0. u ap.: [Turep, 2015. - 955 c. un.
2. Tanenbaym, O. CoBpeMeHHbIE onepauroHHble cucteMsl [Teker] O.
TanenOayM. - 3-e uza. - CI16. u ap.: [Murep, 2010. - 1115 c. un.

8) omeyecmeenHbvle U 3apydedicHble HCYPHATILL N0 OUCYUNIUHE, UMelowuecs 8 bubiuomexe:
He npenycmorpeHnsl

2) MemoouuecKkue YKazaHus 0 Cmyo0eHmos8 no 0C80EHUIO OUCYUNTUHDL.

1.  Bbe3onmacHOCTh ceTel MEeKTPOHHBIX BEIYUCIUTEIbHBIX MaluH [ Tekcr :
HEMOCPE/ICTBEHHBIH | : METO/I. yKa3aHus i OakanaBpoB HampasieHus "Mubopm.
oe3onacHocth" / C. B. Ckypinaes ; mox pea. A. H. Cokxomnona ; FOx.-Ypai. roc. yH-T,
Kad. 3ammura nadopmanuu ; OYVpI'Y

U3 HUX: yuebHO-Memooudeckoe obecnedenue camoCmoamenbHol pabomul cnyoenma:

1.  be3omacHOCTb ceTel EKTPOHHBIX BBIYNCINUTEIBHBIX MAaIUH [ TeKCT :
HENOCPEJICTBEHHBIH | : METOA. yKa3aHus AJid OakanaBpoB HamnpasiieHus "MHpopm.
6e3onacHocts" / C. B. Ckypinaes ; non pea. A. H. Cokomnoga ; FOx.-Ypai. roc. yH-T,
Kad. 3ammra undopmanuu ; FOYpl'Y

JJIeKTPOHHAsA Y4e0OHO-MeTOANYeCKAs JOKYMEHTAIlUs
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[TepeyeHb UCMOIB3yEMOrO MPOrPAMMHOTO 00ECTICUCHHUS:

1. Microsoft-Windows server(6eccpouHo)
2. Microsoft-Windows(6eccpouno)
3. -Oracle VM VirtualBox(6eccpouno)

[lepedenb ucnonb3yeMbIx NpohecCHOHANBHBIX 0a3 TaHHBIX U MH(DOPMAIITMOHHBIX
CIIPaBOYHBIX CUCTEM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecreyeHue 1 CIUTTHHbI

Bun 3agatuii

No
ayjl.

OcHoBHOE 000pyIOBaHNE, CTCH/IbI, MAKETHI, KOMITBIOTEPHASI TEXHHKA,
MPEAYCTAaHOBJIEHHOE IPOrPaMMHOE 00eCIIeUeHUE, HCTIOIb3yeMOE JIJIst

Pa3INIHBIX BUAOB 3aHATHI

[IpakTnueckue

3aHATUA U CCMHUHAPBI

913
(36)

[IpoekTop, KOMIBIOTEPHI ¢ oneparroHHoi cuctemoir Windows 10, Cpenctso
BupTyanuzaiuu VIrtualBox. JluctpuOyTHBEI CBOOOTHO pacpoCTpaHsIEeMbIX
OTIEPALIMOHHBIX CUCTEM M CPEICTB OE30MaCHOCTH.




