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1. llesu u 3212494 AU CIUILIHHBI

Lenbro n3yueHus: AUCUUIUINHBI SBISIETCS] MPUOOPETeHNE 3HaHUH O IpobiieMax
oOecrniedyeHus: KUOEpPOE30MaCHOCTH B KPUTHUECKUX CUCTEMAX M HaBBIKOB, KOTOPHIE
HE0O0XOIMMBI IIpH padoTe 1o odecnedennto nHpopmanrnoHHoi o6e3onacHoctu ACY TII Ha
KpUTHUECKNX 00beKkTaxX. J(MCIUIIIMHA BKITFOUAET MaTepUaIbl, JIEKAIINE HA CTHIKE ABYX
oTpacieii: nHdopMalmoHHas 0e30MacHOCTh U aBTOMAaTU3aIIHs TTPOU3BOCTB.

Kparkoe conepxanmne TUCHMILTHHBI

B xypce paccmarpusarorcst TunoBblie apxutekTypbl ACY TII, yrpo3sl, ysa3BUMOCTH U
araku Ha ACY TII. OcHoBbI (DyHKIIMOHATBHOM O€30macHOCTH. B KauecTBe MpUKIagHbIX
acnekToB MH(OPMALIMOHHON 0€30MaCHOCTH OCHOBHOE BHUMAHUE YIEISIETCS 3alUuTe
U30JIMPOBAHHBIX ceTel, opranu3auuu DMZ, uzyuyeHnue crienenuain3upoBaHHOIO
BpenoHoCcHOro 110 1 MeTonoB NpOTUBOAEHCTBHS EMY.

2. Komnerenuu odyuyawuerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCIHUTIJIMHBI

IInanupyemMsble pe3yapTaTbl OCBOCHUS [Inanupyemsble pe3yabTarsl
OIT BO (xomneTeHuun) oOyuenus no aucuurinae (3YHer)

3Hatk: Ya3BuMocTu coBpeMeHHbIX ACY TII.
[Toaxonbl K yCTpaHEHHUIO ySA3BUMOCTEH B
COBPEMEHHBIX POMBILIUIEHHBIX cucTemax Iloaxomst
K IOCTPOEHUIO CUCTEMBI 3aIIUThl COBPEMEHHBIX
ACY TII XXuzHeHHbIH LUK o0ecredeHus
K1OepOe30nacHOCTH COBPEMEHHBIX MPOMBIIUIEHHBIX
cucteM OCHOBBI OpraHU3allii CBOEBPEMEHHOM U

TIK-28 ciocOOHOCTBIO YIPaBIATh HOHHOH@HHOﬁ 06pa6OTKI/I HWHIUACHTOB
HH(bOpMaHHOHHOﬁ 0e30MaCHOCTBIO 0€30IaCHOCTH HOI[XO[[LI 110 OpraHu3anunu
aBTOMaTH?:HpOBaHHOfI CUCTEMBI 3(1)(1)GKTI/IBHOFO moAapasaCICHU HCHTPA YIIPaBICHUA

uniuaentamu (LIYUW UB) nns nognepxku
WHGOPMAITMOHHOM 0€30MaCHOCTH MPOMBIIILIIEHHON
ceTH

'YMmeTnh:Pacio3HaBaTh aTakyu coAaIbHON
WHXCHEPHUH

Bnaners:HaBbikamMu ncciieqoBaHUs TAKETOB B
[IPOMBIIUICHHON CETU

3Harb:110aX0/1bI K TOCTPOEHUIO CUCTEMBI 3aLIUTHI
coBpemenHbIXx ACY TII

YMmeTb:HacTpauBaTe MEXCETEBOM dKpaH s
oOecrieyeHHs 3alUThl IEPUMEeTpPa CEeTH
HacTtpauBarh MexXceTeBOM 3KpaH i 00eCTIeUeHUs
CEerMEHTalliU BHYTPEHHEHN CETH

[1K-12 ciocoGHOCTBIO y4acTBOBATh B
NPOEKTUPOBAHUH CUCTEMBI YIIPABICHHS
MH(POPMALMOHHON 0€30MTaCHOCTHIO
aBTOMATHU3UPOBAHHOM CHCTEMBI

Brnaners:HaBbikamu pa3zpaOoTKu MOTUTUK
0€30MaCHOCTH COBPEMEHHBIX MTPOMBIIIICHHBIX
CUCTEM

[1CK-3.3 crtocoO6HOCTHIO TPUMEHSTH coBpeMeHHY10 |[3HaTh: CTpykTypy ACY TII CeTeBble TEXHOJIOTHH,
HOPMaTHUBHYIO 0a3y, perIaMEHTHPYIOIIYIO ucnonb3zyembie B coBpeMeHHBIX ACY TII Otmmuust
JEeSITEIbHOCTh KPUTUYECKH BaXKHBIX OOBEKTOB U |0OecriedeHHst KubepOe301acHOCTH COBPEMEHHBIX
obecrieueHre HHPOPMAIIMOHHOW 0E30IACHOCTH  [MPOMBIIIIEHHBIX CHCTEM OT 00eCTIeUeHUS
KPUTUYECKHU BAKHBIX 0OBEKTOB U WH()OPMAITMOHHON O€30MaCHOCTH B CHCTEMax
ABTOMATHU3MPOBAHHBIX CHUCTEM KPUTHUECKH BaXKHBIX [001IeT0 Ha3HaueHus1. CBs3b 00ecTieueHUs




00BEKTOB

(yHKIMOHAIBHOM 1 MH()OPMAIIMOHHOMN
Oe3zonacHocTH. [IpoGiemsl obecrieueHus
KnOepOe30MacHOCTH COBPEMEHHBIX MPOMBIIIICHHBIX
crucTeM 3aKOHOAATENbHYIO 0a3y, CBSI3aHHYIO C
oOecrieyeHreM KubepOe30nacHOCTH COBPEMEHHBIX
[POMBIIIJICHHBIX CHCTEM

'YMeTh:Paborath co cpeacTBamMu o0ecTieueHUs
0€30MacCHOCTH B COBPEMEHHBIX MPOMBIIIIEHHBIX
cUcTeMax

Bnagers:HaBrikaMu aHain3a UHIUACHTOB
KrOepOEe30IacCHOCTH B COBPEMEHHBIX

I[MPOMBITIVICHHBIX CUCTCMAX

3. Mecro nucuuninnbl B ctpykrype OII BO

[Tepeuenp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB pabOT y4eOHOro MmjiaHa

[lepeueHs mocaeAYIOMIMX AUCIUTLINH,
BUJIOB paboT

b.1.27 BezonacHOCTb ceTel 3IEeKTPOHHBIX
BBIUMCIUTENBHBIX MAIllKH,

b.1.21 IIporpammHoO-anmnapaTHble CpEACTBA
obecnieueHrss ”HPOPMAITMOHHOW O€301TaCHOCTH,
b5.1.30.01 Pa3paboTka 3amuineHHbIx
ABTOMATU3HPOBAHHBIX CHUCTEM,

b.1.22 Opranuzanust 9BM u BBIYUCIUTEIBHBIX
CUCTEM

He npenycmoTpensl

TpC6OBaHI/ISI K «BXOJAHBIM» 3HAHUAM, YMCHUAM, HABbIKaM CTYJICHTA, HCO6XOI[I/IMBIM
ITpHU OCBOCHHUU I[aHHOI\/'I JAUCHUITIINHBI 1 HpI/IO6peT€HHBIM B PC3YJIbTATC OCBOCHUA

MPEAIIECTBYOIINUX TUCIUTIINAH:

Hucuuninmna

TpeboBanus

b.1.21 IIporpammHo-anmnapaTHbIE CpeICTBA
obecrieueHrst HHHOPMAITMOHHOM 0€301acHOCTH

3HATh: IPOrpaMMHO-aIaPaATHIE CPEIICTBA
obecnieueHnss THPOPMAITMOHHOW OE30MMaCHOCTH B
TUIIOBBIX OINCPAMOHHBIX CUCTCMAX, CUCTECMAX
yrpaBiaeHUs 0a3aMu JaHHBIX, KOMITIBIOTEPHBIX CETSIX
YMmeTb: hopMynupoBaTh U HACTPAUBATH MOTUTHUKY
0€30MMacCHOCTHU PaCIPOCTPAHEHHBIX ONEPALUOHHBIX
CHUCTCM, a TAKXKC JIOKAJIbHBIX BBIYHNCIIMTCIBbHBIX
CeTeil, HOCTPOEHHBIX Ha X OCHOBE BianeTs:
HaBbIKaMU UCIIOJIb30BAHHUA IIPOTrPaMMHO-
amnmapaTHhIX CPEJCTB 0OecTieueHnus 0€30MacHOCTH
cereit OBM

b.1.27 be3onacHOCTb ceTel AMEKTPOHHBIX
BBIYUCIIUTENIBHBIX MaIllUH

3HaTh: MPUHLIUIBI TOCTPOCHUS U
(YHKIIMOHUPOBAHUS, IPUMEPDI peau3aluit
COBPEMEHHBIX JIOKAJTbHBIX U IM00aTBHBIX
KOMITBIOTEPHBIX CETEH YMETh: OLIEHUBATh

A (HEeKTUBHOCTD U HAJICKHOCTH 3aIIUTHI ceTeit OBM
BitaneTs: HaBbIKaMU pa3pabOTKH,
TOKyMEHTUPOBAHUSI KOMITBIOTEPHBIX CETEH C y4eTOoM
TpeOoBaHMil MO 0O6eCcTIeueHNI0 6€30TaCHOCTH

b5.1.30.01 Pa3paboTka 3aluimneHHbIX
ABTOMATHU3UPOBAHHBIX CHCTEM

3HaTh: OCHOBHBIE YIPO3bl 0€3011aCHOCTH
uHGOpPMAIIUN U MOJIEIN HApYLIUTENs B
ABTOMATHU3UPOBAHHBIX CHCTEMaX YMETh:

HCCJICI0BATh 3(1)(1)CKTI/IBHOCTL CO3J1aBACMbIX CPCIACTB




ABTOMATHU3AIMH, IPOBOJIUTH TEXHUKO-
SKOHOMHYECKOE 000CHOBAaHUE MPOEKTHBIX PELICHUM
Biiajiets: HaBbIKaMU aHAIM3a OCHOBHBIX Y3JI0B U
YCTPOICTB COBPEMEHHBIX aBTOMAaTH3UPOBAHHBIX
CUCTEM

b.1.22 Opranuzamnus 9BM u BEIYUCIUTETBHBIX
CHUCTEM

3HaTh: apXUTEKTYPY, IPUHIIMIIBI
(YHKIIMOHUPOBAHUS, 3JIEMEHTHYIO 06a3y
COBPEMEHHBIX KOMITbIOTEPOB, BHIYUCIUTEIBHBIX U
TEJIEKOMMYHUKAITHOHHBIX CUCTEM YMETh:
aHAJIM3UPOBATh NPOTrPaMMHBIE, apXUTEKTYPHO-
TEXHUYECKHE U CXEMOTEXHUYECCKUE PETICHHSI
KOMIIOHEHTOB aBTOMaTU3HPOBAHHBIX CUCTEM C
[EJIBIO BBISIBJICHHS TTOTEHIIMATIBHBIX YSI3BHMOCTEH
UH(POPMAITMOHHON 06€30acCHOCTH
AQBTOMAaTH3UPOBAHHBIX CHCTEM Bianers:
METOIMKAaMH OLICHKH ITOoKa3aTeslel KauecTna

b dextnBHOCTH DBM U BEIYUCIUTEIBHBIX CHCTEM

4. O0bém 1 BUABI YUeOHOH PadOTHI

OO6mmas Tpya10eMKOCTh TUCIHUILUIMHBI cocTaBiseT 5 3.e., 180 .

Pacnpenenenue
Bcero M0 ceMecTpaM B yacax
Bun yae6HO# paboThl
4acoB Howmep cemectpa
9
OO6mmas Tpy10EMKOCTh TUCIIUTUTHHBI 180 180
AyoumopHhvie 3auamusi: 80 80
Jlexuuu (JI) 32 32
[IpakTudeckue 3aHATUS, CCMHHAPHI U (FITH) IPYTHE BHJIBI
aynuTopHbIX 3aHsaTui (I13) 32 32
JlabGopatopusbie pabotsl (JIP) 16 16
Camocmosmenvras paboma (CPC) 100 100
Opranu3zanus nopasaeicHus 00eCIIeICHSI POMBIIIIIICHHON g g
knbepOezonacHocTu. [TomuTrka 6e3omacHoCTH
Tunosoe Bpenonocnoe 110 ACY TII 14 14
CoumanbHasi HTHXEHEpUs 8 8
Artaxu Ha nHTeekTyanbHbie ACY TII 8 8
O6wekT uccnenopanus — uuremwiekryanbias ACY TII 8 8
Beenenue 7 7
3ammTa U30JIMPOBAaHHBIX CETEH 8 8
OyuknuroHanbHast 6ezonacHocts ACY TIT 8 8
[Ipo6nema obecneuenus kubdepoezonacHoctu ACY TII 8 8
bezonacuocts cereit ACY TII 23 23
Bu uToroBoro KOHTpoJis (3a4eT, nud.3auet, SK3aMeH) - JK3aMeH

5. Coneprkanue TUCHMIIIMHBI

Ne
paznena

HanmenoBanue pa3aciioB JUCHUIIIIMHBL

O06beM ayTUTOPHBIX 3aHITHI
110 BUJAM B 4acax




Bcero J| 113 | JIP
1 |Bengenue 2 2 0 0
2 |OObekT uccnenoBanus — uHTewekryaiabHas ACY TII 6 41 2 0
3 dynknmonanbHas 6e3onacHocts ACY TII 6 2 4 0
4  [[IpoGnema obecneuenus kuodepoesomacHoctrn ACY TII 10 41 4 2
5  |Araku Ha uHTemekTyaibHble ACY TII 12 41 4 4
6 |besonacHocts ceteit ACY TII 12 41 4 4
7  [3amuTa U30JIMPOBAHHBIX CETEH 10 41 4 2
8  |CoumanbHas HHXEHEPUS 6 2 4 0
9  [Tunosoe BpenonocHoe 10 ACY TII 10 4 2 4
10 Opranuzanys noapasaeiaeHus odecnedeHns IPOMbIIUIEHHON 6 2| 4 0
knbepoe3zonacHocTu. [lomuTuka 6e3onacHocTr
5.1. Jlekuuu
Ne Ne Kox-
HaumeHnoBanue uinm KkpaTkoe coiepKaHue JEKIIMOHHOTO 3aHATHUS BO
neKuuujpasaena
4acoB
1 1 |9Bomonus ACY TII Texnonorun coBpeMeHHblx ACY TIIT 2
) ’ OCHOBHBIE OIpe/IesIeH s B 001aCTH MPOMBILIUIEHHON aBToMaTu3auuu. Mozaenb )
npombinuieHHOH cucteMbl 1o ®CTOK. Moaens npomsinuienHoi cuctembl PERA
Omnwucanne coBpemeHHbIXx ACY TII kak kubepduznueckux cucrem. Onrcanue
3 2 |coBpemennbix ACY TII kak oobekra KUU Tunosas apxurekrypa 2
uHTesekTyaabHo ACY TI1
dynkumonanbHas 6e3onacHocts B ACY TII. dyHkunonansHast u
4 3  |[mHpOpManuoHHas 6e30macHOCTh. X B3aMMOCBS3b U MpoTHBOpeure. /[epeBo 2
cOoeB U aTak. EnuHas Mozens.
HopwmatuBHble TokyMeHTbl Poccuiickoit ¢enepanuu B o61actu
kubepOezonacHocTu. 31 npukaz ®CTOK u npyrue nokymentsl denepaibHbIi
5 4  BaxoH 187 MexnyHaponHsle HopmaTuBHble T0KyMeHTHI. JJokymenTsl NERC CIP, 2
INIST IlonsATHE S1IETOHUPOBAHHOM 3aIUTHL. TPyIHOCTH NP BHEIPEHUHN
PIIEIOHUPOBAHHOM 3aIMTHI.
[Tpobnembl obecrieueHust 6e30MacCHOCTH COBPEMEHHBIX MPOMBIIIIEHHBIX CUCTEM.
ATaky Ha COBPEMEHHbIE POMBIIIIEHHBIE CUCTEMBI — O0IIIME TTOT0KEHHUS.
YA3BUMOCTU COBPEMEHHBIX IIPOMBIIIEHHBIX CUCTEMBI — IPUUUHBL. YCTpaHEHHE
6 4 ys13BuMocTeil. OOHOBIIEHHE MPOTPaAaMMHOTO 00€CIIeYeHNs] TPOMBIIIIEHHBIX CUCTEM. )
[TpoGnemMbl ycTpaHeHUs YA3BUMOCTEN U c1IOCOOBI X perieHns. OTINYUTeNbHbIE
0COOCHHOCTH U TTPOOIEMBI 00ECIIEUCHHS] METOJIOB 00ECIICUEHUS
K1OepOe30MacHOCTH MPOMBIIIIEHHBIX TPEANPHUATUN. YTpo3bl HHPOPMAITMOHHON
6e3onacHocT B ACY TII. O6bektsl 3ammtel ACY TII
7 5 Tunosast cxema BTOp>KE€HUS. ATaK/ Ha CETH IIPOMBIIIJIEHHBIX CUCTEM. )
CxaHupoBaHHEe ceTeBbIX cucTeM. CpecTBa CKAHUPOBAHUSI CETEBBIX CHCTEM.
CpencTBa aTaku CETEBBIX CUCTEM C MCMOJIb30BaHUEM ysa3BUMoOcTel. Hapymurenu.
8 5  [Tumossle araku Ha ACY TII. Ataku, cBS3aHHBIE C YTPO3aMu HH(POPMAIIHOHHOMN 2
6e3omacHocTu. Knbepduznueckue araku.
9 6  |O630p mpotoxkoioB ceteit ACY TII. I[Ipunnumber paboTsl 1 BOMPOCH 0€30MaCHOCTH | 2
10 6 OOHapyxeHue arak Ha mpoMblnuieHHble ceTu. CermenTtanus ceteit ACY TII. )
[ IpoMbIlIIIEHHBIE MEXKCETEBbIE IKpaHbl U IDS.
[TonsiTve «BO3AYIIHOTO 3a30pa». COCOOBI aTak Ha MPOMBIIIJICHHBIE CUCTEMBbI, HE
1 7  [NOAKIIOYEHHDIC K CETH WNurepner. [Ipeononenne «Bo3ymHoro 3azopay». CMeHHbIE )

HocuTen. IloauTHKa NCITOJb30BaHUI CMEHHBIX HOCHTENEH ATaka co CTOPOHBI

MOCTAaBIIMKOB M BHYTPCHHHUX HﬁpyanTGJICﬁ. MGTOI[BI 3aI0UTHI OT aTaK CO CTOPOHEIL




[MOCTABIIHUKOB U BHYTPEHHUX HAPYIIUTEIICH.

12

Yrpo3bl u 3amuTa 6ecrpoBoaHbIX koMMmyHuKalui B ceTssx ACY TII. Yaanenusrii
TOCTYII U €0 3aIlNTA.

13

DUIIUHT ¢ UCTIONIH30BAHUEM IIEKTPOHHOM TouThl. [Ipu3Haku dummHra.
HanpapnenHsiit ¢pumuHr. QUIIMHT C UCTIOIB30BaHUEM COLIMATIBHBIX CETEH.

14

Pa300p M3BECTHBIX MHIMICHTOB aTaK! MPOMBIIUIEHHBIX CHCTEM OCPEACTBOM
BpenoHocHoro [10.

15

Crieruanu3upoBaHHbIe CPeCTBA OOHAPYKEHHS U IPOTUBOACHCTBUS
BpeoHOCHOMY 1O BO BHYTpeHHEN CETH MTPOMBIIIIJIEHHBIX CUCTEM.

16

10

[Tonpaznenenne Ub ACY TII. OcobeHHOCTH Opranu3anuu padoThl. 3aaa4u
noapaszaeneHus kubepoesonacHoCTH. B3anMoseiicTBre ¢ IpyruMu CTpYKTypamMmu

5.2. llpakTHyecKue 3aHATHS, CEMHUHAPbI

Ne
3aHATHSA

Ne

paznena

HanmenoBanue umm KpaTKOC COACPIKAHUC MPAKTUYCCKOIO 3aHATHA, CCMUHApa

Koi-
BO
4acoB

2

Ananu3 cTpyktyp paznuunbix ACY TII

[\

Paccmotpenne Moneneit u pacuét prucKoB (PyHKITMOHAIBHON 0€30MaCHOCTH

AHanu3 mpooeM 3amuIEHHOCTH U BhIpaOOTKa TPeOOBaHMI K 3aITUTE TUITOBBIX
ACY TII

Monenb araku u Hapymutens ACY TII

Pa360p npotokonos ceteit ACY TII

[Tonxons! o uaTerpanuu B cetb ACY TII 3amMTHBIX pemeHuii

OO6cyxnenue npodiieMaTuky "BO3IyIIHOTO 3a30pa”

Ataku Ha OECIIPOBOJIHBIE CETU M CTIOCOOBI OpraHu3aluy 0€30MacHOro
yAaNEHHOTO JOCTyIa

PaccmoTpeHre moxoa0B pa3InyHbIX BUIOB COITMATFHON HHKEHEPUHU

HpOFpaMMBI MOBBIIICHUS OCBEJIOMJIEHHOCTH COTPYOAHUKOB

Sl o |[Na|u|s] w o |o|—

O[]0 9 N ([N|n|

0630p Tunosoro BpeaonocHoro 110 ACY TII

—_
[\

[a—
(=)

JlenoBas urpa no ¢popmupoanuto noapasznencaus b ACY TII

R(N(NIN] NN R] &

5.3. JlabopaTtopHbie padoThI

Ne
3aHATHA

Ne

paszzienal

HaumenoBanue nim kpaTkoe coaepkaHue J1adbopaTopHOil paboThI

Koi-
BO
4acoB

I/IsyquI/Ie JaMIIOB CETCBOI'O Tpaqml(a IIPOMBINIIJICHHBIX ITPOTOKOJIOB

OO6HapyXeHHe U UCCIETOBAHNE YSI3BUMOCTEH MPOMBIIIJICHHBIX YCTPOHCTB

CermeHTalus MIPOMBIILJICHHBIX CETEH

Hactpoiika IDS mi1g npoMBIIUIEHHON CETH

PacimpenHast HacTpoiika MpaBUJl CETEBON OE€30MaCHOCTH JIIsl OOHApyKEHUS
[[eJIeBBIX aTak

Hactpoiika cpencts obecriedenust b ypoBHs KOHEUHOTO y3I1a

N (N D [ RWIN -

O (O] 9 [ |n

HacTpolika cpecTB IIEHTPaJIu30BaHHOTO YIIPABJICHUS CPEICTBAMU O00eCIIeueHuUs
Wb B ACY TII

[NCT I \OT B (O R I NS R N NS N

5.4. CamocrosiTesqibHasi padoTa CTyIeHTA

Brimonuenune CPC

Bun paboThl 1 conep:kanue 3ajaHus | Crucok Jureparypsl (C yKazaHUEM Kon-Bo yacos




paszenos, 1iiaB, CTPAHUII)

[TonroroBka K J1abopaTopHBIM paboTam

1. TannenOaym O. C. KomnbloTepHbIe CETH.
4-e m3manue, Cn6: MznarensctBo "[lutep",
2006. ISBN 978-5-318-00492-6 2. Clint
Bodungen, Bryan Singer, Aaron Shbeeb,
Kyle Wilhoit, Stephen Hilt «Hacking
Exposed Industrial Control Systems: ICS
and SCADA Security Secrets & Solutionsy,
1st Edition, McGraw-Hill Education6 2016
3. Gordon Clarke, Deon Reynders «Practical
Modern SCADA Protocols: DNP3, 60870.5
and Related Systems»

34

HOI[FOTOBKa K IIPAaKTUICCKUM 3aHATHUAM

1. ®enepanbhas Ciayx0a no TexuHuueckoMmy
1 DkcrioptHoMy KoHTposnto npukas ot 14
mapta 2014 . N 31 «OO0 yTBepkaeHun
TpeOoBaHUI K 00€CTICUCHUIO 3a-IITUThHI
MH(pOPMALIMU B aBTOMAaTU3UPOBAaHHBIX
CUCTEMaXx YIpaBJICHUs IPOU3BO/I-
CTBEHHBIMU U TEXHOJIOTMYECKUMU
[polecCcaMy Ha KPUTHYECKH BaKHBIX OObEK-
Tax, HOTEHIIMAJIbHO ONACHBIX OOBEKTaX, a
TaKke 00bEeKTaX, IPEICTaBISIOMINX
MOBBILIECHHYIO OIIACHOCTD JJIs KU3HU U
3I0POBBS JIIOAEH U 11 OKpY-Karolen
pupoHou cpenp» 2. Onbra CuHeHko,
Hanexna Kynesuu, EBrennit Anipeen
«SCADA-cucremsl. Bamsag usnytpu»,
PTCodr, 2004

66

6. I/IHHOBaIII/IOHHLIe Oﬁpa3OBaTeJIbHLIe TEXHOJOI'UMA, UCITOJIB3YEMbBIC B y‘l@ﬁHOM

npoiecce

He npenycmoTtpenbt

CoOcTBEHHDBIE HHHOBAaIIlMOHHBIC CIocooObI 1 ME€TO0/Abl, UCITOJIB3YEMbBIC B

06p330BaTeHLHOM nmpomecce

He npenycmoTtpenbt

Hcnonp3oBanue PE3YyJIbTAaTOB HAYYHbIX HCCHCﬂOBaHHﬁ, ITPOBOAUMBIX YHUBCPCHUTCTOM, B

paMKax I[aHHOﬁ JUCHUIIIIMHBI: HCT

7. ®ona oueHouHbIX cpeacts (POC) ais1 npoBeAeHNs TEKYLIEro KOHTPOJIS
yCIIeBaeMOCTH, IPOMEKYTOYHOM aTTECTAMHU I10 UTOraM OCBOCHUS JUCHUIIIMHbBI

7.1. IllacnopTt ¢oHIa OLIEHOYHBIX CPEACTB

HaumenoBanue pasnenon Bun xouTpons (Bxmrouast | NeNe
KonTtponupyemast komnerenuus 3Y Hoi N N
JTUCITUATUTAHBI TEKYIIUN) 3aTaHUI
[ICK-3.3 criocoGHOCTBIO TPUMEHSTD
COBPEMEHHYI0 HOPMaTUBHYIO 0a3y,
Beenenue PETIAaMEHTUPYIOLIYIO IEATENBHOCTD | TecToBas mpoBepka 3HaHuii | 1-15

KPUTHYCCKU BaXKHBIX OOBEKTOB U
obecnieyeHre nHHOPMAITMOHHOH




0€30MaCHOCTH KPUTHUECKH BaXKHBIX
00BEKTOB U aBTOMATU3UPOBAHHBIX
CUCTEM KPUTHYECKU BAXKHBIX OOBEKTOB
I1CK-3.3 crtocoGHOCTBIO TPUMEHSTh
COBPEMEHHYI0 HOPMaTUBHYIO 0a3y,
€MIAMEHTUPYIOIIYIO 1eATEThHOCTh
OOBexT uccneaoBaHus — p PYIOIIYIO 2
KPUTHUYECKH BaXKHBIX OOBEKTOB H .
uHTeekTyainsHas ACY . TecTtoBas npoBepka 3HaHuii | 16-30
TI obecniedeHre HH(HOPMAITMOHHOMN
0€30MaCHOCTH KPUTUIECKH BAXKHBIX
00BEKTOB U aBTOMATHU3HPOBAHHBIX
CUCTEM KPUTHYECCKH BAXKHBIX OOBEKTOB
[TK-28 cnocoOHOCTHIO YTIPaBISATh
PyHKUKOHATLHAS uH(popMaIMoHHO# Oe3onacHoCThiO | TecToBas mpoBepka 3HaHuil | 31-45
6e3omacHocts ACY TII p . poBep
ABTOMAaTHU3HPOBAHHON CUCTEMBI
[TK-12 cnocoOHOCTHIO y4acTBOBaTh B
Ipobnema obecnederis MPOEKTUPOBAHUU CUCTEMBI YIIPABICHHUS
kubepoesonacuoctu ACY p p . yrp [Tpuém 3amanmii 46-60
T MH(POPMALIMOHHON 0€30MTaCHOCTHIO
aBTOMAaTU3UPOBAHHON CHCTEMBbI
ATtaku Ha [TK-28 crnocoOHOCTHIO YIIPaBIATh
uHTesuIeKTyansbHbie ACY | MHGOpPMalMOHHON 0€30MaCHOCTHIO [Ipuém 3ananunii 61-75
TII ABTOMATU3UPOBAHHON CUCTEMBI
[1K-12 cnocoOHOCTHIO y4acTBOBaTh B
besonacHocTs ceteit ACY |mpoeKTHPOBaHUM CUCTEMBI YIIPaBICHUS N .
o [Tpuém 3ananuii 76-90
TII MH(GOPMAIIMOHHOM 0€3011aCHOCTHIO
aBTOMATU3UPOBAHHON CHUCTEMBI
ITK-12 criocoGHOCTBIO Y4acTBOBAThH B
3amuTa U30JIMPOBAHHBIX |IPOEKTUPOBAHUH CUCTEMBbI YIIPABICHUS N .
P P p N yrb [Tpuém 3anannit 91-105
ceren MH(POPMALIMOHHON 6€30MaCHOCTHIO
ABTOMAaTHU3HPOBAHHON CUCTEMBI
[TK-28 crmocoOHOCTHIO YIIPABIIATH
ConmanpHas uHKeHepus | uHGOpPMaIMOHHON Oe30macHOCThI0 | TecToBast mpoBepka 3HaHui |106-120
ABTOMATU3HPOBAHHON CUCTEMBI
[1K-12 cnocoOHOCTBIO y4acTBOBaTh B
TumnoBoe BpeJOHOCHOE |[IPOEKTUPOBAHUU CUCTEMBI YIIPABICHHUS N .
pea P p N yip [Tpuém 3ananmit 121-135
10 ACY TII MH(POPMALIMOHHON 0€30MTaCHOCTHIO
aBTOMAaTU3HPOBAHHON CHCTEMBbI
Opraunuzanus
MIOJPA3AETICHUS
AApasit [TK-28 crnocoOHOCTBIO YIIPaBIATh
obecrieueHUs . .
. uHpOpMamoHHo! 6e30nmacHocThio | TectoBas mpoBepka 3HaHwmii |136-150
MIPOMBIIIUICHHON .
aBTOMATU3UPOBAHHON CHCTEMBbI
K1OepOe30macHOCTH.
[TonuTnka 6e30macHOCTH
I1K-28 criocoGHOCTBIO YIIPABIAT
Bce paznenbr uHpopmarmonHon 6ezonacHocteio | [IpomexxyTounsiii(Dk3amen)| 1-58
aBTOMATU3HPOBAHHON CHCTEMBbI

7.2. Buabl KOHTPOJIs1, IPOLEXYPhI NPOBeAeHNs], KPUTEPUH OlleHMBAHUSA

Bup xonTpons

[Tpouenypsl IpoBeCHUS 1
OLCHHUBAHUA

Kpurepnn onenuBanus

TecToBas nmpoBepka 3HaHUN

Tect

Otnuyno: [IpaBUIIbHOE BBITIONHEHUE HE
MmeHee 85% 3amanuii
Xoporo: [IpaBuiibHOE BBIOIHEHUE HE
Mmenee 65% 3amanuii




YnosnersopurenbHO: [IpaBunsHOE
BEIIOTHEHNE He MeHee 50% 3amannii
HeynosnersopureinbHo: [IpaBunbHOE
BEIMOTHEeHNE MeHee 50% 3amanmii

[Ipuém 3ananmii

3amuTa oT4ETOB 1a00PaTOPHBIX
pabot

Otnanuno: IlonHOE BEITTIOMHEHHNE U
[MOJIHBIE OTBETHI Ha JOII. BOIIPOCHI
Xopomio: [TonHOE BBITTOJIHEHUE U OTBETHI
Ha 4acTh JOIl. BOIPOCOB
YnosneTBoputenbHO: OMMOKH B
BBLITIOJITHEHUH M HEMOJIHBIE OTBETHI HA
3aIHUTE

HeynosnersoputensHo: He BeinonHenune
3a/IaHKE WIN CYIIECTBEHHBIC OITHOKHU B
OTBETE Ha JIOI. BOIPOCHI

[TpomesxyTounbIii(Dk3ameH)

K sx3ameny gomyckarorcs
CTYZICHTBI, BBITIOJTHUBILINE U
3alMTUBIINE BCE J1a0OpaTOpHBIE
paboThl. DK3aMeH MPOBOAUTCSA B
ycTHOU opme. Kaxmomy
CTYIIEHTY Bbl1aeTcs OMIIET, B
KOTOPOM IIPUCYTCTBYET JIBa
TeopeTudeckux Bompoca. [Ipu
HENPaBWJILHOM OTBETE CTY/IEHTY
MOTYT OBITH 3a/1aHbl YTOUHSIOIINE
WJIM HOBBIE BOIIPOCHI 110 TOM K€
Teme. Tema cunraercs
OCBOEHHOM, €CJIM CTYJEHT CMOT
orBeTUTH Ha 60% Bompoca ,
3a/IaHHOTO 110 TaHHOU TEME.

Ornnuno: CTyIeHT N0JKEH OTBETUTH Ha
6omnee 85% 3amaHHBIX BOMPOCOB,
HanOoJIee MOJIHO PACKPBITH COMEPKaHUE
MaTepuaia B 00beMe IporpaMMel
TUCIUILTAHBL, YETKO U MIPABHIIBHO J1aTh
HEOOXOAMMBIE ONPeIeNICHNs, TPUBECTH
T0Ka3aTeIbCTBA, TOKA3aTh HaBBIKU
[pelieHus CTaHJAPTHBIX 3a71a4 B 00J1acTH
3amuThl 0a3 JaHHBIX. OTBET NOJKEH
OBITH CAMOCTOSITEIILHBIN, TIPU OTBETE
MCTIONE30BaHbI TPUOOPETEHHBIC PaHee
SHAHUS.

Xopomo: CTyIeHT J0IKEeH OTBETUTh Ha
6omnee 75% 3agaHHBIX BOMPOCOB,
[PACKpBITh COJEpP)KaHUE MaTeprasa B
o0BbeMe TTporpaMMbl TUCIUIUIAHEI, B
OCHOBHOM IIPAaBHJIHO JaTh OCHOBHBIE
ompeneneHus U moHsaTus npeamera. [pu
OTBETE MOTYT OBITH JAOIMYIIEHBI
HETOYHOCTH, HAPYIICHUS
[OCJIE0BATEILHOCTH U3JI0KEHUS, a
TaK)K€ MOTYT OBITh HEOONbIIINE
HETOYHOCTH TP BBIBOJAX U
MCTIOJIb30BAaHUU TEPMHUHOB, TPAKTUYECKUE
HaBBIKM HETBEP/IBIE.
YnosneTBoputenbHO: CTyIEHT H0KEH
OTBETUTH Ha Oonee 60% 3agaHHBIX
BOITPOCOB, YCBOUTH OCHOBHOE
coJiep)KaHue MaTepuaia B o0beMe
[MporpaMMBbl TUCIUIUIUHEL. [Ipu oTBeTe
onpeeeHUs] U TIOHIATHS JaHbl HE YETKO,
TOTYIIEHBI OTUOKY B BHIBO/IAX,
MPaKTUYECKUE HABBIKH CTIa0bIE.
HeynosnerBoputenbHo: CTYIEHT OTBETHI
MeHee yeM Ha 59% 3aJaHHBIX BOIIPOCOB,
HE MOXKET MMOKa3aTh 3HAHUS HA YPOBHE
BOCIIPOU3BEJICHUS 1 00BSICHEHUS
H(pOpMaIM, HE MOXKET I0Ka3aTh
MHTEJUIEKTYaJIbHbIE HABBIKU PELICHUS
MMPOCTHIX 33]1a4, OCHOBHOE COJIep KaHNE
y4aeOHOTo Marepuana He packpbIiTo. [Ipu

OTBETE JOMYIIEHbI IPyOble OUTMOKH B




OTIpe/IeTICHUSX, HE IaHbI OTBETHI HA
TTOTIOJTHUTETBHBIE BOITPOCHI
[PEToIaBaTesl, OTCYTCTBYIOT HABBIKU
pEIICHUs CTaHAAPTHBIX 33139 B 00JIaCTH
3aIUThI 043 TaHHBIX.

7.3. TunoBble KOHTPOJIbHbIE 3aJaHUS

Bun xonTpoOs

Tunossie KOHTPOJIBHBIC 3aIaHU

TecToBas mpoBepka 3HaHUN

TecTupoBaHHe MO0 KypCy OCYLIECTBIIsIETCs Ha Tuiardopme
https://certification.kaspersky.com corracHO JTUIIEH3UOHHOMY COTJIAINICHUIO
Ha MaTepuabl Kypca ¢ AO "Jlaboparopus Kacnepckoro"

[Ipuém 3aanuit

OTt4yeT Kax a0 1a00paTOpHOM PaOdOTHI TOJDKEH COEPKATh CIICTYIOITNE
MaTepHabl:

Kpartkue TeopeTuieckre CBeICHHS

OcHOBHBIE 3Tanbl PadOTHI

BriBoabl

OTBeThI HAa KOHTPOJIbHBIE BOIPOCHI

OcHOBBI KHOEPOE30MaCHOCTH UHTEIIICKTYaJIbHBIX SHEPTOCHCTEM.
JlaGopatopHblii pakTUKyM.pdf

[IpoMexyTouHbIH(DK3aMeEH)

1.1. OBomonmsa ACY TII

1.2. Texnonoruu coppemeHHbIXx ACY TII

2.1. OCHOBHBIE OTIpe/IeNIeHUs B 001aCTH MPOMBILIIEHHON aBTOMaTHU3alINH.
2.2. Mogens npomsinieHHoM cuctemsl 1o @CTOK.

2.3. Monens npomsblieHHoN cuctemsl PERA

2.4. Onucanue copeMeHHbIX ACY TII kak kuOeppu3ndecKkux CUCTEM.
2.5. Onucanue coBpemenHbix ACY TII kak oovexta KU

2.6. Tunosas apxutektypa uHTeekryarsHon ACY TII

3.1. ®ynkuonansHas 6e3onacHocts B ACY TII.

3.2. ®yHKIIMOHANTBHAS ¥ HHPOPMAIMOHHAsE 0€30MacHOCTh. X B3aMMOCBSI3b
Y IIPOTHUBOPEYHE.

3.3. JlepeBo cOoeB u arak. ExunHas monens.

4.1. HopmaruBHble 1okyMeHTHI Poccuiickoii ¢enepannu B obmactu
kuoepOezonacHoctu. 31 npuka3z ®CTIK u apyrue 10KyMeHTbI

4.2. ®enepanbHblil 3ak0H 187

4.3. MexnyHapoansie HopMaTuBHbIe TOKYMEHTHI. JlokymeHnTsl NERC CIP,
INIST

4.4. IlonsTHE SIIETOHUPOBAHHON 3AIIUTHI.

4.5. TpynHOCTH ITpY BHEAPEHUH DILIETIOHUPOBAHHOM 3aIUTHI.

4.6. IIpoGnembl oOecrieueHns: 6€30MacHOCTH COBPEMEHHBIX MPOMBIIIIIEHHBIX
cucTeM. ATakl Ha COBPEMEHHbBIE TIPOMBIIUIEHHBIE CUCTEMBI — O0IIIHE
noJyioxkeHus. 4.7. YA3BUMOCTH COBPEMEHHBIX MPOMBIIITIEHHBIX CUCTEMBI —
[IPUUYMHBI.

4.8. Yerpanenue ya3umocteil. OOHOBJIEHHE MPOrPaMMHOTO 00ecTieueHUs
MPOMBIIIIEHHBIX cucTeM. [Ipobaembl ycTpaHeHHs yA3BUMOCTEH U cIOCcOOBI
WX PEIICHHUS.

4.9. OTnuuuTeNbHbIe 0COOEHHOCTH M MPOOIeMbI 00ecTieueHus] METO0B
oOecrieueHns kKOepOe30MacHOCTH MPOMBIIITIEHHBIX MPEANPUSATHA.

4.10. Yrpo3sr unpopmarmonnoit 6e3onacuoct B ACY TII. O0bekThI
samutel ACY TII

5.1. TunoBas cxeMa BTOPKEHUS.

5.2. Araku Ha CeTH NPOMBINIIEHHBIX cucTeM. CKaHUPOBaHUE CETEBBIX
cucteM. CpencTBa CKaHUPOBAHUS CETEBBIX CUCTEM.

5.3. CpenctBa aTaku CETEBBIX CUCTEM C UCIOJIB30BAaHUEM YS3BUMOCTEN.

5.4. Hapymmurenu. Tunossie araku Ha ACY TII. Ataku, cBsI3aHHBIE C




yrpozaMu HH(popMaIroHHo# 6ezonacnoctu. Kubepdusnueckne araku.

6.1. O630p nporokosoB cereit ACY TII. [Ipuanmmsl pabOTHI U BOIIPOCHI
0€301acHOCTH

6.2. O6HapyXeHHE aTaKk Ha MPOMBINIIeHHBIE ceTH. CermenTarus cereir ACY
TII. IIpomMblieHHBIE MEXCETEBBIE 3KpaHbl U [DS.

7.1. TlonsiTHe «BO3MYIIHOTO 3a30pa». CrocoObI aTak Ha MPOMBIITUICHHBIC
CUCTEMBI, HE MOAKIIOUEeHHbIE K ceTh VIHTepHeT.

7.2. Ilpeononenue «BO3AyIIHOTO 3a30pa». CMeHHbIe HocuTenu. [TomuTrka
MCII0JIb30BAaHUSI CMEHHBIX HOCUTENEH

7.3. ATaka co CTOPOHBI MOCTABIIMKOB U BHYTPEHHUX HapymuTenen. Metoasl
3aIUTHI OT aTaK CO CTOPOHBI MOCTABIIMKOB U BHYTPEHHUX HAPYIIUTEIICH.
7.4. Yrpo3sl u 3ammTa 6eCpoBOIHBIX KOMMyHUKanmid B ceTsix ACY TII.
7.5. YnaneHHbl JOCTYII U €r0 3allUTA.

8.1. OUIIMHT ¢ UCTIOIB30BaHUEM SJIEKTPOHHOU MOUTHI. [Ipu3Haku (ummHra.
HanpaBiieHHBIH (UIITUHT.

8.2. OUIIKHT C UCTIOJIB30BAHUEM COLUAIIBHBIX CETEH.

9.1. Pa360op U3BECTHBIX MHIIUJCHTOB aTaKW MPOMBIIUICHHBIX CUCTEM
rnocpeacTsoM BpenonocHoro [10.

9.2. Cnenanu3upoBaHHbIE CPEACTBA OOHAPYKEHHS U IIPOTUBOACHUCTBUS
BpeoHOCHOMY [1O BO BHyTpeHHEH CETH MTPOMBIIIIJIEHHBIX CUCTEM.

10. IToppaznenenne Ub ACY TII. OcobeHHocTr opranu3aiy padboThl.
3amaun noapasaesieHnst Knoepoe3onacHoCcTH. B3anMoneicTeue ¢ 1pyrumMu

CTPYKTypamu

8. YueOHO-MeTOAMYECKOE M HH(OPMAIIMOHHOE OOecTiedeHUue TUCIMIITIMHBI

IleuaTHasi y4eOHO-MeTOANYECKAS JOKYMEHTAIUS
@) OCHOBHAs TUumMepamypa:
He nipenycmorpena

0) OononHumMenbHaAsL IUMmepamypa:
He npenycmorpena

6) omedyecmeernHbvle U 3Clpy6€9fCHbl€ IHCYPHAJIbL NO Oucuunﬂune, umeroujuecs 6 oubruomexe:

2) MemoouuecKkue ykazanus 0us CImyO0eHmos no 0C80EHUI0 OUCYUNTUHDL.
1. bapunosB A.E. MeTonuueckue yka3aHus 110 JUCHHUIUINHE
"Kubepbe30nacHOCTh MHTEIIEKTYyaJIbHBIX aBTOMAaTU3UPOBAHHBIX CHCTEM
yIpaBJiIEHUs TEXHOJIOTMYECKUMU ITporeccamu’

U3 HUX: yueOHO-Memoouyeckoe obecneyerue camoCmosmenbHou pabomol
cmyoenma.

JJIEKTPOHHAsA Y4eOHO-MeTOAMYECKAs TOKYMEeHTaIlUsA

HoctynHocTh
HaumenoBanwue | (cets MHTEpHET /
Ne Bun HaumenoBanwue pa3zpaboTku pecypea s | JIOKaJIbHAL CeTb,
JTUTEepaTypbl AIIEKTPOHHON |aBTOPU30BAHHbIH /
dbopme CBOOOJTHEIH J10-
CTYII)
1 OcHoBHas Ceprees, A. H. OCHOBBI JTOKaJIbHBIX OnekTpoHHo-  |MIHTepHeT /
JTUTEpATypa KOMITBIOTEPHBIX CEeTeH : yueOHOoe mocodue anst  [onbnuoTeuHast  |[ABTOpH30BaHHBIN




By30B / A. H. CepreeB. — 3-e m3n., crep. —
Cankr-IletepOypr : Jlanp, 2021. — 184 c. —
ISBN 978-5-8114-6855-3. — TexkcT :
DIIEKTPOHHBIH // JIaHb : 2IeKTPOHHO-
oubmuoreunas cucrema. — URL:
https://e.lanbook.com/book/152651 (nara
obpamenust: 16.09.2021). — Pexum nocrymna:
1711 aBTOPU3. MOJIB30BaTEIICH.

cucreMa
N30aTeIbCTBA
Jlann

HHTerprpOBaHHBIE CHCTEMBI TIPOCKTUPOBAHHSI
u ynpasienus. SCADA : yuebHoe nocobue / X.
H. My3unos, O. H. Ky3sikos, C. A. XoxpuH [u
np.]. — Canxt-IletepOypr : Jlans, 2021. — 408

DIEKTPOHHO-
onoIMoTeyHas

b [ononautensHas [c. — [ISBN 978-5-8114-3265-3. — Tekcr : cHCTeMa WNuTtepner /
nmuTepaTypa DIIEKTPOHHBIN // JIaHb : 2EeKTPOHHO- A ATeNLC TR ABTOpPU30BaHHBIN
oubmuoreunas cucrema. — URL: JIaII[n,
https://e.lanbook.com/book/169310 (mara
obparmenus: 16.09.2021). — Pexxum nocrymna:
TUTSL aBTOPU3. TIOJIb30BaTENEH.
JanasH, JI. . ABTOMaTu3npoBaHHbBIE CUCTEMBI
YIIPABJICHUS TEXHOJOTUICCKUMHU TIPOIICCCaMHU :
yuebHoe nocobue / JI. I'. Jlanasn. — Ya : JNEeKTPOHHO-
VI'HTY, 2018. — 241 ¢. — ISBN 978-5-7831- |0ubnunoTeuHast
JlononHUTENBHAS . NuTepuer /
3 1676-6. — TekcT : anexkTpoHHbIH // JlaHb : cucrema .
nmuTepaTypa ABTOPU30BaHHBIN
PIIEKTPOHHO-O0MOMoTeuHas cuctema. — URL: |[u3marenscTBa
https://e.lanbook.com/book/166886 (narta Jlaun

obparmenusi: 16.09.2021). — Pexxum nocryna:

JUJIs1 aBTOPU3. MOJIb30BaTEIICH.

9. UudopManinoHHbIe TEXHOJIOTHH, HCIIOJIb3yeMble MPHU OCYIIeCTBIEHUN
00pa3oBaTeJIbHOTO Mpomecca

[lepedeHpb UCTIONB3YEMOIO TPOrPAMMHOTO OOECIICUEHMS:

Her

Hepequb HCIIOJIB3YEMBbBIX I/IH(bOpMaIII/IOHHBIX CIIpaBOYHBIX CUCTCM:

Her

10. MaTepl/IaJIbHO-TeXHI/I‘leCKOG obecreueHue AUCHHUIIINHBI

He nipenycmorpeno




