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1. llesu u 3212494 AU CIUILIHHBI

Lenb MUCHUIUIMHEI - U3yY€HUE TPUHLUIIOB o0ecnieueHus: HHPOPMAIIMOHHOM
0€30IacCHOCTH rOCyIapCTBa, MOAX0A0B K aHAIHU3Y yIrpo3 ero HHGOPMAIIMOHHOMI
UHPPACTPYKTYPHI K OCBOCHHUE TUCIUTUIMHAPHBIX KOMIETSHIIUN JJI PEeIICHUs 3aa4
3aIUThl ”HGOPMalUK B UHPOPMAMOHHBIX CUCTEMAX, a Takke (POPMHUPOBAHUE
(yHIaMEHTaJIbHBIX 3HAaHUHM B 0071aCTH HH(POPMALIMOHHOM 0€30MacHOCTHU. 3a/1a4un
JUCUUIUIMHBL: - cpopMUpOBaTh 0011Iee MpeicTaBieHue 00 nHGOPMAITMOHHON
0€30IacHOCTH KaK O COCTOSTHUH 3aIIUIIEHHOCTA HH(OPMAITMOHHOTO pecypca CIOKHOM
CUCTEMBI, IOHUMaHNE HEOOXOIUMOCTH CUCTEMHOI0 TIOJIX0/1a K MPAKTUYECKON peain3aiuu
TaKOTO COCTOSIHUS; - TIEpeIaTh 3HAHUS O TIOPSIKE OpraHU3aIii U MPAKTUYECKON
pean3aiuy TUMIOBBIX MEPOIPUSITHI MO 00ecTeueHrnI0 MHPOPMAITMOHHOM 0€301IaCHOCTH U
3amute nHopmaIuu; - copMUPOBATH HABBIKK aHANIN3a HH(POPMAITMOHHBIX PECYPCOB TI0
cleayomuM (pakTopaM: BaXKHOCTb, KOH(OUICHIINATBHOCTD, YSI3BUMOCTb.

Kparkoe cogepkanue TUCHUIIIIMHBI

3amuieHHOCTh HHHOPMAIIMOHHOMN CPE/Ibl OPTaHU3AIMU — OJTHO U3 OCHOBHBIX yCIIOBUMN
ee addexTuBHOrO PyHKIIMOHUPOBaHMs. KoMIiekc MmeponpusTuii o 00eCrieueHUIO
UH(OPMAIIMOHHON 6€30MacHOCTH HH(POPMAITMOHHOM CPebl JOKEH ObITh HEOTHEMIIEMOM
94aCThIO CUCTEMBI YIIPaBJICHUS JIFO00M opraHu3aiui. B HacTosee Bpemsi, IepcoHaIbHbIC
KOMIIBIOTEPHI (paboune CTaHIIMK ) MOJIb30BaTeNel, KaK MPaBUIIO, TOJIKJIFOYEHBI K
1o0anpHOI ceTh MIHTepHeT. 3HaHUS U YMEHHSI 10JIb30BaTeNIs 110 00ECIIEYEHUIO
uH(pOpMaIMOHHON 0€30MaCHOCTH NMEPCOHATBLHOTO KOMIIBIOTEPA, pa0OTAIOIIETO B
«arpeccCUBHON» CETEeBOU cpejie, CTAHOBATCS OJJTHUMH U3 CAMBIX BOCTPEOOBAHHBIX U
HEO0OXOAUMBIX. JlaHHas AUCIUIIMHA 00ECIIEYNBAET 3HAKOMCTBO CTYJEHTA C
TEOPETUYCCKUMHU OCHOBAMH KPUIITOTpa(uu, MHCTPYMEHTAIbLHBIMU CPEJICTBAMH U
CTaHJapTaMH, MOJJIEPKUBAIOIIMMU pa3pabOTKy KpUNTorpaguueckoro odecrneyeHus
UH(OPMAIIMOHHBIX CUCTEM, TPAKTUYECKUMU MPUEMaMH 3aIUThl paO0YMX CTAHIIUN U
CEpBEpPOB

2. Komnerenuum o0y4yaromerocsi, (popMupyemMblie B pe3yJibTare 0CBOCHHA
AUCHUNIMHBI

[TnaampyemMble pe3yabTaThl OCBOCHUS [Tnanupyemblie pe3yabTaThl
OIT BO (kommieTeHIIun) 00ydYeHHUS 110 AUCITUTUTHHE

3HaeT: 3HaHUE COBPEMEHHBIX 3aKOHOB, CTAHIAPTOB,

METOZIOB U TEXHOJIOTHUH B OOJIACTH 3AIIUTHI

nH(pOpMaITIu.

YMeer: cnonp30BaTh COBPEMEHHBIE IPOTPAMMHO-

[TIK-2 CniocoGen pa3pabarbiBaTh M aIaliTUPOBATh |[alapaTHBIE CPECTBA 3aUTH HHPOPMAIIUH.
MPUKIIATHOE MPOTPAMMHOE 00eCIIeueHre HaxonuTh NOTEHIIMAIBHBIE YI3BUMOCTH B KOZIE

MPUIIOKEHHI.

Mmeer npakTudyeckuil onbIT: Biianenus

COBPEMEHHBIMH METOJJaMH U CPEeICTBAMU

oOecreueHns 3auThl HH(HOPMAITUH.

I1K-4 Crioco6en pa3pabarsiBath 6a3bl gaHHbIX MIC c|{3naeT: [IpuHImnbI 6€300aCHOTO MPOSKTUPOBAHUS

y4eToM TpeOoBaHMil HHPOPMAITMOHHOM 0a3bl JTaHHBIX THHOPMAIIMOHHBIX CUCTEM.
0e30MMacHOCTH, OCYIIECTBIATH BeeHue 06a3pl  [YMeeT: OO0CHOBBIBATH IKOHOMUYECKYIO
JIAHHBIX U TTOIJEPIKKY HHPOPMAITMOHHOTO OTIPaBIaHHOCTh HHPOPMAITMOHHOM 3aAITUTHI.

o0OecIieueHUs PEUICHU ITPUKJIAOHBLIX 3a1a4. Meet HpaKTI/I‘-ICCKI/Iﬁ OIIBIT! OI_ICHKI/I




3alIUIIEHHOCTH 0a3bl JaHHBIX HH()OPMAIIHOHHBIX

CHCTCM.

3. Mecro nucuuninubl B ctpykrype OII BO

[lepedens mpeAnIeCTBYIOMUX TUCIIATUIHH,
BUJIOB paboT yueOHOro MiaHa

[TepeueHb MOCIEMYIONIMX AUCITATLINH,
BUJIOB paboT

1.®.09 BricokoypoBHEBBIE METOABI HH(DOPMATUKHU U
[MPOrpaMMHUPOBAHUS

1.®.23 [IpakTrky™m 1o BUy MpodheCCHOHAIBHON
NesATeTbHOCTH

Tpe6OBaHI/I$I K «BXOIHBIM» 3HAHUAM, YMCHUAM, HABbIKAM CTYIACHTA, HGO6XOI[I/IMI)IM
IIp1 OCBOCHHUHU I[aHHOI\/JI JAUCHUITIINHBI 1 HpI/IO6peTeHHLIM B PC3YyJIbTAaTC OCBOCHUA

NpCAMICCTBYIOINUX JUCIHUIIINH:

Jucrumimaa

TpeboBanus

1.®.09 BricokoypoBHEBbBIE METOII UHPOPMATHKU U
[IpOrpaMMHUPOBAHUS

3HaeT: OCHOBHBIC MOHATHS PEISIIMOHHBIX 0a3
naHHbBIX., CIIOCOOBI TECTHPOBAHMSI POTPAMMHOTO
obecnieuenus., CriocoObl ¥ MPUEMBI
[IPOrPaMMUPOBAHUS IIPUIIOKEHUN. SI3bIKU
nporpammupoBanust C++ u C#. Ymeer:
Ocy1iecTBasITh BeJleHue 0a3bl JaHHBIX, UCTIONB3Ys
BO3MOYKHOCTH COBPEMEHHBIX S3BIKOB
porpaMMupoBaHus., TecTUpOBaTh KOMIIOHEHTHI
nporpammuoro ooecnedenust IC., PazpabareiBats 1
aanTUPOBATh MPUKIATHOE POTPAMMHOE
obecnieuenue. Mimeet npaktuyeckuit onbIT: PaboTsl
C pa3NUYHBIMU CUCTEMaMH yIpaBIeHUs Oazamu
MaHHBIX, B yacTHOCTH, MS Access 1 MS SQL
Server., Ucnonb3oBaHust pa3auyHbIX OTIaJ0YHBIX
CPEICTB AJIsl TECTUPOBAHUS IPOTPAMMHOTO
oOecnieyeHus., MIcroap30BaHusl HHTETPUPOBAHHOM
cpelbl pa3paboTKu MPOTrPpaMMHBIX MPOTYKTOB

Microsoft Visual Studio.

4. O0béM 1 BUABI YUeOHOI1 padoThI

OO6m1as TpyA0€MKOCTh JUCHUIUIMHBI cocTaBiseT 3 3.e., 108 4., 54,25 4.

KOHTAKTHOU paboThI

Pacnpenenenue
. Bcero 10 ceMecTpaM B yacax
Buy yuebHo# paboTh
4acoB Homep cemectpa
7
OO6m1ast Tpy10EMKOCTh AUCIIUTUIMHBI 108 108
AyOoumopHhvie 3auamusi: 48 48
Jlexuunu (JI) 32 32
[IpakTudeckue 3aHATUS, CEMHUHAPHI U (WIIN) IPYTHE BUJIBI
. 16 16
ayuTopHbIX 3aHsaTHi (I13)
Jlabopatopusbie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 53,75 53,75
[ToaroroBka k 3a4ety 15 15




Pabora B nmuchMeHHOM (hopMe ¢ yCTHBIM JOKIIaI0M 18 18

CoBmecTHas paboTa, OpraHu3aIus B3auMOICHCTBHS KOMaH/IbI 2075 2075
Ha OCHOBE BHEIIHUX PEIICHUN ’ ’
KoHcynpranyy u npoMeKyTo4Hast aTTeCcTalus 6,25 6,25
Bu koHTpOIIs (3a4eT, nud.3a4eT, SK3aMeH ) - 3a4eT

5. CoaeprkaHue TUCHMILIMHBI

Ne

pas3aciia

HaumeHnoBanue pa3zaenoB JUCHHUILUIMHBI

O0BeM ayIuTOpHBIX
3aHATHH 110 BUIAM B acax

Bcero JI | II3

JIP

1

WudopmanmonHas 6€30MacHOCTb U YPOBHU €€ 00eCTICUCHHSI. 2

0

0

0

2
Kpunrorpadudeckue crnocoOs! 3amuUThl HHPOPMAITIH 6 41 2
AHTUBUpPYCHAs 3alIUTa 4 2

2

0

WudopmarimonHas 6e30MacHOCTh BEIYUCIUTEIbHBIX CETEH.
OnHOpaHTOBBIE CETH, TOCTPOCHHE, 0€30MMaCHOCTh, HACTPOITKa 14 10| 4
MapIIpyTU3aLNUN

JloMeHHbIE CETH. TOCTPOEHUE, AIMUHUCTPUPOBAHHE 10 6 4

Cucremsl 1ocTyMa, (haepBOIIBI, MAPIIPYTH3AIUS 12 8 4

5.1. Jlekuumn

No
NeKIMn

Ne
paznerna

HanmenoBanue unmn KpaTKOC COACPIKAHUC JICKIIUMOHHOT'O 3aHATHA

Koi-
BO
qacoB

OcHOBHBIE IOHATHS WHPOPMAITMOHHOM Oe3onacHocTh. Kinaccudukamus yrpos.
Knaccudukanus cpeacTB 3auThl HHPOpMauu. MeToIbl U CpecTBa
OpraHU3aIMOHHO-TIPABOBOH 3aIIUTHl HHPOpMaI. MeTobl U CpeaCcTBa
WH)XEHEPHO-TEXHUYECKOU 3aluThl. [[porpamMmMHbIe U porpaMMHO-annapaTHbie
METOJIBI U CPEZICTBA oOecrieueHus] HH(OPMAIIMOHHOM 0e301MacHOCTH

BBeneHue B OCHOBBI COBPEMEHHBIX ITU(PPOB C CAMMETPUYHBIM KITFOUOM.
MonynpHas apudmerrka. CpaBHEHUS U MaTPHIIBL. TpaguiimoHHbIe TUGPHI C
CUMMETPHYHBIM KIII04oM. AnreOpandeckue cTpyKTypbl. [Toss.
YcopepieHcTBOBaHHBIN cTanaapt mudposanus (AES — Advanced Encryption
Standard). ITpocteie uncna. KBagparnunoe cpaBuenue. Kpunrorpapuieckas
cucrtema RSA. Kpunrocuctemsl. [Ipocteie kpuntocuctemsl. [llndposanue
METOZIOM 3aMeHBI (TTOJICTaHOBKM). OnHOAN(paBUTHAS MOJACTAHOBKA.
MHuoroandaBUTHasE OMHOKOHTYpPHAs OOBIKHOBEHHAs TIOJICTAHOBKA. TaOIHIIbI
Bxunepa. MHoroangaBuTHas OTHOKOHTYpHAst MOHO(OHHYECKAsI MTOICTAHOBKA.
MHuoroasndaBuTHas MHOTOKOHTYpHas nojctaHoBka. llludposanne metogom
nepectaHoBkU. [Ipocras nepecranoBka. [lepecTanoBka, yCia0KHEHHAs 110
tabnuie. [lepecranoBka, yciaoxkHeHHas mo Mapiipytam. [lludposanue metogom
rammupoBanus. [lludpoBanue ¢ MOMOIIBIO AHATUTUIECKUX MPEOOPA30BAHU.
KomOuanpoBanHbie MeTob! muppoBanust. Ctannaptsl mudpoBanus. CtaHaapt
mmdposanus naHHbx Data Encryption Standard. Pexxumer paGoTer anropurma
DES. Anroputm mudpoBanus nanabix IDEA. O6mas cxema anropurma IDEA

OO0rre MOHATHS AHTUBUPYCHOM 3aIuThI. Ys3BUMocTU. Kiaccudukanus
BPEIOHOCHBIX MporpaMm. [Ipu3Haku mpuUCyTCTBUS HA KOMIIbIOTEPE BPEIOHOCHBIX
mporpamMM. MeTobl 3aUTH OT BPEAOHOCHBIX MporpaMM. OCHOBBI PabOTHI
AQHTUBHUPYCHBIX porpamMm: CUTHATYPHBIN U SBPUCTUYECKUIN aHAIH3.
TectupoBanue pabotel anTuBUpyca. Kimaccudukamnus aHTUBUPYCOB. Pexxumbl
paboThl aHTUBUPYCOB. AHTUBUPYCHBIE KOMIUIEKCHI

5-7

33.H_II/IT3. I/IHCI)OpMaI_[I/II/I B JIOKaJIbHBIX CeTIX. OCHOBBI IIOCTPOCHUA JIOKaJIbHOM




KOMIIBIOTEPHOI CeTH. YPOBHU aHTUBUPYCHOH 3aIIUTHI. YPOBEHbB 3aIIUTHI pab0UnX
CTAHI[UH U CETEBBIX CEPBEPOB. YPOBEHD 3ALIUTHI TOUTHI. YPOBEHD 3aIIUTHI
HUTH030B. L[eHTpain30BaHHOE YIIPABICHUE aHTUBUPYCHOM 3auToM. JIornueckas
ceTb. CxemMa cOopa CTaTUCTUKH B CHCTEME aHTUBHUPYCHOM 3aIlIUTHI. YIIpaBiIeHNE
KJTIFOYaMH IHQPOBaHUs U 0e30MacHOCTh CeTH. LlenocTHOCTh coo0IIeHNs U
YCTaHOBJICHUE TIOUTMHHOCTH coobmenus. Kpunrorpadudaeckue xami-QyHKIMA.
MapmpyTtu3zaius B cetsix Ha ocHoBe TCP/IP

8-9

Lludposast moanuch. YCTaHOBJICHUE MOUTMHHOCTA 00bEKTa. YIIpaBieHHE
kirouaMu. bezonacHocTs Ha npukiagaoMm ypoBHae: PGP u S/MIME. be3onacHocTh
Ha TpaHcriopTHOM ypoBHe: SSL u TLS. be3onacHocTs Ha ceTeBoM ypoBHe: [P
SEC. Bpanamayspsl. Onipeenienne TUIoB Opanamay3poB. Pa3paboTka
KOH(UTYpaluy MexceTeBoro ’kpana. [loctpoerne Habopa nMpaBul MEKCETEBOTO
hkpaHa. Cuctema obHapyxeHus: Bropxkeruit (IDS). Y3noseie IDS. Ananuzatopst
YKypHaJoB. J[aT4MKy NpU3HAKOB. AHAIN3aTOPbl CUCTEMHBIX BBI30BOB.
AHaIU3aTOPHI MOBEACHUS MPIIIOKeHUH. KOHTpOosuIeps! enocTHoCTH (Haitiios.
Ceresble IDS. Ycranoska IDS. Onpenenenue neneit npumenenus IDS.
Ynpasnenue IDS

10-12

JlomeHHas1 opraHu3anus ceTen

13-14

CucreMbl 00ecrieyeHHs] CEpBUCOB, CEPBEPHI JOCTYyIA, CEPBEPHI PUTIOKEHUH,
TOMEHHasl OpraHu3alys Mpas M0JIb30BaTenen

15-16

PoyTtepsl, 000pyI0BaHKEe IPeOCTaBIeHUs AocTyna. UHCTpyMEHTHI yripaBieHUs

[paBaMu IOJIb30BaTEIIEH B JOMEHHOM CTPYKType

5.2. llpakTyeckue 3aHATHS, CEMHUHAPbI

Ne
SAHATHUA

Ne

pasnenal

HanmenoBanwne nimm KpaTKOC COACPIKAHUC MPAKTUICCKOIO 3aHATHA, CCMUHApa

Koi-
BO
qacoB

HacTtpoiika u npoBepka 3amuieHHocTH Internet kommyHnukanuid. Mcnonp3oBanue
1 3aIllUTa MOYTOBBIX MPOTOKOJIOB. Mcnonb3oBanue PGP u GPG nns obecnieuenus
KOH(HUICHIIMATHHOCTH IIEKTPOHHOM MOUTHI U MG poBaHus GHaiios.
Vcnonb3oBanue PKI (MHGpacTpyKTypbl OTKPBITHIX KIFOUEH) IS 3aIIUTHI
HIIEKTPOHHOM MOYTHI U Web-KOMMYHHUKaIUN

KommbrorepHsie BUpychl 1 nHGOpMaImonHas 6e3onacHocTh; Kinaccudukanus
KOMITBIOTEPHBIX BUPYCOB. Buabl "BupyconogoOHbIX" mporpamm; Y THINTHI
CKPBITOTO aJMUHUCTpUPOBaHUsL. OCOOEHHOCTH PabOThl AaHTUBUPYCHBIX ITPOrpamm;
Knaccudukaius aHTUBUPYCHBIX porpamm; [IpaBuiia 3aimThl 0T KOMIIBIOTEPHBIX
BrpycoB. OOHapykeHHe 3arpy304HOro Bupyca; OGHapyx eHue 3arpy304HOro
BHpYCa.

Kon¢urypuposanue VirtualBox, pacrpenenenue cTyieHTOB Ha paboyue rpymniibl

Hactpoiika OTHOPaHIOBBIX CETEU

YcranoBka cepepHoit OC, HacTpoiika KOHTpOJUIepa IOMEHA

(O, RV, N SN RN

BxiroueHue B JOMEH cepBEpOB M pabOUnX CTAHITUN

NN

HacTtpoiika 6paniMayepoB U (aepBoJIOB B TECTOBOM AoMeHe. HacTpolika cuctemsl
NOCTyTIa K BHEITHUM JUIs TECTOBOM ceTH cepBucaM. KoHTpois Tpaduka,
OTpaHUYEHHUE TOCTyNA NOJb30BATEIEH BHYTPEHHEN CETH

5.3. JIaboparopHbie padoThI

He mpenycmoTtpennt

5.4. CamocrosiTesqibHAast padoTa CTyIeHTa




Brimonuenune CPC

Moz CPC Criucok nureparypsl (C ykazaHUEM pa3/esioB, TJIaB, CTPAHHUII) / Cemecrp K};)(J)l-
CCBIJIKA Ha pecypc
qacoB
Hecrtepos, C. A. OcHOBBI HHPOPMAIIMOHHOW O€30MMaCHOCTH :
yueOHuK 11 By3oB / C. A. HectepoB. — Cankr-IletepOypr :
Jlanb, 2021. — 324 c.; Ilerpenko, B. 1. 3amura nepcoHanbHbIX
NTAaHHBIX B MH()OPMAIIMOHHBIX ccTeMax. [IpakTukyM : yueOHOe
noco6ue 11 By30B / B. U. [lerpenko, Y. B. Manapuna. — 3-e
u3n., crep. — Cankr-IlerepOypr : Jlans, 2021. — 108 c. ;
Hoxrotosia K 3atety Huxudopos, C. H. MeTo/s!l 3a11UThl HHPOPMALUH. / 15
[udposanue nanusbix : yuedbHoe nocodue / C. H. Hukudopos.
— 2-e u3n., crep. — Cankr-IletepOypr : Jlans, 2019. — 160 c. ;
[Ipoxoposa, O. B. UnpopmanmonHas 6€30mMacHOCTh U 3allUTa
uHpopmarn : yueobnuk / O. B. IlpoxopoBa. — 2-e u3f., ucmnp.
— Cankr-IlerepOypr : Jlans, 2020. — 124 c.
g}iiﬁ:f;i;ﬁﬁmmn https://www.youtube.com/c/NETVNS&2 7 13
https://www.youtube.com/playlist?list=PLF27492BD5FCA29C0
JTOKJIaJIOM
CoBmecTHas paboTa,
OpraHu3aIus
B3aNMOICHCTBHS https://docs.google.com/ 7 120,75
KOMaH/Ibl HA OCHOBE
BHEIIHUX PEILICHUN

6. DOoHJ OLIEHOYHBIX CPE€ACTB IAJId IMPOBCJACHUA TCKYIIECIro KOHTPOJIA YCIIEBACMOCTH,
HpOMe)ICYTO‘IHOﬁ arrecranmun

KonTposnb kauecTBa 0CBOSHMsI 00pa30BaTEIbHOM MPOrPaMMBbI OCYIIECTBIISIETCS B
cootBeTcTBUH ¢ [losioskeHrEM 0 OaNITbHO-PEHTHHIOBOM CUCTEME OIIEHUBAHUS PE3YJIBTaTOB
y4eOHOM IEeSITEIIHHOCTH 00yYarOIIUXCSI.

6.1. KonTpoabubie meponpusitusa (KM)

Ne | Ce- Bun
KM |mectp| KOHTpoOss

HasBaunue
KOHTPOJIBHOTO
MEPOILPUATHUSA

Bec

Makc.
Oamt

HOpSI)IOK Ha4YKUCJICHUs 0alJIoB

Yuu-
TBIBA

ercs
B [IA

Texymui
KOHTPOJIb

YcranoBka
OJTHOPAHTOBOM
ceTu

[pymnma aeiauTcs Ha MUHU TPYTIIHI 110 2
yesoBeka. Kaxaon moarpyIie BeIAaeTCs
WHIMBUIYyaJIbHOC 3aJJaHKE, CBSI3aHHOE C
CO3JaHUEM BI/IpTyaJ'IBHOI\/JI MalIuHbI U
OIHOPaHTOBOM ceTu. [Ipu orleHUBaHUM
PEe3yJIbTaTOB pabOTHI UCTIONIB3YETCs 0aTHHO-
PCUTHHTOBAsI CUCTEMA OICHUBAHUS
PE3yJIbTaTOB yUeOHOH NesTeTbHOCTH
oOy4aronuxcst (yTBepKICHa PUKA30M
pektopa ot 24.05.2019 . Ne 179). 5 6annos
BBICTABJISICTCS €CJIM CTYJICHT JEMOHCTPUPYET
MPaBUIHHO CO3IAHHYIO OTHOPAHTOBYIO CETh,
MPOBEICHO NMPAaBUIBHOE KOHPHUTYPUPOBAHUE
BUPTYAJbHBIX MAalllH, IMTPAaBUJIbHO U Y€TKO

OTBCYACT HAa BOIIPOCHI 11O pa60Te, IIOHUMACT 1

3a4CT




pa3zbupaercs B TepMuHax; 4 6amia
BBICTABIISICTCS €CITU CTYJCHT IEMOHCTPHPYET
MPaBUIBHO CO3aHHYIO OTHOPAHTOBYIO CETh,
BUpTyaJIbHas MalllHA CKOH(UTYpUpPOBaHa ¢
omrOKaMu, MOHUMAET U pa3OupaeTcs B
TEepPMHHAX, OTBEYAET Ha BOIPOCHI
[pernoaBarelis ¢ yTouHeHueM; 3 6aia
BBICTABIISICTCS €CITU CTYJCHT IEMOHCTPHPYET
CO3JJaHHYIO OIHOPAHTOBYIO CETh U
BUPTYaAJIbHYIO MaIINHY, HO €CTh 3aMeYaHne
10 TIPOJIIaHHON paboTe, MPABUIBHO U YETKO
OTBEYaeT Ha BONPOCHI, IOHUMAET U
pa3zbupaercs B TepMUHaX; 2 O6amia
BBICTABIISICTCS €CITU CTYJCHT IEMOHCTPHPYET
CO3JJaHHYIO OIHOPAHTOBYIO CE€Th, HO €CThb
3aMeyaHue 1o MpoJeslaHHON padorTe,
BUpTyaJbHAs MallliHa CKOH(UTYpHUPOBaHa ¢
3aMEYaHUsIMH, Ha BOIIPOCHI OTBEYACT C
yTouHeHHEeM; | Gasi1 BHICTABISETCS €CIH
CTY/ICHT CO3/1aJl OTHOPAHTOBYIO CETh C
rpyOBIMU OIIMOKaMH, BUPTYyaibHas MalllnHa
CKOH(UTYpUpOBaHa ¢ 3aMEYaHUSIMH, HA
BOIIPOCHI MPETIOIaBaTEeNsl OTBEYAET C
3ameyaHusiMu; 0 6aJUTOB BBICTABIISETCS €CITU
CTYICHT HE IEMOHCTPUPYET OHOPAHTOBYIO
CeTh, BUPTyaJIbHAs MAIIMHA
CKOH(UTYpUPOBaHA HEBEPHO MIIM HE MOXKET
OTBETUTH Ha BONIPOCHI MPETOIaBaTEIs.

Texymui
KOHTPOJIb

YcraHoBKa
BUPTYaJIbHOU
MAaIlWHBbI 15

CcTeHaa

[ pymma nenurcs Ha MUHU TPYNIBI 110 2
yenoBeka. Kaxxjoi moarpymnmne BelgaeTcs
WHIMBUAYyaIBHOE 3a/IJaHKE, CBSI3aHHOE C
CO3JJaHMEM BUPTYaJIbHOM MamuHbl. [Ipu
OLICHUBAHUU PE3yJIBTATOB PAOOTHI
MCTIONIb3yeTcs OaIbHO-PEHTHHTOBAS
crcTeMa OIICHUBAaHUS PE3yJIBTaTOB YIeOHOM
NesITeTIbHOCTH 00yyatomuxcs (yTBepxKaeHa
npuka3zoM pextopa oT 24.05.2019 r. Ne 179).
5 6anIoB BBICTABIIAETCS €CIIU CTYACHT
IEMOHCTPUPYET MPABUIHHO CO3aHHYIO CETh
BUPTYaJbHBIX MAIlIUH, IPOBEIEHO
MpaBIIbHOE KOHPHUTYPHUPOBAHNE
BUPTYaJbHBIX MAIlIMH, IPABUIBHO U YETKO
OTBEUAET Ha BOIIPOCHI IO PadOTe, MOHUMAET U
pa3bupaercs B TepMHHaX; 4 Oanna
BBICTABIISICTCS €CJIH CTYJICHT JEMOHCTPHPYET
KOH(UTYPALUIO BUPTYAIbHBIX MAIIHH C
OImUOKaMH, HO TIPH 3aIUTE C TTOMOIIIBIO
[pero/iaBaTelis UCTIPABIIAET UX, TOHUMAET U
pazOupaeTcs B TEpMUHAX, OTBEYACT HA
BOTIPOCHI NPENOIaBaTeNsl ¢ yTOUHEHHEM; 3
0asuta BBICTABIISIETCS €CIIU CTYACHT
TEMOHCTPUPYET CO3/JaHHbIE BUPTYaJIbHbIE
MAaIIWHBI C OIIMOKAMH, TIPABMIIBHO U YE€TKO
OTBEUYAET Ha BOIIPOCHI, IOHUMAET U
pazOupaercs B TepMUHax; 2 6amia

BLICTABJISAACTCA €CJIM CTYACHT ICMOHCTPUPYCT

3a4CT




CO3Z[aHHLIy10 CCTh BI/IpTyaHBHBIX MalllH C
OIMMUOKAMH | TPH 3aIIUTE HE BCE ONTUOKHU
MOKET HCIIPABUTh, HA BOIPOCKHI OTBEUYAET C
yTOUHEHHEM; | 0ajuT BEICTABIIAECTCS €CITU
CTYI[CHT CcO31aJ1 CETh BI/IpTyaHLHBIX MalllniH C
rpyOBIMU OIIIOKaMU, Ha BOTIPOCHI
MPEToIaBaTelisi OTBeYaeT ¢ 3amedanusimu; 0
0aJIJIOB BBICTABIISIETCS €CITH CTYJCHT HE
IEMOHCTPUPYET BUPTYaIbHYIO MAlIUHY WU
HE MOXET OTBETHTh Ha BOIPOCHI
[PETO/1aBaTENs.

Texymui
KOHTPOJIb

3amura qoKjiana

/1711 TOITOTOBKH K JIOKJIaay CTyJAeHTaM
BBIAFOTCSI TEMBI JUJISI CAMOCTOSITEITHHOTO
n3ydeHus. Jlokmaa mo reMe roTOBUTCS
VHIUBUYaJIbHO. 3aluTa J0K1aaa
COTIPOBOXKIAETCS IPE3EHTAINEH, OTBETaAMH
Ha BONPOCHL. [Ipn OlleHNBaHWY pe3yJIbTaTOB
MEPOIPHUTHSI UCIIONB3yeTCs OaIbHO-
PEHTHHTOBAs CHCTEMa OICHUBAHUS
pE3yIBTaTOB YUEOHOU NeSTEIEHOCTH
oOyuarommxcst (yTBepKaeHa TPUKA30M
pekropa ot 24.05.2019 . Ne 179) Ilokazarenu
OIICHUBaHUS:

- coneprkanue: 2 0anna — coaep:KaHue
MOJTHOCTHIO COOTBETCTBYET TEME JIOKJIaa,
TeMa PacKphITa MOJHOCTHIO; 1 Gamm —
cojiepKaHUe JTOKJIa/1a He TIOJTHOCTHIO
COOTBETCTBYET T€ME W/WJIH PACKPBITHI HE BCE
acTieKThI TeMbI;, 0 0aJTOB — coepikaHue
TOKJIa/la HE COOTBETCTBYET TEME. -

- ohopmitennme: 2 OGaia — mpe3eHTaus
odopmiieHa B COOTBETCTBUH C BBIJIAHHBIM
3amanneM; 1 6amn — B Ipe3eHTaInH
BBISIBIICHBI HET0YeThl; () 0aIOB — CTY/IEHT
HEBEPHO O(POPMUIT MPE3EHTAIIUIO WU HE
BBITIOTHI 3a]JaHHE.

- CPOYHOCTB: 2 Oajuta — JTOKJIa]T 3alUIICH B
HA3HAYCHHBIN cpok; 1 Gamm — qokiaz
3aIUIICH Ha CIICAYIOMIEM 3aHATHH WIIH
KOHCYJBTAIIUU, TIOCIIE Ha3HAUYEHHOTO cpoka;
0aJII0B — JIOKJIa/T 3alIUIICH MO3HEEe, YeM Ha
CJIEYIOIIEM 3aHATUN WIH KOHCYIBTAIIHUH.

3a4CT

ITpome-
KyTOUHAas
arTecTanus

3auer

15

3adeT MpoBOAUTCS B YCTHOH (popme.
Kaxxnomy cTyneHTy BblgaeTcst Omier ¢ 3
BOIIpOCaMu. Bpemst Ha MOArOTOBKY
orBouTcs 30 MUHYT. 32 KaXKIbIi BOIIPOC
BbICTaBJIsIeTCs Oayuibl. MakcuMasbHbIN Oa
3a Bonpoc - 5. 5 6amioB - ' paMoTHBIM
MOJHBIN (pa3BepHYTHIN) OTBET Ha
TEOpPETHUUECKUI BOTpoc; 4 Oasuia - 1aH
[PaBUJIbHBIN, HO KpaTKUH OTBET Ha BOIPOC; 3
Oasta - 71aH B 001IEeM NPaBUIIbHBINA OTBET Ha
BOIIPOC, HO C 3aMe€4YaHUsAMU; 2 O6asuia - 1aH
HETOJHBINA OTBET HA BONPOC, HO Ha
YTOUHSIOIINE BOIIPOCHI OTBEUEHO; 1 Oa -

J1aH HGHpaBHHBHBIﬁ OTBCT Ha BOMPOC, HO HA

3a4YCT]




YTOYHSIIOIIUE BOIIPOCHI JaHbI MPABUIIbHbBIC
otBeThI; 0 -0aJIOB - OTBET Ha BOTIPOC HE JaH.

6.2. Ilpouenypa nposeaeHusi, KpUTEPUH OLIEHUBAHUSA

Bung
MIPOMEKYTOYHON [Ipouenypa nposenenus
arTecTaluu

Kpurepun
OLIEHUBAHUSA

Ha 3auere nponcxoauT OLlEHUBAHKE 3HAHUN, YMEHUN U
MPUOOPETEHHOTO OIbITa O0YYAIOIIUXCS 0 JUcIUILInHe "..." Ha
OCHOBE TIOJTYYEHHBIX OIIEHOK 32 KOHTPOJIbHO-PEHTUHTOBbIE
MEPOTPHSITHS TEKYIIEeTo KOHTPOoJs. [Ipu HemocTaToOYHOM W/MiTh He
yCTpanBaloIIel CTyIeHTa BEIMIMHE PEUTHHTA €My MOXKET OBbITh
MIPEIOKEHO MPOUTH coOeceI0BaHME ¢ MTPEMOIaBaTEIIeM 110
OCHOBHBIM pazjiejiaM JUCIUIUIHHBL. B pe3ynbrare ckiaablBaeTCs
COBOKYTHBIA PEUTHHT CTYJIEHTa, KOTOPHIH MO3BOJISIET MMOTYYUTh
3a4eT MO JUCHUIUIMHE, KOTOPBIM MPOCTABIAETCS B BEOMOCTb,
3a4ETHYIO KHIDKKY CTyJeHTa. 3auTeHo: Bennunna peidtunra
oOyuaromierocs o nucuurinae 60% u 6onee. He 3auteno:
Bennuunna peiituara ody4varorierocs mo aucuurumae 0...59 %.

B cooTBeTCTBUM C
. 2.5, 2.6
[lonoxxenus

3a4CT

6.3. ITacnopTt oHIa OLIEHOYHBIX CPEACTB

Komnerenuu Pe3ynbrarer 00yueHus KM

[K-2 3HaeT: 3HaHUe COBPCMCHHBIX 3dKOHOB, CTAHIAPTOB, MCTOA0B U TEXHOJIOTHH B

00J1aCTH 3a1UTHl HH(OPMAIINH.

K2 'YMmeeT: Mcnonbp30BaTh COBPEMEHHBIE POTPAMMHO-ANIAPATHBIE CPEACTBA 3alLUTHI

nHpopmaruu. HaxomuTe MOTEHIMAIBHBIC YSI3BUMOCTH B KOZE MPUITOKEHUH.

HMmMeeT nmpakTU4eCcKuil ONbIT: BiiaieHns: COBpEMEHHBIMU METOAAMU U CPEJCTBAMU

[1K-2
oOecrnieyeHns 3aliuThl HH(POpPMALIUH.

MK-4 3HaeT: HpI/IHI_II/IHBI 0€30I1acHOr0 IMPOCKTUPOBAHUSA 0a3bl JaHHBIX HHQ)OpMaLII/IOHHBIX

CHCTCM.

YmeeT: OO0CHOBBIBATh SKOHOMHUYECKYIO OMPABIAHHOCTh HH(OPMALIMOHHOM
3aIIUTHI.

TK-4

HNmeet npaktuueckuii onbIT: OLEHKHU 3alAIIEHHOCTH 0a3bl TaHHBIX

[1K-4
MH(POPMAIMOHHBIX CUCTEM.

TumnoBbie KOHTPOJIBHBIC 3aJaHUS 10 KAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOoAMYeCKOe 1 MH(OPMALIMOHHOE O0ecredeHUue TUCHMILTIMHBI

IMeuaTHasi yueOHO-MeTOAUYECKAS] JOKYMEHTALMS
@) OCHOBHAs TUMepamypa:
1. Omudep, B. I. KoMmnbrorepHble CE€TH : MPUHIIMIIBI, TEXHOJIOTHH,
npotokoibl [Teker] yuel. nms By30B no HarpasieHuto 552800 "Mudopmaruka u
BBIYHMCII. TexHuKa" 1 o cnenuaiabHocTIM 220100 "Boraucn. ManiMHbl, KOMILJICKCHI,
cucremsl 1 cetr", 220200 "ABTOMaTU3Hp. CUCTEMBI 00pabOTKH HHMOPM. U ymp.",

220400 "IIporpam. obOecriedeHNE BBIUUCI. TEXHUKH U aBTOMaTu3up. cucreM" B. T
Omudep, H. A. Onudep. - 3-e uza. - CII6. u ap.: [Tutep, 2008. - 957 c. un.



0) OononHumenbHas IUmepamypa:
He npenycmotpena

6) ome4yecme€eHHble U 30py6€9fCHbl€ IAHCYPHAJIbL NO aucuunﬂuﬂe, umerouiuecs 6 oubnuomexe:

1.

Hazapos C.B. AamuHucTpupoBanue JOKaIbHBIX ceTeit Windows

NT/2000/.NET. Y4e6. nocobue. 2-¢ uzn., nepepad. u gomn. — M.: ®uHAHCHI U CTaTH-

ctuka, 2008.
2.

Hunbkep b.4., Opnos C.A. Opranuzanus 9BM u cucrem. YueOHUK
quist By30B. — CII6.: ITutep. 2007.

2) MemoouuecKue yKazaHus 0 Cmy0eHmos8 no 0C80EHUIO OUCYUNTUHDL.

1.

Hunbkep b.4., Opnos C.A. Opranuzaius 9BM u cucteM. YueOHUK
1t By30B. — CII0.: TTutep. 2007.

U3 HUX: Y4eOHO-Memoouyeckoe obecneyerue camocmosmenbHol pabomsl CmyoeHma:

JJleKTPOHHAsA y4eOHO-MeTOANYeCKasl JOKYMeHTaIusl

HanmenoBanue
Bun
No pecypca B bubmuorpadpudeckoe onrcanue
JUTEpaTypbl .
AIEKTPOHHOU (hopme
bapunos, B.B. Texnonoruu pa3paboTku 1 co3/1aHus
KOMITBIOTEPHBIX ceTel Ha Oa3e ammaparypsl D-
MeToauueckue DIEeKTPOHHO- "
LINK.Y4e6noe nmocobue ajst By30B. [ IEKTPOHHBIN
MoCoOus st oubmoTeyHas
| . pecypc] / B.B. bapunos, A.B. brnaronapos, E.A.
CaMOCTOSITEJIbHON  [cucTeMa

paboThI CTyIEHTA

n3aareiabcTBa JIaHp

bornanosa, A.H. [IpmbkuH. — DneKTpoH. gaH. — M. :
['opsiuas nuaus-Tenexom, 2013. — 216 c.
https://e.lanbook.com/book/11826

Uexmapes, 10.B. BeruucnurenbHbie CUCTEMBI, CETH U

o gngKTPOHHO- TEJIEKOMMYHHUKAIUU. [ DIEKTPOHHBIN pecypc| —
2 nyffe(;)BaT}lfia Cll:llcfg\geqmﬂ OnektpoH. nan. — M. : JIMK Ilpecc, 2009. — 184 ¢. —
snarensersa Jlams Pexum noctyna: http://e.lanbook.com/book/1146 — 3ari.
C DKpaHa.
DMeKTpoHHO- [Tnarynosa, C.M. AI[MI/IHI/ICTpHpOBaHI/Ie BBIYHCITUTEILHBIX
OCHOBHAS A cerelt Ha 6aze MS Winsows Server 2008. YyeOnoe
3 reparypa cHcTeMa nocoOue. [ DNEKTPOHHBINA pecypc| — DIEKTPOH. TaH. —
snaTensera Jlans CIIG. : HUY UTMO, 2012. — 41 c.
https://e.lanbook.com/book/70799
Hecrtepos, C. A. OcHOBBI HHPOPMAIIMOHHOW OE€30MMaCHOCTH
: yueonwuk 11 By3oB / C. A. HectepoB. — CaHKT-
DNEeKTPOHHO- [TerepOypr : Jlanb, 2021. — 324 ¢. — ISBN 978-5-8114-
4 JlonomHUTEIBHAS OnbImoTeyHas 6738-9. — Tekcr : anexkTpoHHbIH // JIaHb : 2IEKTPOHHO-
nuTeparypa cucTema O6ubnuoreunas cucrema. — URL:
n3narenbcTBa Jlans |https://e.lanbook.com/book/165837 (mata oOpareHus:
22.01.2022). — Pexkxum goctyna: Juisi aBTOPU3.
10JIb30BATEIICH.
[leTpenxo, B. W. 3amuTa nepcoHaNbHbIX JAHHBIX B
DNEKTPOHHO- WH(GOPMAITMOHHBIX cucTeMax. [IpakTukym : yuebHOe
NononHuTensHas T nocobwue 1s By3oB / B. . Ilerpenko, U. B. Manapuma. —
5 teparypa cHCTeMa 3-e uzn., crep. — Cankr-IlerepOypr : Jlans, 2021. — 108

n3aareiabcTBa JIaHp

c. — ISBN 978-5-8114-8370-9. — TekcT : 21eKTpOHHBIH //
Jlanb : 31eKTpoHHO-0MONMHMoTeuHas cucrema. — URL:

https://e.lanbook.com/book/175506 (nara ob6paienus:




22.01.2022). — Pexxum goctyna: Juisi aBTOPU3.
10JIb30BATEIIEH.

JlononauTenbHAs
muTeparypa

JIEKTPOHHO-
OMOIHoTEYHAS
cucreMa
u3narenbeTBa JIaHb

Huxudopos, C. H. MeTtozs! 3amuTsl H”HGOpMAIIIH.
[udpoBanue gaHHbIX : yuebHoe nocodue / C. H.
Hukudopos. — 2-e u3., crep. — Cankr-IletepOypr :
Jlanb, 2019. — 160 c. — ISBN 978-5-8114-4042-9. —
Texct : anexkTpoHHbIi // JIaHb : 371eKTpOHHO-O0MOIHOTe Has
cuctema. — URL: https://e.lanbook.com/book/114699
(mata obpamenus: 22.01.2022). — Pexxum goctyna: 1is
ABTOpPHU3. IOJIb30BaTENEH.

JlonmonHUTEIbHAS
muTeparypa

DIEKTPOHHO-
OuOIHoTEYHAS
CHCTEMa
n3narenbcTBa JIaHb

TymOunckas, M. B. KomnnekcHoe obecnieuenne
UHPOPMAITMOHHON 0€30MaCHOCTH Ha TMPENNIPUATHH :
yuebHuk / M. B. Tym6unckas, M. B. IlerpoBckuii. —
Cankr-IlerepOypr : Jlanb, 2019. — 344 c. — ISBN 978-5-
8114-3940-9. — Tekcr : »nekTpoHHbIH // JIans :
AIIEKTPOHHO-OMOMMoreyHas cucrema. — URL:
https://e.lanbook.com/book/125739 (nara obpaiueHus:
22.01.2022). — Pexkxum moctyna: AJis aBTOPH3.
10JIb30BATEIICH.

OcHOBHAsA
TuTepaTypa

DIEeKTPOHHO-
OnOIMoOTEeUHAS
cHcTeMa
n3gareabcTBa JIaHb

[Tpoxopoga, O. B. MapopManinonHas 6€30macHOCTb U
3amuTa nHGopmarm : yaeounuk / O. B. [IpoxopoBa. — 2-¢
u3 ., ucnp. — Cankr-IlerepOypr : Jlans, 2020. — 124 c.
— ISBN 978-5-8114-4404-5. — TekcT : 3J€KTPOHHBIH //
Jlans : anexTpoHHO-O0MONMMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/133924 (nara oOpameHus:
22.01.2022). — Pexkxum mocTyna: AJisi aBTOPH3.
10JIb30BATEIICH.

OcHOBHAasA
Teparypa

ObpazoBarenpHas
margopma FOpaiit

CyBoposa, I. M. Undopmanimonnast 6e30macHOCTS :
yaeOHoe mocooue nis By30B / I. M. CyBopoBa. — MockBa
: U3narensctBo FOpaiit, 2022. — 253 ¢. — (Boiciiee
obpazoBanmne). — ISBN 978-5-534-13960-0. — Texkcr :
pNeKTpoHHBIH // OOpa3oBarenbHas miardopma FOpait
[caiiT]. — URL: https://urait.ru/bcode/496741 (nara
oOpamenus: 22.01.2022).

Hepequb HCIIOJIB3YCMOTO IIPOIrpaMMHOIO oOccrIeUeHMS:

1. Microsoft-Windows(6eccpouHo)

2. Microsoft-Office(6eccpouno)
3. ®T'AOY BO "HOYpI'Y (HNY)"-ITopran "Dnekrponnsiii OYpI'Y"

(https://edu.susu.ru)(6eccpodno)

[Tepeyens ncnonap3yeMbIx NpodeccruoHanbHbIX 0a3 JaHHBIX U UH(OOPMAITMOHHBIX

CIIpaBOYHBIX CUCTCM:

Her

8. MarepuajibHO-TeXHHYECKOe o0ecriedeHne I CIUTITUHbI

No OcHoBHOe 000pyI0BaHKE, CTEH IbI, MAKEThI, KOMITBIOTEPHAS] TEXHHKA,
Bun 3anstuit ayl_l IIPelyCTAaHOBIEHHOE IPOrPaMMHOE 00€CIIeYeHHE, UCIIOIb3YyEMOE IS
Pa3IUYHbIX BUJOB 3aHATHIMA
CamocrositenbHas {141  |KomnbroTepHas T€XHUKA C IPEAYCTAaHOBIECHHBIM MPOTPAMMHbBIM
pabora crynenra  |(30) |oOecmedeHreM, TIPOSKTOP




ITpakTrueckue 3ansaTus 141  [KomnbroTepHas TEXHHUKA C IPELYyCTAaHOBIECHHBIM IPOIPAMMHBIM
1 CEMHHAPbI (36) |oGecmeueHnem, MPOEKTOP

Texiuu 141 |KommbproTepHas TEXHHUKA C IPEAYCTAHOBIEHHBIM MPOTPAMMHBIM
(30) [oOecneueHneM, IPOEKTOP

141 |KoMmbroTepHasi TEXHHMKA C IIPENYCTAaHOBIECHHBIM IPOIPAMMHBIM
3auet,aud.3a4eT
(36) |oOecrnieueHneM, NPOEKTOP




