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1. llesu u 3212494 AU CIUILIHHBI

Henbto uzyyenus nucuuiuinibl «bezonacHocTs cereid DBM»y sBisieTcs TeopeTudyeckas u
OpaKTUYECKas MOAr0TOBKA CIIEHUAIMCTOB B 00acTH ocTpoeHus cereit OBM u
obecrnieueHus: 0€30MaCHOCTH MPH AKCIUTyaranuu ceteit DBM. 3agauu: - usyueHue
OCHOBHBIX 3JIEMEHTOB TEOPUH IMOCTPOCHHUS CETEN; - N3YUYEHHE OCHOBHBIX ITPUHIIMIIOB
(YHKIIMOHUPOBAHHUS CETEBBIX MPOTOKOJIOB; - IPUBUTUE HABBIKOB KOMILIEKCHOTO
IPOEKTUPOBAHUS, TOCTPOCHHUSI, OOCITY)KMBAaHUS U aHAIN3a 3aIUIIEHHBIX
BBIYMCIIUTENBHBIX CETEN; - U3yYEHUE OCHOBHBIX yIrpo3 B ceTsix OBM u metonos
IIPOTUBOJICUCTBUS UM; - OBJIaJICHHE MEXaHU3MAMHU IMOCTPOEHUS CUCTEM O€30MacHOCTH
cereid OBM.

Kparkoe conepxxanne JTuCHMILTHHBI

2. Komnerenuun odyuyamwmerocsi, opmMupyembie B pe3yJibTaTe 0CBOCHUS
AUCHUIIMHBI

[1nanupyemsble pe3yabTaThl OCBOCHUS [Inanupyemsble pe3yabTaThl
OII BO (xomniereHuun) oOyuenus no aucuurinae (3YHer)

3HATB:IPUHLIMIIBI [IOCTPOCHUS U
(YHKIIMOHUPOBaHUS, IPUMEPDI peau3aluit

[TK-7 crmocoOHOCTRIO pa3pabaTeiBaTh HAydyHO-  [COBPEMCHHBIX JIOKAIbHBIX U I00ANbHBIX
TEXHHYECKYIO JOKYMEHTAINIO, TOTOBUTh Hay4dHO- |[KOMIIBIOTEPHBIX CETeH

TEXHHYECKHUE OTUYCTHI, 0030PbI, MyOJUKAIIUU 110 |YMETh:

pesyJIsTaTaM BBIIOTHEHHBIX PaboT BiianeTs:HaBbIKaMK pa3paboTKy,
TOKYMEHTUPOBAHUSI KOMIIBIOTEPHBIX CETEH C y4eTOM
TpeOoBaHU M0 00ECIIEYCHUI0 OE30TTaCHOCTH

3HaTh:0CHOBHbIE KPUNITOTpapUUECKUE METOIBI,
QJIITOPUTMBI, TIPOTOKOJIBI, HCTIOIB3yEeMbIC IS
oOecrieueHus 0e30IaCHOCTH B ceTax DBM;
KpUTEPUU OLICHKH Y((HEKTUBHOCTH U HAJAC)KHOCTH
CpenCTB 3auuThl ceteit DBM

[TK-25 ciocoGHOCTRIO 00ecTieunTh 3P PEeKTUBHOE
PUMEHEHHE CPEIICTB 3alIUThl HH)OPMAITHOHHO-

TEXHOJIOTHYECKUX PECYPCOB aBTOMAaTH3HPOBAHHOW
CHCTEMBI H BOCCTAHOBJICHHE HX
paboTocnocoOHOCTH PU BOSHUKHOBEHHU

'YMeTh:3((HEKTUBHO HCTION30BATh PA3IUYHbIC
METOJIbI M CPEJICTBA 3aIUTHI HHPOPMAILIUU TSI
KOMIIBIOTEPHBIX CETEN

HCIITATHBIX CI/ITyaI_[I/Iﬁ
BnajgeTh:HaBBIKaMU UCIIOJIb30BAHUS IIpOrpaMMHO-

anmapaTHBIX CPEJICTB 0OecIedeHHs 0€30TTaCHOCTH
cereit OBM

3HATH:KPUTEPUU OLICHKH 3(PPEKTUBHOCTH U

OTIK-6 cIIoCOGHOCTHIO IPUMEHSTH HOPMATHBHBIE |HAJACKHOCTU CPECTB 3aIUThl cereir 9BM

IIPaBOBBIE aKTHI B Mpo(heccrnoHaIbHOI YMeTh:01eHUBaTh 3()()EKTUBHOCTD M HAJECKHOCTh
NEeITEILHOCTH 3alUThI ceTerl OBM
Bianers:

3HATh:METO/Ibl IPOEKTUPOBAHUS U
aJMUHUCTPUPOBAHNS KOMIIBIOTEPHBIX CETEH

YMGTBIHPOCKTI/IpOBaTI) U aIMUHUCTPUPOBATDH

I1K-26 criocoGHOCTBIO aIMUHUCTPUPOBATH KOMITBIOTEPHBIE CETH, PEAIN30BbIBATH ITOJINTUKY
nozcucteMy MH(GOPMAMOHHOM Oe30macHOCTH  |0€30IaCHOCTH KOMIIBIOTEPHOM CETH
aBTOMaTU3UPOBAHHON CUCTEMBI BitageTs:HaBbIKaMu SKCIUTyaTalluy U

AQIMHUHUCTPUPOBAHUS JIOKATHHBIX KOMITBIOTEPHBIX
ceTel ¢ y4eToM TpeOOBaHUM 10 00ECIICYCHHTIO
UH(OPMAITMOHHON 6€30aCHOCTH




[1IK-21 criocoGHOCTBIO pa3padaTbIBaTh MPOEKTHI
JOKYMEHTOB, PEIIAMEHTHPYIOIIUX paboTy MO
obecnieueHn0 HHPOPMAITMOHHOM 6€30MacHOCTH
aBTOMATH3UPOBAHHBIX CHCTEM

3HaTLIMeTOI[bI MMPOCKTUPOBAHUA U
AJIMUHHUCTPUPOBAHUA KOMITBIOTCPHBIX cereit

YMETB:IIPOBOIUTH MOHUTOPUHT yTpo3 0€3011aCHOCTH
KOMITBIOTEPHBIX CETEN

BraneTs:HaBbIKaMH pa3padoTKH,
TOKyMEHTHUPOBAaHUSI KOMIIBIOTEPHBIX CETEH C y4ETOM
TpeOoBaHMil O 0OeCcTIeueHNI0 6€30TaCHOCTH

OIIK-5 crtocoOHOCTHIO TPUMEHSATH METOJIBI
HayYHBIX MCCIIEJIOBAaHUI B PO ECCHOHAIBHOM
NeSITEIbHOCTH, B TOM YHUCIIE B paboTe Hajl
MEXIUCLHUIUIMHAPHBIMYA U THHOBALlMOHHBIMU
IIPOEKTAMHU

3HATH:IPUHIIMIIBI IOCTPOCHUS U
(GYHKIMOHUPOBaHUS, TIPUMEPHI PeaTU3aLHi
COBPEMEHHBIX JIOKAJbHBIX U INI00ATbHBIX
KOMITBIOTEPHBIX CETEN

'YMETB:

Bnanerts:

3. MecTto aucuumiinibl B ctpykrype Ol BO

[lepedens mpeANIeCTBYIOMNX TUCIIATUIHH,
BUJIOB paboT yueOHOro IjiaHa

[TepeueHb MOCISTYIONINX AUCITATLINH,
BUJIOB paboT

b.1.18 fI3p1kM mporpaMMupoBaHus,
b.1.08 Uudopmarnka

He npenycMmoTrpensl

Tpe6OBaHI/I$I K «BXOAHBIM)» 3HAHHAM, YMCHHAM, HaBbIKaM CTYJICHTA, HGO6XO,Z[I/IMI)IM
IIpu OCBOCHHUHU I[aHHOfI JAUCHUITIINHBI 1 HpHOGpCTeHHI)IM B PC3YJIbTATC OCBOCHUA

MpCAMCCTBYIOINNX AUCIHUIIIINH

JlucuuIimHa

TpeboBanus

b.1.18 fI3p1kM nporpaMMupoBaHus

CTy/IeHTBI JIOJDKHBI 3HATh O B3aUMOJICHCTBUH
POrpaMM CO CTEKOM IPOTOKOJIOB, YCTaHOBJICHHBIM
B CUCTEMeE, Yyepe3 MPUKIIAIHON TPOrpaMMHBIH
uHTEepdeiic

b.1.08 Uudopmaruka

CTyneHTHI 1OJKHBI 3HaTh (POPMBI ITPEICTABICHHS
nHGOpMAaIIH, STAJTOHHYIO MOZIENb B3aUMO/IEHCTBUS
OTKPBITBIX CUCTCM, UMCTb IMOHATHUC O CTCKC
npotokosioB TCP/IP, momkHBI yMETh MOJIb30BaTHCS
IIOMCKOBBIMU CUCTEMaMU

4. O0béM 1 BUABI YUeOHOIT padoThI

OO6mas TpyaA0€MKOCTh TUCHUILUIMHBI cOCTaBiseT S 3.€., 180 .

Pacrnipenenenue mo cemectpam
N Bcero B Hacax
Bun yuebnoit paboret 4acoB Howmep cemectpa
4

OO01mast TpyI0EMKOCTh JUCIUTLITTHBI 180 180
Ayoumopnvie 3aHamus: 80 80

Jlexuuu (JI) 32 32

[IpakTudeckue 3aHATUS, CEMUHAPHI U (HJIN) IPYTHE BUIBI
aynuTopHbIx 3ausaTui (I13) 32 32

JlaboparopHsbie padoTs! (JIP) 16 16




Camocmosmenvuas paboma (CPC) 100 100
[TonroToBka K MPakTUYECKUM 3aHATUSAM, OhopmIleHUE 13 13
[pE3yNIBTaToB
N3yuenne marepuanos no miany CPC 64 64
[TonroToBka k MaboparopHbIM paboTam, ohopMIIeHIE 13 18
[PE3yIBTaTOB
By uToroBoro KOHTpoJis (3a4eT, nud.3auet, sK3amMeH) - JK3aMeH

5. Coneprkanue TUCHMIIIMHBI

O0beM ayIUTOPHBIX 3aHITHI 1O BUJIaM B
pa;;i:na HaumeHnoBaHnue pa3aenoB IUCHUIUIMHBI Jacax
Bcero JI 113 JIP
OCHOBBI OpraHu3anuy U QyHKIIMOHUPOBAHUS CETEH
1 6 6 0 0
OBM
2 |Cetu TCP/IP 20 8 8 4
3 |TexHonoruu rmoOambHBIX CETeH 6 2 4 0
4 |CeTteBbIe CEPBHCHI U CITYKOBI 16 4 8 4
5 Cpez[UCTBa 1 CITOCOOBI TOCTPOCHHMSI OTKAa30yCTOMYUBBIX ] 4 4 0
ceTeit
6 |CereBas 6€301aCHOCTh 24 8 8 8
5.1. JIleknun
Ne Ne Koa-
HaumeHnoBaHMe niM KpaTKoe coepKaHue JIEKIIMOHHOTO 3aHATUS BO
NeKIUupas3aena HACOR
[lenn u 3anaun kypca. CoaepkaHue JUCUUILUIMHBL. PekoMenayemas aureparypa.
1 1 o 2
[Tonsitue cetn OBM. Oranel pazsutus cereit OBM
2 1 |[Kpurepun xnaccudukanmu cereit 9BM. Xapakrepuctuku cereit OBM 2
CpenctBa moctpoenus ceteit OBM. Jloruueckas u pusndeckasi CTpyKTypHU3aIus
3 1 |cereit OBM. Monens ISO OSI. Texnonoruu obecrnedenust 6e30MacHOCTH B CETIX 2
OBM
4 ) [IpaxTrueckue otnuuns peanusamnuu creka TCP/IP ot atanonnoi monenu ISO )
OSI.
MeToael KoMMyTauu. MeTonbl 10CTyIa K pa3aeasieMoi cpelie. YTpo3bl
5 2 |be3omacHOCTH MH(pOpPMAIUH, TIEpeaBaeMoii B ceTssx DBM, Ha ¢puszndeckoM u 2
KaHAJIbHOM YPOBHSIX.
6 ’ CereBoii ypoBeHb nocTpoeHus cereit OBM. @yHkiun 1 uHTEpQEichl ceTeBOro )
ypoBHs. CereBoil ypoBeHb Internet. [Iporokoser [Pv4, IPv6, anpecamnus B [P-ceTsax
[TpoTtokonel pa3zpemenus agpecoB ARP, RARP. Anroputmel MapuipyTu3anuu, ux
7 2 [xapakrepuctuka. [IpoTOKOIIBI M ANTOPUTMBI BHYTPEHHEW U MEKIOMEHHOU 2
mapupytuzanuu (RIP, OSPF, IGRP, NLSP, EGP, BGP)
8 3 |[TpancnopTHBIE€ YCIYTH U TEXHOJOTUU T00anbHBIX ceTel. Texnomorus MPLS 2
9 4 |CeteBble CityXObl U CPEJICTBA YIIPABJICHUS 2
CpencTBa KOHTPOJIS BHEMIHETO NIepuMeTpa ceTH. CpencTBa KOHTPOIISA AOCTYyMA K
10 4 . 2
ceTeBbIM ciyk0am. Cpeznctsa akTuBHOTO aynurta cereit OBM. Ilpotokon SNMP
1 5 Texnonorusst VLAN. VYrpo3sl 6e30nmacHOCTH HHPOpPMAIIIH, TIEpeJaBaeMoii B )
nokaibHBIX ceTsix OBM. Mertonbl ux HelTpanuzanuu
12 5 [Tporoxonsr VRRP/HSRP. OcHoBel kinactepubix pemenuit. DM VPN (Cisco VPN) 5

KaK IpUMep JMHAMUYECKH OPraHU3YIOLIEHCS CeTH




13 6 |Knmaccudwukanuu yrpo3 6€30mMacHOCTH TeIEKOMMYHHUKAITMOHHBIX CeTei 2
14 6 Knaccudukanus MeTonoB 3auuThl. OCHOBHBIE TEXHOJIOTHH 00€CTIeYeHUS )
0€301acCHOCTH B CETU
15 6 MexceTeBbIe DKpaHbl U CPEACTBA OOHAPYKEHUS BTOp)KeHUH. CerMeHTHpOBaHUE. )
AyTeHTUUKALWS, aBTOPU3AIIHS, ayIUT.
16 6 Kpunrorpaduueckue cpenctpa 3anuThl HHGopmaiuu B ceTsax IBM. )
Buptyanbasie yactHbie cetd. [Ipotokon SSL
5.2. IIpakTHyeckue 3aHATUS, CEMUHAPBI
Ne Ne Koz-
HaunmenoBanue nin KpaTkoe cofepKaHue MPaAaKTUUECKOTO 3aHSTH, CEMUHApa BO
3aHATHUsA[pa3Iesa
4acoB
1 2 |Co3naHue JIEMEHTOB CTPYKTYpPUPOBAHHOM KaOeIbHON CHUCTEMBI 4
5 ) HOCTpOUeHI/Ie ceTeill ¢ MOMOIIbI0 KOMMYTAaTOPOB, OPraHu3allus MOJCETeH, 4
HaCTpOiika MapupyTh3aTopa
3 3 |Hacrtpoiika npoTOKOJIOB BHYTPEHHEN 1 MEXIOMEHHOM MapIIpyTHU3aluu 4
4 4 PaSBép”{LIBaHI/Ie ;[OMeHHOIEI CTPYKTYpbl (na 6a3e Windows Server), DNS, 4
HACTpOiTKa MoJIb30BaTelNel, HAaCTPOMKA TOMEHHBIX MOJIUTHK
5 4 |Hactpoiika cepepa WEB, VPN, no4ToBbIX Ci1y:k0, JOTOJTHUTEIBHBIX CEPBUCOB 4
[TocTtpoenue cetu, cermeHTUpoBaHHOM Ha VLAN, B3aumMoielicTBHE MEX Y
6 5  |pa3nuyHBIMU CETMEHTaMH, ayTeHTu(ukanus B neiaeBoir VLAN (mporokon 2
802.1X)
HacTtpoiika kiractepa MapupyTu3aTopoB ¢ MoMoubio npotokosia VRRP wim
7 5 2
HSRP
] 6 Haf:TpoﬁKa MEKCETEBOTO PKpaHa, CPe/ICTBa OOHAPYKSHHS BTOPKSHHH (Snort wim 4
suricata). AyauT )KypHaJIoB
[TocTpoeHue Mofenu CeTH OpraHu3alnu (OpraHu3als CerMeHTOB CEeTH,
9 6 [B3aumoseicTByromux yepe3 VPN, ayreHTudukaius mnoip3oBarenen mo 4
npotokosy 802.1X)
5.3. JIaboparopHblie padoThI
Ne Ne Koa-
HaumeHoBaHMe WK KpaTKOe CoJiepKaHUE TadopaToOpHOil pabOThI BO
3aHATUsA[pa3iena
4acoB
M3yueHnne mpOMBIIIIEHHBIX KOMMYTaTOPOB M MapIIPyTHU3aTOPOB. YIIpaBIeHUE
1 2 |koH(purypanusMu yctpoiict. [locTpoenue npocrteiiiieii cetu Ha 6aze 4
maboparopuu
) 4 Opranu3zanus J0BEPUTEIbHBIX OTHOILIEHUH MeX Ty ToMeHaMu Active Directory, 4
yIpaBJeHHe MOJIHOMOYHSIMH TONIb30BaTeNel, n3ydyeHue nporokona Kerberos
3 6 Opranusanus CeTMEHTa CETU ¢ MpUMeHeHueM potokoioB rpynmns! IEEE 802.11, 4
M3y4YeHUE aTak Ha OECIPOBOHBIE CETH
Opranuzanus 3aUIIEHHON CETH ¢ IOMOIIBIO CEPTU(UIIMPOBAHHBIX CPEICTB
4 6  |kpunTorpaduUeCcKoi 3aIIUThI, B3AUMOJICHCTBHE MEXKTY Y3JIaMH CETeH pa3HbIX 4
OpraHH3aIHiA, HIOAHCHI CEPTHPUIIMPOBAHHBIX PEIICHUN

5.4. CamocrosiTesqibHasi padoTa CTyIeHTA

Brimonuenune CPC

Bux paboTh! 1 copeprkaHue 3a1aHus

Criucok nureparypsl (¢ yKkazaHUEM
pasnenos, 1iiaB, CTPAHUII)

Koi-Bo yacos




HOI[FOTOBKa K IIPAKTUYCCKUM 3aHATUAM,
odopMIIeHHE PE3YIBTATOB

OcHoBHas TUTEparypa

18

3yueHne MaTepHaIoB IO TeEMaM: JTarlbl
pazsutusa cereit OBM. CrangapTHble cTekn
KOMMYHHMKAIIMOHHBIX TPOTOKOIOB. MeTo bl
KOMMYTal1H.

OcHoOBHasl TUTEeparypa, J0MOJTHUTETbHAS
nuTeparypa

14

M3yuenue maTepuasioB 1o remam: MeTtoauka
pacuera ceteil Ethernet. IIpotokomns! [Pv4,
[Pv6, anpecanus B IP-cetsax. TpancnoptHbie
rporokoiibl B Internet: TCP u UDP.
[Iporoxosnsl ynpasinenuss SNMP u CMIP.
Bupryanbasie yactasie cet (OpenVPN).

OcHOBHasl TUTEeparypa, JOMOJTHUTETbHAS
nuTeparypa

31

N3yuenue matepuaion o remam: CeTeBbie
CITy»OBI U cpencTBa ynpasineHus. CpencTa
KOHTPOJIS IOCTYIA K CETEBBIM CITy:K0aM.
CpencTBa akTUBHOTO ayauTa ceteit 9BM
(nmap, Kali Linux)

JlonosiHUTENBHAS TUTEpATypA

19

[TonroToBka k 1a0OpPaTOpHEIM padboTam,
odopMIIEHHE PE3YIBTATOB

OcHoBHas uTEparypa

18

6. UnHOBanMOHHBbIE 00pa30BaTe/IbHbIC TEXHOJIOT UM, HCI0JIb3yeMble B y4eOHOM

npoiecce
WunoBarmonnsie popmel | Bun paboTs K Koa-zo
y4eOHBIX 3aHATUI (JI, 113, JIP) PATKOE oftHcarue Ay
4acoB
[IpoexTHpOBaHUE TOIIOJIOTMH CETH, HACTPOMKA
MonenupoBanue cereBbIX [[[pakTnyeckue  [aKTMBHOTO CETEBOIr0 000pYyAOBaHMS, yCTaHOBKA
nporeccoB B Cisco Packet BansaTus u OCHOBHBIX CETEBBIX CIIYKO C ITOMOIIBIO 8
Tracer CEMHHApPbI [OCTPOEHUS] COOTBETCTBYIOIINUX MOJIENIEH B
nporpammHoii cpene Cisco Packet Tracer
MozenupoBaHue CETEBBIX [locTpoeHue ceTr, yCTaHOBKA M HACTPOIKa
[IPOLIECCOB C JlaGopaTopHble  [CETEBBIX CPEACTB 3aIlUTHl HHPOPMALIUH B 4
MPUMEHEHUEM 3aHATHUS BUPTYyaJbHBIX cpeax VMware Player um Oracle
BUPTYaJbHBIX MAIlTUH VM VirtualBox

Co0cTBeHHbIE HHHOBALIMOHHBbIE CIIOCO0BI M METOAbI, HCIIOJIb3yeMble B

o0pa3oBaTejILHOM MpoIlecce

He npenycmorpensl

Hcnonp30BaHue pe3yabTaTOB HAYYHbIX HCCIIEIOBAHUM, IPOBOAUMBIX YHUBEPCUTETOM, B

paMKax JIaHHOfI JUCHUIIIIMHBI: HET

7. ®oua oueHouHbIX cpencTs (POC) s npoBeAeHNs TEKYHIEro KOHTPOJIS
yCIeBaeMOCTH, MPOMEKYTOYHOM ATTECTAMH [0 UTOTaM OCBOCHUS TUCHHUILIMHBI

7.1. ITacnopTt oHIa OLIEHOYHBIX CPEACTB

HaumenoBanue
Bun xoHTpOns (BKiItOUas .
pasnenos KonTponupyemas komnerenius 3YHol TeKymi) NoNe 3ananuit
JUCITUTUTUHBI ym
Bce paznenst OIIK-6 criocoOHOCTBIO MPUMEHSTH DK3aMeH 8-14




HOPMAaTHBHbIE TPABOBBIEC AKTHI B
npodeccuoHaNbHON AEITETbHOCTH

Bce pasnensl

[1K-26 criocoGHOCTHIO aIMUHUCTPUPOBATH
noacucTeMy HH(pOpMaIMOHHON 0€30MacHOCTH
aBTOMAaTHU3HPOBAHHON CHCTEMBbI

DOK3aMeH

36-42

Bce paznenbl

[IK-25 criocoOHOCTBIO 00ECIeunTh
3¢ deKTUBHOE TPUMEHEHUE CPEJICTB 3AIUTHI
UH(POPMAITMOHHO-TEXHOIOTHIECKUX PECYPCOB
aBTOMATH3UPOBAHHOM CUCTEMBI U
BOCCTAHOBJIEHUE UX PabOTOCIIOCOOHOCTH IIPH
BO3HMKHOBEHHH HEIITATHBIX CUTyallui

OK3aMeH

29-35

Bce paznensr

ITK-7 cmocoOHOCTBIO pa3pabaTbIiBaTh HAYYHO-
TEXHUYECKYIO JOKyMEHTAIUIO, TOTOBUTh
HAyYHO-TEXHUYECKHE OTYETHI, 0030PHI,
MyOJIMKAIIAY TIO PE3YIbTaTaM BBIIOJTHEHHBIX
pabor

OK3aMeH

15-21

Bce pasnensl

ITK-21 cnocoOHOCTHIO pa3pabaThIBaTh
MPOEKTHI JOKYMEHTOB, pENIaMEHTUPYIOIIUX
paboty no obecrnevueHno HHHOPMAITMOHHON
0€30IMacCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

DOK3aMeH

22-28

Bce pasnensl

OIIK-5 criocoOHOCTHIO TPUMEHSATH METOBI
Hay9IHBIX HCCJICTOBAaHUH B
npodeccHoHaNbHON AEITETbHOCTH, B TOM
quciie B paboTe HaJl MEKTUCITUTLTHHAPHBIMHU
¥ MTHHOBAIMOHHBIMH MPOEKTaMHU

DOK3aMeH

1-7

Bce paznensl

I1K-26 criocoGHOCTBIO aIMUHUCTPUPOBATH
noJicucTeMy UH(OPMAIIMOHHON 0€30MaCHOCTH
aBTOMAaTU3MPOBAHHON CHCTEMBbI

3amura oTuéTa mo
IpaKkTU4ecKoil padbore

[IpakTyeckas
1-4

Bce paznensr

ITK-25 crnmocoOHOCTEIO 00ECTIEUNTE
3¢ (heKTHBHOE IPUMEHEHUE CPEJICTB 3AIUTHI
MH(GOPMAITMOHHO-TEXHOJIOTMYECKUX PECYPCOB
ABTOMATH3UPOBAHHOW CUCTEMBI U
BOCCTaHOBJICHUE MX pabOTOCIIOCOOHOCTH IIPH
BO3HUKHOBEHUU HEIITATHBIX CUTYyaIllUi

3amura oTuéTa mo
nabopaTopHoOii pabote

JlaGopatopHas
1-4

CereBas
0€30I1aCHOCTh

[TK-26 criocoOHOCTHIO aIMUHUCTPHUPOBATH
nojicucTeMy MH(OPMAIIMOHHON 0€30MaCHOCTH
ABTOMATU3MPOBAHHON CHCTEMBI

3agaHue Ha IOMYCK

IIpakTrueckoe
3aJlaHue

CereBnle
CEPBUCHI U
CITYKOBI

OIIK-6 ctocoOHOCTBIO TPUMEHSTh
HOPMATHBHBIC IIPABOBEIC AKTHI B
po¢eCCHOHAIbHON AESITEIbHOCTH

Jlokmaz mo Teme Ha
BBIOOp M3 CIIHCKa

Joxnan

Ceru TCP/IP

[TK-25 crocoOHOCTBIO 00ECTIeUUTh
3¢ PeKTUBHOE TPUMEHEHUE CPEICTB 3aALTUTHI
WH(GOPMAITMOHHO-TEXHOJIOTHUYECKUX PECYPCOB
ABTOMATHU3UPOBAHHON CUCTEMBI U
BOCCTaHOBJIEHHE UX pab0TOCIIOCOOHOCTH TIPH
BO3HUKHOBEHUH HEIITATHBIX CUTYyaIlUi

BonycHble Oael 3a
BBINOJIHEHHE
npakTHYeckux 1-3

IIpaxTrnyeckas
1-3

Bce paznenbl

OIIK-5 criocoOHOCTHIO TPUMEHSTH METO/IbI
HAyYHBIX UCCIICIOBAaHHH B
pohecCHOHATBHOMN JIeITeTLHOCTH, B TOM
Yuclie B padoTe HaJl MEKTUCITUILIMHAPHBIMHU

1 MHHOBAIIMOHHBIMU IIPOCKTAMHU

BonycHble Oael 3a
y4acTHe B
MEPOTPHUATHSIX 110
nH()OpMaAITMOHHON
0€30MacHOCTH

7.2. Buabl KOHTPOJIsI, IPOLEAYPHI IPOBeIeHHsI, KPpUTEPUH OLICHMBAHUS




Bun xonTposs

[Ipouenypsl MpoBEACHHS U OLICHUBAHUS

Kpurepuu onieHuBanus

3amura oTuéTa mo
NpaKkTU4ecKoil pabore

3ammra npakTu4eckoil paboThbl OCYIIECTBISETCS
UHIMBUAYyabHO. CTYIEHT MPECTABISET Pe3yIIbTaT
BBITIOJTHEHUS TIPAKTUYECKOTO 3aJaHUS U3
METONYECKUX YKa3aHUK M OTBEYAET Ha BOTIPOC
npenogasarens. OLeHUBaeTCs Ka4eCTBO
oopMmIiieHNs, CBOEBPEMEHHOCTh BBITOTHEHHUS
paboThI ¥ OTBETHI Ha BOMPOCHI (3a1aéTcst 1 Bompoc).
[Tpu onleHMBaHUYU PE3yIBTATOB MEPOTIPHSTHUS
UCTIONIb3yeTCs OAJUIbHO-PEUTHHTOBAsE cCUCTEMA
OIICHUBAHHUS PE3YJBTaTOB YUEOHOU NEesITeTHHOCTH
oOyuaronuxcs (yTBepKJeHa MPUKa30M PEKTopa OT
24.05.2019 1. Ne 179). O6mmii 6at mpu OrieHKE
OTIpEIEIIIETCS] Ha OCHOBE CIIEIYIOIIUX MOKa3aTeNen:
- IPaBHJIILHOCTH BBITIOJHEHUS paOOTHI, €CITH €CTh
HEIOYETHI, TO U3 OLIEHKU BhIUMTaeTcs 1 6am; -
CBOEBPEMEHHOCTb CIa4H pabOThI U OTBETA HA
BOIIPOC, 32 KQX/IYI0 HEIEIIO POCPOUKH OTUETa U3
OLIEHKHU BbIunATaeTcs 10aimu1. MakcuManbHOe
KOITMYECTBO OAIJIOB 32 OIHY padoty — 6. Becero B
TEYEHHE CEMECTpPa MPEAYCMOTPEHO 4 PEHTUHIOBBIX
NpakTH4YeCcKUX padboTsl. BecoBoil koaddunment
K101 mpakTudeckoit — 1. O01mee KOITU4ecTBO 3a
NpaKkTH4eckue padoTel — 24.

3auTeHo: PedTuHr
00ydaromerocs 3a
MEPOTPHUITHE OOJBIIIE WITH
paseH 60 %

He 3aureno: PeltuHr
00ydaromerocs 3a
Meponpustiue Menee 60 %

Bonycublie 6amibl 3a
y4acTHe B
MEPOIPHUITHUSIX TIO
nH(pOpMAITMOHHOM
0€30MacHOCTH

CTyIIeHT MpeaACTaBJISICT KOMMUU JOKYMCHTOB,
MIOATBEPIKIAIOIINE TIOOSIY M YIacTHE B
NpECAMCTHBIX OJIMMITNAax, KOH(I)epeHI_[I/ISIX 50)0%)
WHBIX MEPOTPUATHSIX 110 TeMaM JAUCIUILTHHBI [Ipu
OLICHUBAHUHU PE3YJIBTATOB MEPOIPUATHS
UCTIONIB3YeTCs OAJUTBHO-PEUTHHTOBAsI CUCTEMA
OIICHUBAHUS PE3YyJIBTATOB yUeOHOMU e TEIbHOCTH
oOydarommuxcs (yTBepKJIeHa MMPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179). MakcuManbHO BO3MOXKHAs
BeIM4MHa OoHyc-peiitunra +15 %

3aureHo: +15 % 3a
[IPU30BOE MECTO B
MEPOIPUATHH
MEX1yHapOIHOTO YPOBHS
+10 % 3a npuzoBoe MecTo B
MEPONPUATHH POCCUNCKOTO
YPOBHS

+5 % 3a mpuU30BOE MECTO B
MEPOIPUATHH
YHUBEPCUTETCKOTO YPOBHS
+1 % 3a yuacTue B
MEPOIPUATHH

He 3auTeno: —

bonycHble Oasubl 3a
BBITIOJTHEHHE
IpaKkTU4yecKkux 1-3

CTyzieHT BBINOJIHAET NPaKTHYECKYIO paboTy B
BUpTyaJbHBIX MamuHax Ha 6aze OC Linux. [Tpu
OLIEHUBaHUHU PE3yJIbTaTOB MEPONIPHUATHS
UCIIOJIb3yeTCs OalNIbHO-PEUTUHIOBAsI CUCTEMA
OLIEHUBAaHUS PE3YJIbTATOB yUEOHOM NesATeTbHOCTH
oOyuatroniuxcs (yTBEpKIeHa IPUKAa30M PEKTOpa OT
24.05.2019 . Ne 179). MakcuMaabHO BO3MOYKHAS
BEJIMYMHA OOHYyC-peiiThHra +12

3auTeHo: +4 3a KaXIyro
paboty
He 3auteno: —

Joxnan o teme Ha
BBIOOD U3 CIIHCKA

JIoKJa1 OCyIIECTBIAETCS B TEUEHUE CEMECTpa 1o
TeMe u3 crucka. [1oAroToBka u BHICTYIUICHUE
MPOUCXOAUT UHANBUAYAJIIbHO WUJIU B I'PYIIIIC, B

3aBHCUMOCTH OT TeMbl. CTyeHT(bI) TIPEICTABISET
PE3YIbTAT NOATOTOBKU B BUAC NPC3CHTAIIUN U

JIOKJIaja, OTBEYAET (-10T) HA BOIPOC MPEIoiaBaTess
U IpYTUX CTyAeHTOB. OLIEHNBAETCsl Kaue€CTBO
BBICTYIIJICHUSI U OTBETHI Ha BOIIPOCHL. [Ipn
OIICHUBAaHWU PE3YJIbTATOB MCPOIIPUATHUA
UCTIONIB3YeTCs OAJUTBHO-PEUTHHTOBAsI CUCTEMA

3auTeHo: PedTuHT
00ydaromierocs 3a
MEPOTPHUITHE OOJBIIIE WITH
paBeH 60 %

He 3aureno: PeltuHr
00ydaromierocs 3a
MepornpustTiue Menee 60 %

OIICHUBAHUS PE3YJIHTATOB YUEOHOMU e TEIILHOCTH




oOyuaromuxcs (yTBEpKIeHa MPUKA30M PEKTOpa OT
24.05.2019 1. Ne 179). O6mmii 6am mpu OorieHKe
OTIPE/ICTISICTCS. HA OCHOBE CIICAYIONINX IMOKA3aTENICH:
- OTBETHI Ha BONPOC, 33 KAXK/IbII1 HE OTBEYEHHBIN
BOIIPOC U3 OIICHKH BBIYUTAETCS 10ai.
MakcumanbHOE KOJTHYECTBO 0auioB 3a paboTy — 5.
Becogoii koaddurment meporpusarus — 1.

3amura oT4€Ta Mo
nabopaTopHOM paboTte

3amuTa 1a00opaTOpHO pabOThI OCYIIECTBISETCS
UHIUBUyaIbHO. CTyICHT MPECTaBIsAET Pe3yIbTar
BBHITIOJTHEHUST TaO0paTOpHOM paboThI U3
METOJIMYECKUX YKa3aHUH 10 BBIOOPY
MpenoJaBaTeis U MPEACTABISAET OTUET.
OrneHnBaeTCs Ka4eCTBO O(HOPMIICHHSI,
CBOEBPEMEHHOCTH BBIMTOHEHUs paboThl. [Ipu
OIICHUBAHUU PE3YIbTATOB MEPOTIPHSITHS
UCTIOBb3yeTCs OaTbHO-PEUTUHIOBAsI CUCTEMA
OIICHUBAHUS PE3YJIbTATOB YUCOHON ACATEITHHOCTH
oOyuaromuxcs (yTBEpKIeHa MPUKA30M PEKTOpa OT
24.05.2019 . Ne 179). O6uuii 6ami npu oLeHkKe
OMPEENSETCs HA OCHOBE CIEIYIOIIUX MOKa3aTeNei:
- MPaBWJIBHOCThH BBITIOJTHEHHS paOOTHI, €CITU €CTh
HEIO0YETHI, TO U3 OIICHKH BhIUUTAETCs 1 Oai; -
CBOEBPEMEHHOCTD C/Iaui U Ka9Y€CTBO BBHITIOJTHEHUS
OTU€Ta, 33 KXY HEJEII0 IPOCPOUKHU HIIH
HEZ0YET B OTUETE U3 OIEHKH BBIYUTAETCS 10ai.
MakcuManbHOE KOJTUYECTBO OAIITIOB 32 OIHY
paboty — 6. Bcero B TeueHue cemectpa
PETyCMOTPEHO 4 PEUTUHTOBBIX 1a00paTOPHBIX
pabotbl. BecoBoit k03 uIimeHT kaxaoro
MepOnpHsITHA (32 KaXAyto J1a00paTopHyI0 padboTy)
— 1. Ob1ee konruecTBO 3a J1a0opaTOpHbIE PaOOTHI
—24.

3auTreHo: PedTuHr
oOyuarorierocs 3a
MEepOTIpUSITHE OOJIBIIE UITH
paBeH 60 %

He 3autreno: PeltunHr
oOyuarorierocs 3a
Mepornpusitiue meree 60 %

DK3aMeH

Ha sk3ameHe npoucXouT OlleHuBaHUE yueOHO
NeSTEIbHOCTH 00y4aroIuXcsl 10 TUCHUIUIMHE Ha
OCHOBE IOJyYEHHBIX OLIEHOK 32 KOHTPOJIbHO-
PEUTHHIOBBIE MEPONPUATHS TEKYILIETO KOHTPOJIS U
IPOMEKYTOYHOM arrectauuu. [Ipu onennBannn
pe3yabTaToB y4eOHOM NeSTEIIbHOCTH
00y4Jaromerocs 1no JUCUUIUIMHE HUCIIOIb3YeTCs
OaJIIbHO-PEUTUHIOBasl CUCTEMA OILICHUBAHUS
Pe3yJIbTaToB yueOHOH AesTeTbHOCTH 00yUaromuxcs
(yTBeprkJeHa npuka3oMm pekropa ot 24.05.2019 .
Ne 179) Ornuuno: Benuunna peiftunra
oOyuaromierocs mo pucuuruinae 85...100 %
Xopoiuo: Bennunna peiitunra oOyyarorerocs 1mno
mucturuinHe 75...84 % YnoBlIeTBOPUTEIHHO:
Bennuuna peiitunra odydaromierocs mno
nucturmuae 60...74 % HeynoBneTBOpHUTENbHO:
Bennuuna peiitunra odyyatromierocs mno
mucuutuinge 0...59 % Ecnu pedTHHr
oOyuaromierocs no aucuurinHe Huwxke 60%, To o
CIAeT PK3aMEH C IIEJIbI0 BO3MOXKHOT'O MOBBIIIEHUS
peittunra. [lo pesynpraram ciaum sK3aMeHa
BBICTaBIIIETCS OIIEHKA, KOTOPasi yUUThIBAETCS IPU
onpeneneHuu pertuHra. opmar 3x3ameHa --

OTBETHI Ha Bonpockl U3 OmineroB. Kaxiplil Bonpoc

OtanyHo: OO pedTHHT
oOyuaromierocst >85%
Xopoio: O6muit pedTHHT
oOyuaromierocst Mexy 75%
u 84%
'YIOBJIETBOPUTEIBHO:
OOmmii pedTHHT
oOyuaromierocst Mmexy 60%
u 74%
HeynosnersopurensHo: He
BBINOJIHEH IJIaH MO
TVCIIATUTHHE




nob6asmnsier 10% B o0t pedTHHT

3amanne Ha JIOMYCK

3anmra u BHIOIHEHNE 3TOW MPAKTUUYECKOH paboThI
OCYUIECTBIISIETCSI MHAUBUAYaIbHO. CTyIEeHT
MIPEJICTABIISET PE3YAbTAT BBIIIOJIHEHUS OJJHOTO
BapHaHTa MIPAKTHUYECKOTO 33/1aHUS U3 YKA3aHHOTO
CIIMCKA M OTBEYAET Ha BOIIPOC MIPETIOAABATEIS.
OnenuBaeTrcst Ka4ecTBO 0OPMIICHHUS,
CBOEBPEMEHHOCTb BBIMIOJIHEHUS pabOThI U OTBETHI
Ha Borpocsl (3agaércs 1 Bompoc). [1pu onennBanun
PEe3yJIbTaTOB MEPONPUATHSI UCHIONb3YeTCs OaJlIIbHO-
PEUTHHIOBasI CUCTEMa OLIEHUBAHUS PE3yJIbTaToB
yueOHOI IesTeTbHOCTH 00yYaromuxcs
(yTBepikaeHa npuka3om pekropa ot 24.05.2019 .
Ne 179).
Ha OCHOBE CJIEAYIOUIMX MTOKa3aTemei: -
NPaBUIBHOCTH BBITIOJHEHUS paboThI, €CIIH €CTh
HEeAO04ETHI, TO U3 OLEHKU BbluuTaeTcs 1 Gam.
MaxkcuMaabHOE KOJIMYeCTBO OalIoB 3a 3Ty paboTy
— 15. BecoBoii ko3 uirieHT MeporpusTus — 1.

3auTeHo: PedTuHT
oOyuarormierocs 3a
MeponpusTHe O0JIbIe WU
paBeH 60 %

He 3aureno: PeltuHr
oOyuaromierocs 3a

S mepornpusitue meree 60 %
OOmmii Gt mpu OLEHKE ONpPeIeIIeTCs

OK3aMeH

OTtnuuHo: ot 36 10 42
MPaBUIbHBIX OTBETOB
Xopomo: ot 29 1o 35
MPaBUIbHBIX OTBETOB
'YIOBIETBOPHUTENBHO: OT 22
110 28 paBUIbHBIX OTBETOB
HeynosieTBOpuTeNnbsHO: 10
21 npaBWJIBHOIO OTBETA

Tect

7.3. TunoBble KOHTPOJIbHBbIE 3aJaHUS

Bup xonTpons

TunoBsie KOHTPOJIBHBIC 3aIaHUA

3anuTa 0T4ETA MO MPAKTHYECKOM
pabote

BbonycHble Oasibl 3a yuacTue B
MEPOIPUATHSIX 110
UH(POPMAITMOHHON 6€30aCHOCTH

boHycHble 0aibl 3a BBIOTHEHHE
npakTuieckux 1-3

Jlokiian mo Teme Ha BEIOOD U3

CIMCKa
3amuTa oT4€Ta MO J1abopaTopHOil

pabote
15 MexceTreBble SKpaHbl U CpeICTBA OOHAPY)KEHUS BTOP)KEHUI.
CermenTrpoBaHue. AyTeHTU(PUKALUS, AaBTOPU3ALINS, ayTUT.
7 Ilpotokonsl paspemenus aapecoB ARP, RARP. Anroputmel
MapILIpyTU3allid, UX XapaKkTepucTuka. [IpoToKosbl U anropuTMbl
BHYTpEHHEN U MexaoMeHHoM Mapiipytu3zaunu (RIP, OSPF, IGRP,
INLSP, EGP, BGP)

OK3amMeH

2 Kputepun knaccuduxanuu cereit 9BM. XapakrepucTuku ceten
OBM

5 Meroasl koMmMyTanuu. MeToasl JOCTyIIa K pa3IeinsieMon cpele.
Yrpo3sl 6e3onacHoCTH nH(MOpMaIK, epeaaBaeMon B cetsax OBM, na
(u3n4YeCKOM U KaHAJIbHOM YPOBHSIX.

6 CeteBoli ypoBeHb noctpoeHus cereid OBM. OyHkumu u




uHTepdeiics cereBoro ypoBHs. CeteBoit ypoBeHs Internet. I[IpoToxosnsr
IPv4, IPv6, anpecanus B [P-ceTsax

1 enn u 3anaun kypca. CopepkaHue JUCHMILIMHBL. PexoMenayemas
nureparypa. [lonsitue cetn 9BM. Otansl pazsutus cereit 9BM

8 TpaHCTIOPTHBIE YCIYTH M TEXHOJIOTHU TII00ATBHBIX CETEH.
Texnomorusst MPLS

11 Texuonoruss VLAN. Yrpo3sl 6€301acHOCTH UH(OpMAIINH,
repenaBacMoi B TOKaJIbHBIX ceTaX DBM. MeToabl nx HelTpanuzauu
13 Knaccudukaiuu yrpo3 6€30MacHOCTH TeIEKOMMYHHKAITHOHHBIX
ceren

9 CeteBble CitykObl U CPECTBA YIIPABICHUS

14 Knmaccudukanust MeToaoB 3aiiuThl. OCHOBHBIE TEXHOJIOTHH
obecriedeHus1 6€30MacCHOCTH B CETH

10 CpencTBa KOHTpOJIS BHEIIHETO iepuMeTpa cetu. Cpencrsa
KOHTPOJIS IOCTYTA K CETEeBBIM ciry>k0am. CpeicTBa aKTHBHOTO ayJuTa
cereit OBM. IIpotokon SNMP

3 CpenctBa noctpoenus cereit OBM. Jlorndeckas u pusndeckas
cTpykrypuzanus cereit IBM. Mognens [SO OSI. TexHonmoruu
obecriedeHurs 6e30MacHOCTH B ceTsix OBM

4 Tlpaktudeckue otmnuus peanusanuu creka TCP/IP ot atanonHoit
monenu [SO OSI.

12 IIporokonsr VRRP/HSRP. OcHoBEI K1acTepHbIX pemenuii. DM
VPN (Cisco VPN) kak nmpuMep JHHaAMUYECKH OpTaHU3YIOIIEHCs CeTH
16 Kpunrorpadudeckue cpeacTpa 3aniuThl HHPOPMAITUU B CETAX
OBM. Bupryanbssle yacTHble ceTu. [Iporokon SSL

3aaHue Ha TOMYCK

1. HacTpoiika B3anMoaeicTBus (MEKCETEBOTO SKPaHUPOBAHUS) MEXKTY
TpeMSI BI/IpTyaJ'II)HI)IMI/I MallInHaMH C 3apaHee HaCTpoeHHBIMI/I
cepBUCaMu

2. Hactpoiika 3ammménnoi cetn ViPNet

3. HacTpoiika cpeacTBa oOHapy>KEHUSI BTOP>KEHUH, CO3aHKE U
NIEeMOHCTpaIHs pabOThl TECTOBBIX MPABUIT

OK3aMeH

Hrtorossie TecThl.docx

8. YueOHO-MeTOAMYECKOE M MH(POPMAIIMOHHOE OOecnedeHUue TUCIHUIIIMHBI

IleuaTnas yqe6H0-MeTozmqec1<aﬂ AOKYMECHTaAIlUsA

@) OCHOBHAs TUMepamypa:

1.  Onudep, B. I. KomnbrorepHbie CeTH : IPUHLUIIBI, TEXHOJIOTHUH,
npoTtokosbl Teket yueO. st By30B 1o HanpasieHuto 552800 "Mudpopmaruka u
BBIYHMCII. TexHuKa" 1 o cnenuaiabHoCTIM 220100 "Borunci. MaiMHbl, KOMILJIEKCHI,
cuctembl 1 cetu", 220200 "ABTOMaTU3HUp. CUCTEMBI 00pabOTKH HHMOPM. U yrp.",
220400 "IIporpam. obecriedeHre BHIYUCI. TEXHUKU U aBToMaTu3up. cucrem" B. T.
Omudep, H. A. Onudep. - 3-e uzn. - CII6. u np.: [Tutep, 2007. - 957 c. un.

2. Omudep, B. I Komnsrorepusie cetu: [IpuHIUIIBI, TEXHOIOTHUH,
npotokoibl [Tekcr] Yueb. mocobue o Hanpasnenuto "Mudopmarruka 1 BBIYUCI.
TexHuka" u crenuanbHOoCTAM... B. I. Omadep, H. A. Omudep. - CII6. u ap.: [Turep,

2001. - 668 c. nn.

0) OononHumenvbHas Iumepamypa:
He npenycmorpena

8) omeyecmeenHbvle U 3apydedcHble HCYPHAIbL N0 OUCYUNIUHE, UMelowuecs 8 bubiuomexe:




2) MemoouuecKue YKazaHus 0 Cmyo0eHmos8 no 0C80EHUIO OUCYUNTUHDL:
CxypnaeB C.B. be3onacHocts ceteit 9BM: meTonnueckue
PEKOMEHIAlUU K MPAKTUYECKUM 3aHSITHSIM.

1.

U3 HUX: yuebHO-Memoouyeckoe obecneyerHue camoCcmosamenbHou pabomel
cmyoenma.

3ﬂeKTpOHHaH yqeﬁno-MeTounqecxaﬂ AOKYMECHTaAIlUA

HoctynHocts
HaumenoBanue | (cetb MHTEpHET /
Bun ecypca B JIOKaJIbHAS CETh;
Ne JIATEPATYPBI Hauvenosanue paspaborkn 3JIIZ:KT}II)1?)HH01?I aBTOPHU30BAHHBIH /
dbopme C¢BOOOIHBINA 110-
CTYyI)
Hlansrun, B.®. 3ammura nadopmanuu B
KOMITBIOTEPHBIX CUCTEMaX U CeTSX. DJIEeKTPOHHO-
OcHOBHAs [DnexTpoHHBIH pecypc] : yuel. mocodbne —  [OubmuoreqHas Vnreper /

1 Teparypa OnekTpoH. nadH. — M. : IMK IIpecc, 2012. |cuctema ABTOpH3OBAHHbII
— 592 ¢. — Pexxum nocryna: W3/1aTENIbCTBA
http://e.lanbook.com/book/3032 — 3arn. ¢ |Jlanb
DKpaHa.

> JlononHuTenbHAasA FOCT P ICO/M?K 7498-1-99 Koncynpranr Wutepuer /

muTeparypa TLTIOC CBoOOIHBII

9. UuopManiuoHHBbIE TEXHOJIOTHH, HCIIOJIb3yeMble IPU OCYLECTBICHUH
00pa3oBaTeJILHOIO Npouecca

[Tepedyens KCIOIB3yEMOT0O MIPOTPAMMHOTO 00ECIICUCHHUS:

1. -Oracle VirtualBox(6eccpouno)

[lepedeHpb UCTIONB3yEMbIX HHPOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

Her

10. MarepuajbHO-TEXHHYECKOe o0ecredeHue TUCIUIIIMHBI

Bun 3aparuit

Ne

ayJl.

OcHoBHOE 000pyIOBaHKE, CTEH/1bI, MAKEThI, KOMITBIOTEpHAs TEXHHUKA,
IIPEIYyCTaHOBJIEHHOE IPOrPaMMHOE 00€CIIeueHHE, UCTIONIb3yEMOE IS
pa3NUYHbIX BUAOB 3aHATHH

[IpakTnueckue
3aHATUA U
CEeMUHapbI

904
(36)

KoMmbroTepsl, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOD, KJIaBHATYPY, MBIIIb,
MIPOBOAHbIE U OECIIPOBOHbIE ceTeBbIe ananTepsl. [lkad ¢ ceTeBbiM
ob6opynoBanueM Cisco. Kommyraropsr Cisco Catalyst 2950. Mapuipytuzaropsl
Cisco Router 2600. bectipoBomubie MmapuipyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusbiii, B cocraBe OC). Cucrembl oOHapyxeHus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpammusbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (cauddepsr) tcpdump u Wireshark (mporpammusie, B coctae OC).
AHanmM3aTopsl ceTd nmap/zenmap (mporpamMmmubii, B coctaBe OC). Cpenctsa
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsitop cereBbix yctporcTB Cisco Packet Tracer, Gpaysep




Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

Dx3aMeH

904
(36)

KoMmbroTepHI, BKITFOYasi CHCTEMHBIH OJIOK, MOHUTOD, KJIaBHATYPY, MBIIIb,
MPOBOJHbIE U OecIpoBOHbIE ceTeBbIe afanTepsl. [lkad ¢ ceTeBbIM
obopynosanueM Cisco. Kommyrtaropsr Cisco Catalyst 2950. MapuipyTuzaropsl
Cisco Router 2600. becnipoBoubie MapiipyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusbiii, B coctaBe OC). Cucrembl oOHapyxeHus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpamMmusbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
Tpaduka (cauddepst) tepdump u Wireshark (nmporpammusie, B cocrase OC).
AHanu3aTopsl ceTi nmap/zenmap (rporpamMmHsiii, B coctaBe OC). Cpencra
mmdposanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynstop cereBbix yctpoiicTB Cisco Packet Tracer, Gpayzep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox

Jlekun

912
(36)

Kommekt komnbrotepHoro odopynosanusi, LCD I[IpoexTop, Dxpan
[POEKIIMOHHBINA, HACTEHHBIE CTEH/IBI 0 3aIuTe HHPopMmarmu (5 mrT. ),
nporpammuoe obecnieuenue: OC Windows XP , MS Oftice 2007, Matlab,
WinRar, Mozila Firefox, Koncynsrant+.

JlaGoparopHsie
3aHSATHUS

904
(36)

KoMIibroTepsl, BKITIOUasi CHCTEMHBIN OJI0K, MOHUTOP, KJIIaBUATYPY, MBIIIb,
MPOBOAHBIE U OECIIPOBOHBIE ceTeBbIe aganTepsl. [lkad ¢ ceTeBbIM
ob6opynoBanueM Cisco. Kommyraropsr Cisco Catalyst 2950. MapuipyTusaropsl
Cisco Router 2600. BectipoBomubie MapmpyTtuzaropsl D-Link DIR-620, DIR-
615, DIR-300. Mexceresie skpanbl Cisco PIX 501 Firewall, IPTables
(mporpammusblii, B cocraBe OC). Cucremsl o0Hapyxenus Bropxenuit Cisco IPS
4255, Snort u Surricata (mporpammHsbie, B coctaBe OC). AHAIM3aTOPBI CETEBOTO
tpaduka (cauddepsr) tepdump u Wireshark (nmporpammusie, B cocrase OC).
AHanmM3aropsl ceTd nmap/zenmap (mporpaMmMusii, B coctaBe OC). Cpenctpa
mmdpoBanus Tpaduka openssl 1 OpenVPN (mporpammusie, B coctae OC).
[10: OC Fedora, smynsaTop cereBbix yctpoicTB Cisco Packet Tracer, Gpay3ep
Mozilla Firefox, [PTables, Snort, Surricata, tcpdump, Wireshark, nmap/zenmap,
openssl, OpenVPN, Oracle VM VirtualBox




