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1. llesu u 3212494 AU CIUILIHHBI

[enpro n3yueHus: AUCIUTUTHHBI « MOHUTOPUHT MH(HOPMAITMOHHOM 0€30MMaCHOCTH U
AKTUBHBIN MMOMCK KNOEPYTpo3» SABISAETCS TEOpPETUUYECKasi U MPaKTUYeCcKasi MOArOTOBKA
CHELHUATUCTOB B 00JIACTH pearupoBaHusl HA MHUMJAEHTH HHPOPMAMOHHOW O0€30MaCHOCTH.
B paMkax ocBOeHUSsI JUCUUIUIMHBI CTYACHTBI 3HAKOMSTCS C TAKTUKOM, TEXHUKAMH U
IpoLESypaMH aTak, a TakKe cnoco0aMu MPOTUBOCTOSTHUSA M. Ha mpakTU4YeCKUX 3aHITHIIX
CTYZEHTBI COPMUPYIOT HABBIKM OOHAPYKEHUS U PACCIIECIOBaHUS aTak. 3aaadu
JUCUUIUIMHBL: - TUTAHUPOBAHKE U OpraHU3allMsl MOHUTOPUHIa 0€301aCHOCTH B KOMITAHHH;
- HCTIOJIb30BAaHUE PA3TMYHBIX HCTOUHUKOB aHAJTUTUYECKUX JAHHBIX 00 yrpo3ax JiJis
oOHapy>KeHUsI HOBBIX MTPOJBUHYTHIX YTPO3; - OOHAPYKEHHE U PACCIIeIOBAaHUE
BPEIOHOCHOM aKTUBHOCTHU B HH(PpacTpykTypax Ha 6aze Windows u Linux ¢ yyetom
UCIIOJIb30BAHHBIX 3JI0YMBIITUICHHUKAMU METOJIOB; - CO3/IaHNe HHMPACTPYKTYPHI IS
AKTUBHOI'O ITIOMCKA YTPO3 HA OCHOBE PELIEHUS C OTKPBITBIM UCXOJAHBIM KOJIOM.

Kparkoe cogepkanue TUCHUIIIIMHBI

ApxuTekrtypa, npouecchl 1 HHCTpyMeHThl SOC. AHaIUTUKA yIpo3, AKTUBHBIN MOUCK
KUOepyrpo3. ApXUTeKTypa 6€30MacHOCTH CETH, IPOTpaMMHBIE U alllapaTHbIe CPEICTBA
oOecrieueHus: 6€30MacHOCTH ceTU. TUIOBbIE ceTeBble aTaku. MeTo1bl MOHUTOPHUHTA CETH.
ApxutexTypa u cpeacTa 6e3omacHoctr Windows. TakTuKH, HHCTPYMEHTHI U T1aTHOPMBI
I TOCTAKCIUTyatauu B Windows, METO/IbI IETEKTUPOBAHS U MPOTUBOICHUCTBUS.
ApxuTtekTypa u cpeacTBa 6e3omacHoct Linux.

2. Komnerenuuu ody4awmerocsi, GopmupyemMbie B pe3yJbTare 0CBOCHMSI
AUCIHUANIMHBI

[TnanupyemMplie pe3yabTaThl OCBOSHUS [Tnanupyemblie pe3yabTaThl
OII BO (xoMrmieTeHIIin) O0y4eHUs 110 TUCIUTUTHHE

3HAeT: OpraHU3alMOHHYI0 CTPYKTYpY U
(GYHKIMOHAIBHYIO YaCTh aBTOMAaTU3MPOBAHHBIX
CHUCTEM; METO/IbI U CPEJICTBA peaIn3allun
yIQJIEHHBIX CETEBBIX aTak Ha aBTOMaTHU3UPOBAaHHbBIE
CUCTEMBI

'YMeeT: OCyIIeCTBIATh YIPAaBICHNE U
aIMUHUCTPUPOBAHUE 3AIIMUIIEHHBIX
ABTOMAaTU3MPOBAaHHBIX CUCTEM; pa3padaThiBaTh U
QHAJIM3UPOBATh IPOCKTHBIE PELIECHUS 110
o0ecrevyeHnto 6e30acHOCTH aBTOMAaTU3HPOBAHHbBIX
CUCTEM

MMeeT npakTU4eCKUil OMBIT: pa3pabOTKU MOTUTHK
WHGOPMAITMOHHON 0€301acHOCTH
ABTOMAaTU3UPOBAHHBIX CUCTEM

OIIK-10 Crioco6eH B kKaueCTBE TEXHHUUECKOTO
CreranrucTa IpUHUMaTh y4actue B (GOpMUPOBAHUU
MOJIUTUKU MHPOPMAIIMOHHOW 0€30MacHOCTH,
OpPraHHU30BbIBATh U MOACPKUBATH BBHITIOTHEHHE
KOMILJIEKCa Mep 10 obecrieueHuto HH(pOpMaImOHHOK
0€301MacHOCTH, YIPABISAThH MPOIIECCOM UX
peanu3ai Ha 00bEKTE 3aUTHI

3HaeT: MEeToJibl MOHUTOPUHTa UH()OPMALIMOHHON

OIIK-17 (4.4) CniocobeH ocymecTBIATh 0€30IaCHOCTH U CPEACTBA pealn3allu yIaleHHbIX
JMAarHOCTUKY U MOHUTOPHHT CUCTEM 3alIUTHl  (CETEBBIX aTaKk HA aBTOMATU3UPOBAHHBIE CHCTEMBI
aBTOMATH3UPOBAHHBIX CHCTEM 'YMeeT: OCyIIeCTBIATh JUArHOCTUKY U MOHUTOPUHT

CHUCTCM 3alllUThl aBTOMATU3UPOBAHHBIX CUCTEM

3. Mecro aucuuninubl B ctpykrype OII BO

| [lepeueHb NpeaeCTBYOIUX JUCUUIUINH, | IlepeyeHb NOCIENYIOMMX TUCIUIUINH,




BUJIOB pabOT y4eOHOTro IyIaHa

BUJIOB paboT

1.0.32 OcHoBbI ynpaBieHus: HHPOPMAIIHOHHOMH

0E30ITacHOCTEHIO,

1.0.37 KoHTpoJb 3alIUIIEHHOCTH
ABTOMATH3UPOBAHHBIX CHCTEM,

1.0.31 KomruiekcHoe obecrieueHne 3aiuThl
nHbopMaIi 00bEKTOB HHPOPMATU3ALIUN

Her

TpeOoBaHMs K «BXOIHBIM» 3HAHUSIM, YMEHUSIM, HABbIKAM CTYIE€HTA, HEOOXOIUMbIM
IPY OCBOCHHUH JJAHHOM JMCLMIUIMHBI U IPUOOPETEHHBIM B PE3YJIbTATE OCBOCHUS
IPEAMIECTBYOIUX JUCHUTIINH:

4. O0béM 1 BUABI YUeOHOI1 padoOTHI

OO0mas TpyA0€MKOCTh JUCHUILUIMHBI COCTABISET 2 3.€., 72 4., 36,25 4. KOHTaKTHOU

paboThl
Pacrnipenenenue mo cemectpam
Bcero B yacax
Bun yueOHo# paboTh
4acoB Homep cemectpa
7
OO0mmast TpyI0EMKOCTh AUCITUTLITTHBI 72 72
Ayoumophvie 3aHAmMusL: 32 32
Jlexuuu (JI) 16 16
[IpakTudeckue 3aHATUS, CEMUHAPHI U (WIIN) IPYTHE BUIIBI 16 16
ayuTopHbIX 3aHsaTHi (I13)
Jlabopatopusie pabotsl (JIP) 0 0
Camocmosmenvuas paboma (CPC) 35,75 35,75
CamocTrosiTenbHast MpopadOTKa JIEKIIMOHHOTO U 20 20
MMPAKTHYECKOTO MaTepuaa
CamocTosiTenbHast paboTa ¢ Ipe10CTaBICHHBIMU 15.75 15.75
MCTOYHUKAMH UH(pOpManuu ’
KoHCynbranuy v NpoMeKyTOYHasl aTTeCTalus 4,25 4,25
Bux konTposs (3adet, qud.3avueT, IK3aMeH ) - 3a4eT

5. ConeprkaHnue TUCHMIIIMHBI

O0beM ayaIUTOPHBIX 3aHATHH O BUIAM

Ne
assena HanmeHnoBaHue pa3aenoB TUCIATUTHHBL B Hacax
i Boero n] m [ op

OCHOBHBIC KOHIICTIIIUU TIOCTPOCHHUSI U

1 6 4 2 0
¢dyukumonupoBanus SOC
be3onacHOCTh ceTu U epuMeTpa, MOHUTOPUHT

2 10 4 6 0
0€30MacCHOCTH CETU

3 |ApxutekTypa u cpeictBa 6e3omacHoctd Windows 12 4 8 0

4  |ApxurekTtypa u cpeactsa 6ezonacHoctu Linux 4 4 0 0

5.1. Jlekuum




Ne Ne Koz-
nexuuulpasiena HaumeHnoBaHnue uinm KkpaTkoe cofepKaHue JEKIIMOHHOTO 3aHATHUS BO
4acoB
1 1 CoBpeMeHHOE TOJIOKEHHE B 00JIaCTH KHOepyrpo3. 3a1auu U MOJXO0AbI )
OTIEPAIIMOHHON 0€30MaCHOCTH. APXUTEKTYpa, MPporecchl 1 UHCTpyMeHThl SOC
2 1  [AnanuTHKa yrpo3, akTUBHBIN TOUCK KHOEPYTpo3 2
3 5 ApXUTEKTypa 0€30IaCHOCTH CETH, POTPAMMHBIE U arapaTHBIE CPEeICTBA 1
oOecrieueHus 6€30MacHOCTH CETH
4 2  |TumoBkle ceTeBbIE aTaku 2
5 2 [MeToabl MOHUTOPUHTA CETH 1
6 3 |ApxutekTtypa u cpeactna 6e3omacHoct Windows 2
7 3 TakTUKH, HHCTPYMEHTHI U HJIaT(bOpMIiI JUIs IocTIKCIuTyaranuu B Windows, )
METObI IE€TEKTUPOBAHS U IPOTHUBOACHCTBHUS
8 4  |ApxuTektypa u cpeacTBa 6e3omacHOCTH Linux 2
9 4 PKypnaus! Linux, cpeacrsa Monutopunra, Auditd 2
5.2. llpakTyeckue 3aHATHS, CEMHUHAPDbI
Ne Ne Kox-
sansTuspasena HanmenoBanue nin kpaTkoe cofepskaHue MpakTUYeCKOro 3aHATHS, CEMUHapa BO
4acoB
1 1 |Crek Elasticsearch, Logstash, Kibana (ELK). Hactpoiika cpenst ELK 2
2 2 |O6Hapyxenue araku ARP-poisoning 1
3 2 |Cucrema oOHapyXeHusl BTopxeHui Bro 2
4 2 |Cucrema oOHapy>keHHs BTOp>KeHHH Suricata IDS 2
5 2 |[leTekTUpOBaHHUE aTaK HA CEPBEP 1
6 3 bezonacnocte Windows: mpaBa mosib30Baresnei, Hezamu(ppoBaHHbBIE TAPOTH | 5
XEIIM B NaMSITH, IPUBUIIETUH, aTaKu C Kpaxel TokeHoB, UAC
Aynut 6e3onacHoctd Windows. Kondurypanus nonutuku ayaura.
7 3 [[lepeanpecamus coowsrtrii B TELK. Aynut noctyna k oobekram. O0oraiienue 2
naHHbIMHU ¢ oMmo1bto Logstash. ITouck yrpo3 u anaius >KypHaJloB BpyUHYIO
8 3 |ABTOMaTMYECKHIi MOUCK YIpo3 ¢ UcHoiab3oBaHueM X-Pack watcher 2
9 3 |Pa3BepThIBaHHE U MCHOIB30BAHUE SySmon 1
10 3 |Autorun, ananu3 naHHbIX Logstash u mpoBepka noTOKOB 1
5.3. JIaboparopHbie padoThI
He npenycmoTpenbl
5.4. CamocrosiTesibHasi padoTa CTyI€eHTA
Boinonnenne CPC
Criucok nureparypsl (¢ ykazaHHEeM Kozn-
[Tomnsux CPC pasnenos, riaB, cTpaHuil) / cceika Ha  [CemecTp| BO
pecypc 4acoB
CamocrosTenpHas mpopadboTKa 7 20
JIEKIIMOHHOTO U TIPAKTHYECKOTO MaTepuraa
CamocrosiTenpHast paboTa ¢
MPEI0CTABICHHBIMUA UCTOYHUKAMU ¥ 1e6HO-METOUIECKHE MaTEpHANL B 7 15,75
e — JIEKTPOHHOM BUJE - UCTOUHHUKH Ne 1-4




6. ®oH1 OLIEHOYHBIX CPEICTB AJIfA MPOBEACHUS TEKYIIer0o KOHTPOJIA yCIIeBaeMOCTH,
NMPOMEKYTOYHOM aTTeCTalluu

KonTpons kauecTBa 0CBOCHUS 00pa30BaTEILHOMN MPOrPaMMbl OCYIIIECTBIISCTCS B
cootBeTcTBHH ¢ [TonokeHreM 0 OaTbHO-PEUTUHTOBOW CHCTEME OTICHUBAHUS PE3YIbTATOB
y4eOHOM JIeSITENILHOCTH 00yYarOIUXCHl.

6.1. KouTpoabusbie meponpusitus (KM)

Yun-
HasBanue THIBA
Ne | Ce- Bun Makc.
KOHTPOJIBHOTO Bec [Topsimok HauuCIeHUs O6AIITIOB -
KM|mecTp| koHTposs Oamn
MEPOTPUATHS eTcs
B [IA
3aiuTa oT4eTa Mo npakTuyeckon padore
OCYIIECTBIISIETCS MHIMBUIYaJIbHO.
CTyieHTOM MPe0CTABISAETCS
odopmieHHbIi oTyeT. OLleHnBaeTCs
CBOEBPEMEHHOCTb MTPEI0CTABICHUS
3amuTa oT4eTa K
. 0TYeTa, Ka4eCTBO O(hOPMIICHUS U OTBETHI
[IpakTuueckoif pabore
Nol "Crex Ha BOMPOCHI (3a7at0TCs 2 BOIpoca).
. CBOEBpPEMEHHO U MTPABUIBLHO
Texymui Elasticsearch, odopMIieHHas paboTa MOTyYaeT OLICHK
1| 7 Y Logstash, Kibana | 1 | 10 P P Y Y |sauer
KOHTPOJIb . 10 Ganos.
(ELK). Hactpoiika
OlLieHKa CHMXKAETCA: - PU
cpenst ELK o
HECBOEBPEMEHHOM caue oTyera Ha 1
OOHapy>xeHHe aTaku
S 0aJi1 3a KaXK/1y10 HeJIeI0 IPOCPOUKH; Ha
ARP-poisoning . .
1 6an 3a Kax/Iblii HeMpaBUIIbHBIN
(OTCYTCTBYIOITHIT) OTBET MPH 3aTUTE
oryera; Ha 2 Oana, eciau opopmIeHue
pabOThI HE COOTBETCTBYET TPEOOBAHUAM
1100 BBITOJIHEHBI HE BCE 3aaHUSI.
3amuTa oT4eTa o NpakTuieckoi padore
OCYIIECTBISIETCS] MHIUBUIYJIbHO.
CTyneHTOM MpeoCcTaBIsIeTcs
odopmieHHsIid oTyeT. OTIeHNBaeTCS
CBOEBPEMEHHOCTb ITPEJOCTABICHHUS
3amura oT4eTa K
. 0TYeTa, KAYeCTBO OOPMIICHHUS U OTBETHI
[paxturiccioii padore Ha BOIPOCHI (3a/1a10TCs 2 BOIIPOCa)
Ne2 "Cucrema p p ’
CBOEBpEMEHHO U MPABUIBHO
Texymuit obHapyxerus oopmieHHas paboTa MMoayyaeT OLEeHK
2 7 Y BTOpKeHU Bro 1| 10 p P y Y lauer
KOHTPOJIb 10 6anoB.
Cucrema
O1eHKa CHIKAETCS: - PU
0OHapy KeHUS .
o HECBOEBPEMEHHOM cadye oT4yera Ha |
BTOp>KEHUH Suricata .
IDS" 0aJu1 3a KaX/Iyr0 HEAE0 MPOCPOUKH; Ha
1 Gant 3a KaXKAbli HENPaBUIbHBIN
(OTCYTCTBYIOIINI) OTBET IPH 3aILUTE
oTueTa; Ha 2 6aia, eciau opopmiieHHe
pabOThI HE COOTBETCTBYET TPEOOBAHUIM
1100 BEITTOJIHEHBI HE BCE 3aaHUSI.
3amuTa oT4eTa K 3ammTa oT4eTa o MpakTU4Ieckoi padbore
Texymuii [IpakTuueckoi pabore OCYILECTBIISIETCS MHIMBUAYAIIBHO.
3 7 KOH¥ oIl Ne3 "Aynur 1 | 10 |CryneHTOM MpeaoCTaBisieTCs 3a4eT
P 0€30I1aCHOCTH odopmieHHbIH oTyeT. OieHnBaeTCs
Windows. CBOEBPEMEHHOCTb ITPEIOCTABICHUS




Konguryparnus
MIOJIUTUKH ayJIUTa.
[Tepeanpecanus
coObrthii B TELK.
Aynut noctyna K
00BeKTaM.
Oborarmienue
JTAHHBIMH C TIOMOIIBIO
Logstash."

0TYeTa, KA9YeCTBO OPOPMIICHUS U OTBETHI
Ha BOIIPOCHI (3a71al0TCsI 2 BOIIPOCA).
CBOEBpPEMEHHO U MPABUIIBHO
odopMIieHHass paboTa MOIyYaeT OLICHKY
10 6amos.

OlLieHKa CHI)KAETCA: - PU
HECBOEBPEMEHHOM cllaue oTuera Ha 1
0aJi1 3a KaXK1y10 HeIeI0 IPOCPOUKH; Ha
1 Gauin 3a KaXKAbIi HENPaBUIIbHBIH
(OTCYTCTBYIOITHIT) OTBET MPH 3aTUTE
oryeTa; Ha 2 Oauta, eciau oopMIICHHE
pabOTHI HE COOTBETCTBYET TPEOOBAHUSIM
1100 BBITTOJIHEHBI HE BCE 3aIaHUSI.

Texymumii
KOHTPOJIb

3ammra oTYeTa K
[IpakTudeckoit padbore
No4 "TTouck yrpo3 u
aHaJIU3 KYpPHAJIOB
Bpy4HYIO"

10

3amurTa oT4eTa o mpakTuieckoi padore
OCYIIECTBISIETCS] MHIUBUIYaIBHO.
CTyneHTOM MpeoCcTaBIseTcs
odopmieHHBIN oTdeT. OTIeHUBaeTCS
CBOEBPEMEHHOCTb ITPEOCTABICHHUS
0TYeTa, Ka9eCTBO O(hOPMIICHUS H OTBETHI
Ha BOIIPOCHI (331at0TCsI 2 BOMPOCA).
CBOEBPEMEHHO U NTPABUIIBHO
odopmieHHas paboTa MMoJy4yaeT OLEHKY
10 6annoB.

O1eHKa CHIDKACTCS: - PU
HECBOEBPEMEHHOM c1aue oTueTa Ha 1
0aJu1 3a KaXIyI0 HEAEII0 MPOCPOUKH; Ha
1 Gann 3a Kax/blil HEIPaBUIIbHBIN
(OTCYTCTBYIOIIMIA) OTBET IPU 3aAIIUTE
oTueTa; Ha 2 6ana, eciau opopmiieHHe
paboThI HE COOTBETCTBYET TPEOOBAHUSAM
1100 BEITIOJTHEHBI HE BCE 3a1aHUSI.

3a4CT

ITpome-
KyTOUHAas
aTTecTanus

3auer

[IpeniogaBarens popMupyeT OUIIETHI,
KOTOpPBIE COJIeprKaT Mo TPU BONPOCca U3
CIHCKa BOTIPOCOB. Bo Bpems mpoBeneHust
3a4eTa CTYACHT BBITATUBACT CIydalHBIH
OWJIET, 3aTeM B ayIUTOPUU TIMCHBMEHHO
OTBeYaeT Ha 3 Bompoca B Ouiiere,
KOTOPBIE BKJIFOYAIOT TEOPETUIECKUE U
MPaKTHYECKHE BOMPOCHI 1O MPOiiIEHHBIM
pa3zienam, IpenoaaBaTellb MPOBEPSET
OTBET, Oece/lyeT Co CTYJICHTOM U
OLIEHUBAET OTBET.

3a KaXKIbli BOMPOC CTYACHT MOXKET
MOJyYUTh MaKCUMYM 3 Gaia.

3 Ganna - CTyAeHT BEpHO U3TI0KHIII OTBET
Ha BOIPOC OmieTa, OTBETUI Ha 2
TTOTIOJTHUTEIBHBIX BOMPOCHI

2 OaJa - CTyJIeHT BEPHO U3JIOXKHII OTBET
Ha BOIIpOC OmieTa, OTBETUI Ha |
TTOTIOJTHUTETBHBIN BOIIPOC

1 Gamnn - CTyAEHT Aall YaCTUYHBIA OTBET
Ha BONpOC OuseTa 0o HE OTBETUIT Ha
TTOTIOJTHUTETHHBIE BOTIPOCHI

(0 OanyIoB - CTYACHT HE CMOT OTBETHTH HA

BOIIPOC B OujeTe

3a4YCT]




6.2. Ilpouenypa npoBeaeHusi, KpUTEPHUH OLIEHUBAHUS

Bun
IIPOMEKYTOYHOU IIpouenypa nposeneHus Kpurepun
P Y OLIEHUBAaHUS
aTTecTaluu
Ha 3aueTe npoucxonut oreHnBaHue y4eOHON ACSTEIHHOCTH
00yYaronuxcs o AUCHUILITMHE Ha OCHOBE MOJyUYEHHBIX OLIEHOK 32
. B cooTBeTcTBHU C
KOHTPOJIbHO-PEHTHHTOBBIC MEPOTIPUATHS TEKYIIETO KOHTPOJISL.
3a4yeT s . 2.5, 2.6
3a4TeHO: PEUTHHT 00y4alOIIerocs Mo pesyiabrataM padoThl B
o L [lonoxenus
cemecTpe Ooubie ni paBeH 60 %. He 3auteno: pedTuHr
oOyuartorerocst menee 60 %.
6.3. Ilaciopt poHAA OLIEHOYHBIX CPEACTB
Ne KM
KommereHnu Pesynbrarsl 00y4eHus DanG

3HAET: OpraHU3alMOHHYI0 CTPYKTYPY U QYHKIIMOHAIbHYIO YacTb

OIIK-10 aBTOMAaTH3UPOBAHHBIX CUCTEM; METOJBI U CPEACTBA pealn3alliy yIaJICHHBIX H A
CETEBBIX aTaK Ha aBTOMAaTU3UPOBAHHBIE CUCTEMBI

'YMeeT: OCYHICCTBIIATH YIIPABJICHUC U AIMUHUCTPUPOBAHNEC 3allIUIIICHHBIX

OIIK-10 aBTOMAaTU3UPOBAHHBIX CUCTEM; pa3padaTbIBaTh U aHAJIU3UPOBATH IPOEKTHBIE HHA-HHAH
9
perieHus o 00eCreYeHN0 OE30MaCHOCTH aBTOMAaTU3UPOBAHHBIX CUCTEM

MmMeeT mpakTU4eCKH OTBIT: Pa3padOTKH MOJUTHK HH()OPMAIIMOHHOMH

OIIK-10 HHHHH+HH
6630HaCHOCTI/I ABTOMATH3UPOBAHHBIX CHUCTCM
OHK 17 3HaeTZ METOIbI MOHI/ITOpI/IHPa HH(i)OpMaHHOHHOfI 6630HaCHOCTI/I n Cpe,I[CTBa Al
- T T T T T
peanmam/m yz(aneHHHx CCTCBLIX ATAaK Ha aBT OMaTI/IBI/IpOBaHHbIG CUCTCMBI
OHK-I 7 YMeeT . OCYI.LICCTBJ'ISITL I[I/IaFHOCTI/IKy nu MOHI/ITopI/IHF CHUCTEM 3alllUThI A

ABTOMATU3HUPOBAHHBIX CUCTEM

TumnoBbie KOHTPOJIBbHBIC 3alaHUS 110 KaAXKAOMY MCPOIIPUATHIO HAXOIATCA B
IMPUITOKCHUAX.

7. YueOHO-MeTOAMYECKOEe 1 MH(OPMAIIMOHHOE O0ecredeHue TUCHUIIMHBI

IHeuaTHas y4yeOHO-MeTOAUYECKAS] JOKYMEHTALUS
a) ocHoGHas TUMepamypa:
He npenycmorpena

0) OononHumenbHas IUmepamypa:
1. TanenOaym, O. KommnbtorepHsie cetu [TekcT] nep. ¢ aHr. J.
TanenOaym, /1. Yazepom. - 5-e uza. - CIIO. u ap.: [Tutep, 2015. - 955 c. .
2.  Tauenbaym, D. CoBpeMeHHbIE onepaluroHHblie cucteMsl [Teker] O.
Tanen6ayM. - 3-e uza. - CI16. u ap.: [Turep, 2010. - 1115 c. un.

8) omeuecmeenHvle U 3apyOedHCHble HCYPHANbL NO OUCYUNTIUHE, UMelowuecs: 8 budiuomexe:
He mpenycmoTtpenbt

2) Memoouueckue YKazanus 0Jis CmyoeHmos no 0C80EHUI0 OUCYUNTUHDL:

1.  be3onacHOCTb ceTel ANEKTPOHHBIX BBIUUCIUTEIbHBIX MAlIUH [ TeKCT :
HEMOCPEICTBCHHBIH | : METO. yKa3aHus i OakamaBpoB HampasieHus "Mubopm.
6e3omacHocTh" / C. B. Ckypnaes ; mox pea. A. H. Cokomnona ; FOx.-VYpai. roc. yH-T,
Kad. 3amwmra undopmanuu ; FOYpl'Y



U3 HUX: y4eOHO-Memoouyeckoe obecneyerue camocmosmenvpHol pabomsl CmyoeHma:

1.  be3onacHOCTb CETEl AIIEKTPOHHBIX BBIYUCIUTEIbHBIX MalllnH [ TekcT :
HEMOCPE/ICTBEHHBIH | : METO/. yKa3aHus i OakanaBpoB HampasieHus "Mubopm.
oe3omacHocth" / C. B. Cxypnaes ; mox pea. A. H. Cokxomnona ; FOx.-Ypai. roc. yH-T,
Kad. 3ammura nadopmanun ; KOVpI'Y

3ﬂeKTpOHHaH yqeﬁno-MeTounqecxaﬂ AOKYMCHTAIlUA

Bun
JUTEPaTypbl

HanmenoBanue

pecypca B
3JIEKTPOHHOM

dbopme

bubnuorpaduueckoe onrcanue

OcHoOBHAasA
uTepaTypa

ObC u3narenbpcTBa
Jlaun

bonnapes, B. B. Ananu3 3aliuieHHOCTH 1 MOHUTOPUHT
KOMITBIOTEPHBIX ceTeld. MeTo/bl U cpeacTBa : yueOHoe nocobue / B.
B. bonnapes. — Mocksa : MI'TY um. baymana, 2017. — 228 ¢. —
ISBN 978-5-7038-4757-2. — TekcT : 3neKTpoHHbIH // JIaHb :
PIIEKTPOHHO-O0MOIMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/103518 (nara obpamenus: 16.06.2025).
— PexxuM ocTyna: Uit aBTOpU3. OJIH30BaTENEH.

OcHOBHAasA
UTEpaTypa

ObC u3narenscTBa
JIanb

Komnuns, M. 3ammura cereii. [Togxon Ha 0CHOBe aHaIM3a JaHHBIX /
M. Komnun3 ; mepeBon ¢ anruiickoro A. B. Jlo6poBonbckas. —
Mockaa : JIMK IIpecc, 2020. — 308 c. — ISBN 978-5-97060-649-
0. — Texkcr : anexTpoHHbIH // JIaHb : 3MEKTPOHHO-ONOINOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/131682 (nara
obparmenust: 16.06.2025). — Pexxum goctymna: st aBTOPH3.
[10JIb30BaTEIICH.

OcHoBHAasA
uTepaTypa

ObC u3narenbpcTBa
Jlann

Omnudep, B. I. OcHOBEI ceTeil nepenaun JaHHBIX : yueOHOe ocooue /
B. I. Onudep, H. A. Omuadep. — 2-e u3g. — Mocksa : UHTYUT,
2016. — 219 c. — TekcT : aneKTpoHHbIH // JIaHb : 3neKTpOHHO-
oubnuoreunas cucrema. — URL: https://e.lanbook.com/book/100346
(mata obpamenus: 16.06.2025). — Pexxum qoctyna: amist aBTOpH3.

[10JIL30BAaTEIIEH.

[Tepedenp UCTIONB3YEMOTO MTPOTPAMMHOTO OOCCIICUCHHS:

1. Microsoft-Windows server(6eccpodHo)
2. Microsoft-Windows(6eccpouno)
3. -Oracle VM VirtualBox(6eccpouHo)

[Tepeyens ncnoab3yeMbIx NpodeccruoHanbHbIX 0a3 JaHHBIX U HH(OOPMAITMOHHBIX
CIIPAaBOYHBIX CHUCTEM:

Her

8. MarepuajibHO-TeXHUYECKOE O0ecredyeHre TUCIMIIJINHbI

Bun zangrwnit

No
ayJ.

OcHoBHOE 000py/IOBaHKE, CTEH/IbI, MAKEThI, KOMITBIOTEpHAas TEXHUKA,
IIPEYyCTaHOBJIEHHOE TPOrPpaMMHOE 00ecIIeueHe, UCTIONIb3yEeMOEe JUIs

PAa3IMIHBIX BUOOB 3aHITHI

[Ipaktnueckue (913
3aHATUS U ceMUHapHI |(30)

[IpoexTop, kKoMIbIOTEPHI ¢ onepaoHHoi cuctemoir Windows 10, Cpencto
BupTyanuzanuu VIrtualBox. JluctpuOyTuBbl cBOOOAHO pacpoCTpaHIEMbIX
OTIEPALIMOHHBIX CUCTEM U CPEJCTB OE30M1aCHOCTH.







