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1. llesu u 3212494 AU CIUILIHHBI

[enpro n3yueHus: AUCIUTUTHHBI « MOHUTOPUHT MH(HOPMAITMOHHOM 0€30MMaCHOCTH U
AKTUBHBIN MMOMCK KNOEPYTpo3» SABISAETCS TEOpPETUUYECKasi U MPaKTUYeCcKasi MOArOTOBKA
CHELHUATUCTOB B 00JIACTH pearupoBaHusl HA MHUMJAEHTH HHPOPMAMOHHOW O0€30MaCHOCTH.
B paMkax ocBOeHUSsI JUCUUIUIMHBI CTYACHTBI 3HAKOMSTCS C TAKTUKOM, TEXHUKAMH U
IpoLESypaMH aTak, a TakKe cnoco0aMu MPOTUBOCTOSTHUSA M. Ha mpakTU4YeCKUX 3aHITHIIX
CTYZEHTBI COPMUPYIOT HABBIKM OOHAPYKEHUS U PACCIIECIOBaHUS aTak. 3aaadu
JUCUUIUIMHBL: - TUTAHUPOBAHKE U OpraHU3allMsl MOHUTOPUHIa 0€301aCHOCTH B KOMITAHHH;
- HCTIOJIb30BAaHUE PA3TMYHBIX HCTOUHUKOB aHAJTUTUYECKUX JAHHBIX 00 yrpo3ax JiJis
oOHapy>KeHUsI HOBBIX MTPOJBUHYTHIX YTPO3; - OOHAPYKEHHE U PACCIIeIOBAaHUE
BPEIOHOCHOM aKTUBHOCTHU B HH(PpacTpykTypax Ha 6aze Windows u Linux ¢ yyetom
UCIIOJIb30BAHHBIX 3JI0YMBIITUICHHUKAMU METOJIOB; - CO3/IaHNe HHMPACTPYKTYPHI IS
AKTUBHOI'O ITIOMCKA YTPO3 HA OCHOBE PELIEHUS C OTKPBITBIM UCXOJAHBIM KOJIOM.

Kparkoe cogepkanue TUCHUIIIIMHBI

ApxuTekrtypa, npouecchl 1 HHCTpyMeHThl SOC. AHaIUTUKA yIpo3, AKTUBHBIN MOUCK
KUOepyrpo3. ApXUTeKTypa 6€30MacHOCTH CETH, IPOTpaMMHBIE U alllapaTHbIe CPEICTBA
oOecrieueHus: 6€30MacHOCTH ceTU. TUIOBbIE ceTeBble aTaku. MeTo1bl MOHUTOPHUHTA CETH.
ApxutexTypa u cpeacTa 6e3omacHoctr Windows. TakTuKH, HHCTPYMEHTHI U T1aTHOPMBI
I TOCTAKCIUTyatauu B Windows, METO/IbI IETEKTUPOBAHS U MPOTUBOICHUCTBUS.
ApxuTtekTypa u cpeacTBa 6e3omacHoct Linux.

2. Komnerenuuu ody4awmerocsi, GopmupyemMbie B pe3yJbTare 0CBOCHMSI
AUCIHUANIMHBI

[Inanupyemsble pe3yabTaThl OCBOCHUS [Tnanupyemble pe3yabTaThl
OII BO (xomnieTeH1un) o0yuenust o gucuuruinHe (3Y Her)

3HATh:TPOrPaMMHO-AIIAPATHBIE CPEICTBA
obecnieueHnss THPOPMAITMOHHOW O€30MMaCHOCTH B
TUTIOBBIX OTMIEPAIMOHHBIX CHCTEMaX, CUCTEMAX
YIIPaBJICHUA Oazamu JaHHBIX, KOMIIBIOTCPHBIX CETAX

YMETh:IIPOBOIUTH BBIOOP MPOrpaMMHO-AIAPaTHIX
cpeAcTB o0ecnieyeHuss MHPOPMALMOHHON
0€30MacHOCTH ISl HCIIOIb30BAHUS HX B COCTaBe
AQBTOMATH3UPOBAHHOM CUCTEMBI C IIEIBIO
oOecrieueHns TpeOyeMoro ypoBHs 3alllUIIIEHHOCTH
ABTOMATH3UPOBAHHON CUCTEMBI

ITK-20 cnocoOHOCTBIO OpraHU30BaTh Pa3padoTKY,
BHE/IPEHHUE, SKCILTYaTaIUI0 U COMIPOBOKICHHE

aBTOMAaTU3UPOBAHHON CUCTEMBI C YIETOM

TpeboBaHuil HHPOPMAIIMOHHON 6E€30MTaCHOCTH BitajieTh: HaBbIKaMH, OKCILTyaTallii 1

aIMUHUCTPUPOBAHUS (B YaCTH, Kacarouiencs
pasrpaHUYCHHS JOCTYIIA, ayTeHTH()UKAIIUN U
aynuTa) 0a3 JaHHBIX, JTJOKAIBHBIX KOMITBIOTEPHBIX
CETEei, MPOTPaMMHBIX CUCTEM C YYETOM TPeOOBaHUIA
1o o0ecredeHII0 HHPOPMAIIMOHHOW O€301TaCHOCTH;
HaBBIKAMU HCITOJIB30BAHUS TIPOTPAMMHO-
anmapaTHBIX CPEJICTB OOecIedeHHs 0€30TTaCHOCTH
cereit OBM

IICK-3.5 crmocoOHOCTHIO TPOSKTUPOBATh, BHEAPSTH |3HATH: OPTraHU3AMOHHYIO CTPYKTYPY U
" UCNIOJIL30BATh CUCTEMbI MOHHUTOPHHTA CPCICTB q)yHKI_II/IOHaHBHyIO 4aCTb aBTOMAaTHU3UPOBAHHBIX
3amuThl HHGOpMaAIUK, PyHKIIMOHUPYIOIIMX HA  [CHCTEM; METOBI U CPEACTBA pealn3aliu
KPUTHYCCKH BA’KHBIX O6’beKTaX HB YAAJICHHBIX CCTCBBIX aTAK HAa aBTOMATU3HWPOBAHHLIC




ABTOMATU3UPOBAHHBIX CHCTEMaX KPUTHUECKU
BaKHBIX O0OBEKTOB

CUCTCMBI

YMGTBIOCYH_IeCTBHHTB YIPaBJICHUC U
AJIMUHUCTPUPOBAHUC 3AUIITCHHBIX
ABTOMATH3UPOBAHHBIX CHUCTCM; p8.3pa6aTBIBaTb n
AHAJIM3UPOBATh MPOCKTHLIC PCIICHUS 1O
o0ecrneyeHno 0e30IacHOCTH ABTOMATHU3UPOBAHHBIX
CHCTCM

Brnasers:HaBbIKaMu pa3pabOTKU MOJIUTUK
WH()OPMAITMOHHON O€30MacCHOCTH
ABTOMATU3HWPOBAHHBIX CUCTCM

[TK-28 criocoGHOCTHIO YIIPABIATh
nH()OpPMAITMOHHON O€30MTaCHOCTHIO
aBTOMAaTH3UPOBAHHOM CUCTEMBI

3HaTh:0CHOBHbBIE METO/bI YIIPABICHHUS
MHGOPMAIIMOHHOM 0€301aCHOCTHIO

'YMeTh:pa3pabarbiBaTh MPEIIOKEHUS IO
COBEPILIEHCTBOBAHHUIO CUCTEMBI YIIPABJICHUS
MH(GOPMAIIMOHHOM 0€30I1aCHOCTHIO
AQBTOMATH3UPOBAHHBIX CHCTEM

Brnagerb:MeTronaMu ynpasieHus WH()OPMAIMOHHON

0€30I1aCHOCTBIO ABTOMATU3HWPOBAHHBIX CUCTEM

3. Mecro aucuuninHbl B crpykrype OII BO

[Tepeuenp npeanIecTBYOMUX JUCIUIUINH,
BUJIOB paboT y4eOHOro MmiaHa

[TepeueHb MOCIEAYIONINX AUCIIUTLINH,
BHJIOB paboT

b.1.27 BezonacHOCTb ceTel 3IeKTPOHHBIX
BBIYUCIIUTENBHBIX MAIINH,

b.1.28 bezonacHOCTh OMEPAIIMOHHBIX CUCTEM,
b.1.36 MndpopmarimonHas 6€30MacHOCTb OTKPBITHIX
CUCTEM

b.1.30.01 Pa3paboTka 3ammimeHHbIX
aBTOMaTI/I?)I/IpOBaHHBIX CUCTCM

Tpe6OBaHI/I$I K «BXOAHBIM)» 3HAHHUAM, YMCHHAM, HaBbIKaM CTYJICHTA, H606XO,Z[I/IMI)IM
IIpu OCBOCHHUHU I[aHHOﬁ JUCHUITIINHBI 1 HpHOGpCTeHHBIM B PC3YJIbTATC OCBOCHUA

MpCAMCCTBYIOINX AUCIUIIIINH

JlucuuIimHa

TpeboBanus

b.1.27 bezonacHOCTb ceTel 3IEKTPOHHBIX
BBIUMCIIATEIILHBIX MAIIHH

3HaTh: OCHOBHBIC KPUIITOTpa)UIECCKHIE METOIBI,
QITOPUTMBI, TIPOTOKOJIBI, UCTIONB3YEMBIE IS
oOecneyeHns 0e30nacHOCTH B ceTsax DBM. YMeTh:

A (HEKTUBHO HCIIONIB30BATh PA3IMYHBIC METOIBI U
CpencTBa 3auThl MH()OPMAITUH JIJT1 KOMITBIOTEPHBIX
CeTeH; MPOBOJUTH MOHUTOPHHT YIPO3 0€30MacHOCTH
KOMITBIOTEPHBIX ceTel. BianeTs: HaBbIKaMH
WCTIOJIb30BaHUS POTPAMMHO-AMITAPATHBIX CPEJICTB
oOecneyenns 0e30macHOCTH ceTeit DBM

b.1.28 be3onacHOCTh onepaluoOHHbIX CUCTEM

3HATh: IPUHIIUIIBI OPTaHU3AIUN B CTPYKTYPY
IIOACHUCTEM 3allIUTHI OHGpaLII/IOHHBIX CUCTCM
cemerictB UNIX u Windows; MeToIbI
aI[MI/IHI/ICTpI/IpOBaHI/ISI OHCpaLII/IOHHLIX CUCTCM
cemerictB UNIX u Windows. YMmeTs:
(bopMyIupOBaTh U HACTPAUBATh NOJIUTUKY
0€30ITaCHOCTH OIEPAIIMOHHBIX CHCTEM CEMEHCTB
UNIX 1 Windows.

b.1.36 MudopmanmonHas 6€30MacHOCTh OTKPBITHIX
CHUCTEM

3HATh: IIPUHIIUIIBI (I)OpMI/IpOBaHI/IH IIOJIMTUKHU

WH()OPMAITMOHHON O€301aCHOCTH B




UH(QOPMAITMOHHBIX (aBTOMAaTH3MPOBAHHBIX )
cucTeMax. YMeTh: pa3pabaTbiBaTh YaCTHbIE
NOJIUTUKN MHPOPMAITMOHHON 0€30IacHOCTH
WH()OPMAITMOHHBIX (aBTOMAaTH3UPOBAHHBIX) CHCTEM

4. O0bém 1 BUABI YUeOHOI padOTHI

OO6mmas Tpy10eMKOCTh JUCIUILUIMHBI COCTABIISIET 2 3.€., 72 .

Pacnpenenenue o cemectpam

Bcero B yacax
Buz yae6HO# paboThl
4acoB Howmep cemectpa
7
OO6mas Tpy10EMKOCTh TUCITUTUTHHBI 72 72
AyoumopHhvie 3auamusi: 32 32
Jlexumu (JI) 16 16
[TpakTHdeckue 3aHATUS, CCMHHAPHI U (FITH) IPYTHE BHJIBI 16 16
ayauTopHbIX 3aHaTuil (I13)
JlaGopatopusbie pabotsl (JIP) 0 0
Camocmosmenvras paboma (CPC) 40 40
CamocrosTenpHas MpopaboTKa JEKIIHOHHOTO U 20 20
MPAKTUYECKOTO MaTepuana
CamocrosTenpHast paboTa ¢ Mpea0CTaBICHHBIMU 20 20
MCTOYHUKAMH HH(pOpMaun
By TOroBOro KOHTPOJIS (3a4eT, Aud.3aueT, SK3aMeH) - 3a4eT

5. CoaeprkaHue TUCHMIIIMHBI

O0beM ayTUTOPHBIX 3aHATUH 110 BHJIAM
pajigena HaumeHnoBaHue Pa3aeiioB TUCHUIIIMHBI B Jacax
Bcero JI I13 JIP
1 OCHOBHbBIE KOHLEIIUH IOCTPOCHUS U 4 ) 0
¢dbynaknuronupoBanus SOC
5 be3onacHOCTh ceTu U epUMeTpa, MOHUTOPUHT 10 4 6 0
0€30MacHOCTH CeTH
3 |ApxurekTypa u cpesncta 6ezonacHoctr Windows 12 4 8 0
4  |ApxurekTtypa U cpeactBa 6ezonacHocTH Linux 4 0 0
5.1. Jlekuun
Ne Ne Kox-
rexuuulpasena HaumeHoBaHMe MM KpaTKOe COAEpKaHUE JIEKIIMOHHOTO 3aHATUS BO
4acoB
1 1 CoBpeMeHHOE NOJI0kKEeHHE B 001acTH KHOepyrpo3. 3a1auu U MOIXO/IbI )
OIEepalMOHHON 6e30MacHOCTH. APXUTEKTYpa, MpoLecchl U MHCTpyMeHThl SOC
2 1  |AHanuTHKa Yyrpo3, aKTUBHBIN MOUCK KUOEPYTpo3 2
3 5 ApXUTEKTypa 0€30IIaCHOCTH CETH, IPOrpaMMHBIE U allapaTHbIE CPEICTBA 1
o0ecrnieyeHns: 0€30MaCHOCTH CETH
4 2 |TunoBble CETEBBIC aTAKU 2
5 2 |MeToabl MOHUTOPUHTA CETU 1




6 3 |ApxutekTypa u cpenctpa 6e3omacHoctd Windows 2
7 3 TakTUKH, HHCTPYMEHTHI U l'IJ'IaT(I)OpMIiI JUIs mocTaKcIutyaranuu B Windows, )
METOJIBI ICTEKTUPOBAHS 1 TIPOTUBOACHCTBUS
8 4  |ApxuTektypa u cpeacTBa 6e3omacHoCcTH Linux 2
9 4 Kypnaus! Linux, cpeacrsa Mmonutopunra, Auditd 2
5.2. IlpakTHyeckue 3aHATUS, CEMUHAPBI
Ne Ne Koa-
sansTuspasena HammeHnoBaHMe MM KpaTKOE COIEpIKaHUE MMPAKTUIECKOTO 3aHATHUS, CEMUHApa BO
4acoB
1 1 |Crexk Elasticsearch, Logstash, Kibana (ELK). Hactpoiika cpenst ELK 2
2 2 |O6napyxenue araku ARP-poisoning 1
3 2 |Cucrema oOHapykeHHsI BTOp>KeHHI Bro 2
4 2 |Cucrema oOHapyxeHus BTop>keHui Suricata IDS 2
5 2 |lerexTupoBaHME aTaK Ha CEPBEP 1
6 3 besonacHocts Windows: mpaBa mosip30oBareneid, He3amuppoBaHHbIE TAPOIIU | )
XCIIN B MTaMATH, TPUBUIIETUH, aTaKu ¢ Kpaxkeil TokeHoB, UAC
Aymut 6e3onacHoctu Windows. Konduryparus noqTuTUKe ayauTa.
7 3 |[epeanpecarus coosituii B TELK. Aynut noctymna k o0bexTam. O0orarieHue 2
naHHbIMU ¢ omolrsio Logstash. Tlonck yrpo3 u ananus *ypHauioB BpyUHYIO
8 3 |ABTOMaTHYECKHIi MOUCK Yrpo3 ¢ ucnoiab3zoBaHueMm X-Pack watcher 2
9 3 |Pa3BepThIBaHUE U HCIIOJIB30BAHKUE Sysmon 1
10 3 [Autorun, ananu3 naHabIx Logstash u mpoBepka nmoTokoB 1

5.3. JlabopaTtopHbie padoThI

He nipenycmoTpensl

5.4. CamocrosiTeqibHasi padoTa CTyIeHTA

Brimonuenue CPC

Bun pabotsl u conepkanue 3ajaHus

Crucok nureparypsl (¢ yKkazaHUEM
paszenos, 1iiaB, CTPAHUII)

Koi-Bo yacos

[loaroToBKa OTYETOB K MPOJIEIIaHHBIM
[IPAKTUYECKUM paboTaM.

DNeKTpOoHHAs Y4eOHO-METOINYeCKast
nokyMeHtanusa OCHOBHas uteparypa: [2] -
[maBer 1-26, [3] - [naBer 1-15.
JlononauTenbHasa nureparypa: [4] -
Crpanuus! 38-84.

6. UnHOBaMOHHBIE 00pa30BaTe/ibHbIEC TEXHOJIOTUH, HCIOJIb3yeMble B y4eOHOM

npoiecce

He npenycmorpensl

Co0cTBeHHbIE HHHOBALIMOHHBbIE CIIOCO0BLI M METOAbI, HCIIOJIb3yeMble B
o0pa3oBaTeJILHOM MpolLecce

He npenycmorpeHsl




Hcnonp3oBanue PE3YJIIbTATOB HAYYHBIX HCCHG,Z[OB&HI/IIZ, IMPOBOAUMBIX YHUBCPCHUTCTOM, B

paMKax I[&HHOﬁ JUCHHUIIIIMHBI. HCT

7. ®ona oueHo4HbIX cpeacTs (POC) nist npoBeeHNs TEKYIIEro KOHTPOJIA
yCIIeBAEMOCTH, IPOMEKYTOYHOM ATTECTALMH 110 UTOraM OCBOCHUS AMCUHMILIMHBI

7.1. IlacnopTt ¢oHIa OLIEHOYHBIX CPEACTB

HaumenoBanue Bug xoHTpOss NoNo
pasnenos Kontponupyemas komnerenuus 3YHbt (BKITFOUAs .
JTUCLUILTUHBI TEKYIIHA) Satanm
Texymnii
Bee paszieisl [TK-28 criocoOHOCThIO YIIPABIATH HH(poPMauHOHHoﬁ KOHTPOJIb 1-29
0€30MMacCHOCTHI0 ABTOMaTU3UPOBAHHON CUCTEMBI (mpoBepka
OTYETOB)
IICK-3.5 criocoOHOCTBIO TPOCKTUPOBATH, BHEPATH U
UCIIOJIb30BaTh CUCTEMbl MOHUTOPHUHIA CPEICTB 3alLIUTHI
Bce pazgenst  |uHbopManuu, GyHKIMOHUPYIOMIUX HA KPUTHUECKU BaXKHBIX 3auet 1-29
00BEKTaX U B aBTOMATU3HPOBAHHBIX CUCTEMAaX KPUTHICCKU
BaYXHBIX OOBEKTOB
[TK-20 crnocoOHOCTBIO OpraHU30BaTh Pa3padboTKY,
Bee pasiensi BHE/PEHUE, OKCILIyaTALUIO H CONPOBOKACHUHE Jauer 1-29
aBTOMATU3HPOBAHHON CUCTEMBI C YYETOM TpeOOBaHUMN
UH(POPMAITMOHHON 6€30aCHOCTH

7.2. Buabl KOHTPOJISL, IPOLEAYPHI POBEIeHUN, KPUTEPUH OLIEHNBAHUS

Bun
[Tponienypsl IpoBeCHHS U OLICHUBAHUS Kpurepuu onieHuBanus
KOHTPOJIS POLCAYPEI IPOBCA pUTEP i
3a4TeHO: 3HaeT OCHOBHOM MaTepua
[IpenonaBarens popMupyeT OUIIETHI, KOTOPbIE
JIMCLIUIUIMHBL; BEPHO U3J1araeT u
CoZiep>KaT 110 TP BOIPOCa U3 CIIUCKa BOIPOcoB. Bo
MHTEPIPETUPYET 3HAHUS; U3JI0KEHHE
BpeMs IIPOBEACHHUS 3a4€Ta CTYACHT BBITSTUBAET
N Marepuasa JOrH4eCKU BBICTPOEHO
CilydaiiHbIN OWJIET, 3aT€M B ayAUTOPUH TUCbMEHHO .
He 3auTeHO: HE 3HAECT 3HAYUTEIBHOU
3ager OTBEuaeT Ha 3 BoImpoca B Ouiere, KOTopble
yacTu Marepuana AUCUUIUIMHBL; OTBET
BKJIIOYAIOT TEOPETHUUECKUE U ITPAKTUYECKUE
. HE J1aH WIH JIONyCKaeT rpyoble
BOIIPOCHI 110 NPOHIEHHBIM pa3zeiiam,
OLIMOKY IIPU U3JI0KEHUH OTBETA Ha
IpEeroaBaTellb IPOBEPSET OTBET, OeceqyeT co
BOIPOC; HEBEPHO U3JIaraeT u
CTY/IEHTOM Y OLIEHUBAET OTBET.
UHTEPIPETUPYET 3HAHUS
3ayreHo: OT4eT COOTBETCTBYET
[To xax1011 MpaKkTUUECKON paboTe CTYAEHT TpeboBanusM. PaboTa BrIONIHEHA
COCTaBJISIET OTYET, COAEPIKALINM CKPUHIIOTHI WK  [caMocTosTeNnbHO. KoHuryparms
Texymuii TEKCTHI KOH(PHUTYpaIii CUCTEM 3aIIUTHI CUCTEMBI 3aLIUThl COOTBETCTBYET
KOHz oLk HH(pOPMaLIUH, pacCMaTpUBAEMbIX B IPAKTHUECKON [TpeGoBaHusAM. OTYET cliaH
(n OBpe @ paborte, a TakKe MOSACHEHHSI, KacaloIIUecs X0Ja (CBOEBPEMEHHO.
ofqu(I))B) BBINOJIHEHMS ITpakTHdeckoil padotsl. [IpoBepsercs [He 3aureHo: OTueT HE COOTBETCTBYET
NPaBUWIBHOCTH PabOTHI CUCTEMBI 3aIUTHI, MOJTHOTA [TpeboBaHuAM. PaboTa BhIonHEHA €
TECTUPOBAHUS U YPOBEHb CAMOCTOSITEJIbHOCTH  [HEBBICOKUM YPOBHEM
BBITIOJIHEHUSI 3a/1aHUS. camocrostenbHoCTH. Konduryparms
COZICPYKHUT OLTHOKHU.

7.3. TunoBble KOHTPOJIbHBIE 32aAHUS

Bup xoHTpONA |

Tumoseie KOHTPOJIBHBIC 3aIaHUA




3auer

1. 3agaun ¥ MOAXO/IBI OTIEPALIMOHHON 0€30MMacHOCTH. APXUTEKTYpa, MPOLECCHl U
nHcTpyMeHThl SOC. Turnmmunas nadpactpykrypa SOC

2. CereBble 3KpaHbl. CUCTEMbI 0OHAPY)KEHUS U IPEAOTBPAIICHUS BTOPKESHUI
(IPS/IDS)

3. Pemenust 1y oOHapyXeHUs: HApyIIeHUH 6€30MacHOCTH

4. Ananmutuka yrpo3s (Threat intelligence, TI). Uto takoe TI. Yposuu TI:
TAKTUYECKUM, CTPATETUYECKUI, ONepallMoHHbIN, MicTounnku u metoast T1:
HUMINT, OSINT

5. OT peakTUBHOTO K IPOAKTUBHOMY: aTaku 6e3 BpenonocHoro I10, nenessie
ataku, OecailyioBbie aTaku

6. ®peitmBopk MITRE ATT&CK u nienouka nopakeHus atraku. OOHapyxeHHe Ha
ocHoBe TTPI

7. IIpouecc akTuBHOTO noucka yrpos. Yro rakoe crek ELK. Bo3moxxHoCcTH
Logstash. KIBANA: cuHTakcuc 3anmpocoB ¥ aHeIn MOHUTOPHUHTA, Beats.

8. ApxuteKkTypa 6e30MacHOCTH CETU: CeTMEHTAaLUs, 0€301aCHOCTD 30H.

9. YcrpoiicTBa 1151 obecrieueHust 0€301MacCHOCTH CETH.

10. TumoBsIe ceTeBbIC aTaKu, MHCTPYMEHTHI aTaK U MOHUTOPUHT CETU

11. Yto Takoe NSM. Uctounnku gadHeX 1191 NSM. OCHOBHBIE BO3MOXKHOCTH
NSM

12. AHanu3 )KypHaJIOB TPaH3aKIUK: TPOKCH, mouta, DNS, BeO

13. O6napyxenue BropkeHuil Ha ypoBHe cetu (Network intrusion detection
system, NIDS): Snort, Suricata

14. ®peliMBOpK MOHUTOPHHTA Oe30MacHOCTH ceTh Bro

15. ApxurtekTypa u cpenctsa 6ezonacHoctd Windows

16. XKypuanst Windows 1 MOHUTOPUHT

17. PacuimpeHHas u yctapeBiiiasi HOJUTUKU ayauTa

18. Baxxubie coObITHsE Windows U IPUYHMHBI UX 3HAYUMOCTH

19. AHanu3 )KypHaJIOB BPYYHYIO: CPEJCTBO MPOCMOTpa coObiTrii Windows,
PowerShell, LogParser

20. ITepeanpecanus coosrtuii Windows

21. JlonmomHUTEIBHBIE HCTOYHUKH KypHa1oB Windows: Sysmon, Autoruns

22. TakTUKH, THCTPYMEHTHI U TIATGOPMBI 115 TocTIKCIUTyararuu B Windows
23. Araku Ha Active Directory u ux oOHapyXeHUe

24. ApXUTEeKTypa U cpencTa 6e3omacHocT Linux

25. XKypuans! Linux 1 MOHUTOpPHHT

26. Baxxaple xypHaibl Linux u kakyro nHOOPMAIIMIO U3 HUX MOXKHO U3BJICYh
27. LlenTpanu3oBanHas o6paboTka xypHaioB Linux

28. Aymut cuctem B Linux ¢ momompro Auditd

29. TakTUKH, UHCTPYMEHTHI U TIATPOPMBI JJIs TOCTIKCIUTyaTanuy B Linux

Texymuii KOHTPOIIb
(mpoBepka 0TUETOB)

[Ipmep BOPOCOB U TEM, KOTOPBIE AOJKEH OCBSITUTH CTY/IEHT B OTUETE.

1. Cxpunmor KIBANA c noramu Suricata

2. Cxpunior KIBANA, rie BuiHO cpaOaTbIBaHHE CO3JaHHOTO KACTOMHOT'O
MpaBuIIa

3. Cxpunior ¢ KIBANA, rie BuaHa peakiys Ha cpabaTbIBaHHE KaCTOMHOT'O
[paBuIIa

8. YueOHO-MeTOAMUYEeCKOEe M MH(OPMALIMOHHOE O0ecredeHue TUCHUIIMHBI

IleyaTHas ydyeOHO-MeTOANYECKAS JOKYMEHTAIUS
@) OCHOBHAs TUMepamypa:
He npenycmorpena

0) OononHumenvbHas Iumepamypa:

1.

TanenOaym, O. Komnsrorepnsie cetu [Teker| nep. ¢ anm. .

Tanen6aym, J1. Yazepomi. - 5-e uzn. - CII6. u ap.: ITutep, 2015. - 955 c. un.




2.

Tanen6aym, O. CoBpeMeHHbIE OTepallioOHHbIe cucTeMbl [ TekcT] D.
Tanenbaym. - 3-e uzn. - CI16. u ap.: [Tutep, 2010. - 1115 c. uin.

6) ome4yecme€eHHble U 30py6€9fCHbl€ IAHCYPHAJIbL NO aucuunﬂuﬂe, umerouiuecs 6 oubnuomexe:

2) MmemoouuecKue yKasaHus 0 Cmy0eHmos8 no 0C80EHUI0 OUCYUNTUHDL:
be3omacHOCTh ceTeil 3JEKTPOHHBIX BRIUNCIUTEIBHBIX MAIIAH [ TEKCT :
HENOCPEICTBEHHBIH | : METOA. yKa3aHus JJis OakanaBpoB HanpasieHus "UHpopm.

6e3onacHocts" / C. B. Ckypinaes ; non pea. A. H. Cokonoga ; FOx.-Ypai. roc. yH-T,
Kad. 3amwmra undopmanuu ; FOYpl'Y

1.

U3 Hux. y"l€5H0-M€m00u’~l€CKO€ obecneyenue camocmosmenbHoll pa60mbl

cmyoenma.

2.

be3onacHOCTh ceTeil 3JeKTPOHHBIX BRIUMCIUTENbHBIX MAIIUH [ TEKCT :
HEMOCPE/ICTBEHHBIH | : METO/. yKa3aHus i OakanaBpoB HampasieHnus "Mubopm.

oe3onacHocth" / C. B. Ckypinaes ; mox pea. A. H. Cokxomnona ; FOx.-Ypai. roc. yH-T,
Kad. 3ammura nadopmanuu ; OYVpI'Y

BHCKTPOHHaH yqe6H0-MeTozmquKaﬂ HOKYMECHTaAIlUA

HoctynHocTh
HaumenoBanue | (cets MuTEpHET /
No Bun HanmenoBanue pa3paboTku peeypea s | JTORQTbHAT CCTb,
JTUTEPATyPBHI AJIEKTPOHHOW |aBTOPU30BAHHBIN /
dhopme C¢BOOOIHBIN 110-
CTYyII)
Omudep, B. I. OcHOBHI ceTelt iepegadn
naHHBIX : yueOHoe mocodbue / B. I. Omudep, H. S EKTPOHHO-
A. Omudep. — 2-e u3a. — Mocksa : UHTYUT, 6H6J1HI())TeqHa;1
1 OcHoBHas 2016. — 219 ¢. — TekcT : NIeKTpOHHBIH // cHCTeMa WNuTtepuer /
nuTeparypa JlaHb : AMEKTPOHHO-OMONIMOTEYHAs CHCTeMa. — ABTOpPU30BaHHBIN
URL.: https://e.lanbook.com/book/100346 (nata ;Ziafenbcma
obpamenus: 18.09.2021). — Pexum nocrymna:
1711 aBTOPU3. MOJIB30BaTEIICH.
bonnapes, B. B. AHanu3 3aMIIeHHOCTH U
MOHHUTOPHUHT KOMIIBIOTEPHBIX ceTeil. MeToapl u
cpenctsa : yuebHoe nmocooue / B. B. bornapes.
— Mocksa : MI'TY um. H.O. baymana, 2017. g;gﬁ;g (T)S;I;;H
b OcHoBHas — 228 ¢. — ISBN 978-5-7038-4757-2. — cHCTeMa WUuTtepner /
nmuTepaTypa Tekcr : anexTpoHHbIH // JlaHb : 21eKTPOHHO- ABTOpPU30BaHHBIN
oubnuoreynas cucrema. — URL: JHISHaTeHBCTBa
https://e.lanbook.com/book/103518 (mara arb
obpamenus: 18.09.2021). — Pexxum nocrymna:
TUTSL aBTOPU3. TIOJIb30BaTENEH.
Kommns, M. 3ammra cereii. [Togxon Ha ocHOBE
aHaym3a naHHeix / M. KommH3 ; mepeBoj ¢
anruiickoro A. B. Jlo6poBosbckas. — MockBa [eKTPOHHO-
OcHOBHAS : AMK Tlpecc, 2020. — 308 c. — ISBN 978-5- [oubnuortednas nreprer /
3 97060-649-0. — Tekcr : anexTpoHHBIi // JlaHb :|cucTema .
nmuTepaTypa ABTOpPU30BaHHBIN
AIIEKTPOHHO-O0MOIMoTeuHas cuctema. — URL:  |u3marenscTBa
https://e.lanbook.com/book/131682 (nara Jlanb
oOparmenusi: 18.09.2021). — Pexxum nocrymna:
TUISL aBTOPU3. TIOJIb30BaTENCH.




AnemkuH, A. C. AnnapaTHbie U TpOrpaMMHBIE
CpeICTBa MOUCKA YA3BUMOCTEN MpH
MOJICTTHPOBAHHUH U IKCILTyaTaluu
nH(pOpPMAITMOHHBIX CUCTEM (oOecreueHne

o JJEKTPOHHO-
nH(OPMAITMOHHON 0€30MacHOCTH) : yueOHOe SUGIHOTCHAS
JlonmomanTensHas [mocodue / A. C. Anémkun, C. A. Jlecwko, /1. O. WNuTtepHer /

4 UTEPATYypa KykoB. — Mocksa : PTY MUPDA, 2020. — EII;ICZEZI;BCTM ABTOpPU30BaHHBIN
152 c¢. — Texkcrt : anexTpoHHbIl // JIaHs : Haib

HIIEKTPOHHO-OnbOIoTeyHas cucrema. — URL:
https://e.lanbook.com/book/167600 (mara
obpamenus: 18.09.2021). — Pexum nocrymna:
1711 aBTOPU3. MOJIB30BaTEIICH.

9. UndopManiuoHHbIE TEXHOJIOTHH, HCIIOJIb3yeMble IPU OCYLECTBICHUH
00pa3oBaTeJIbHOIO Mpouecca

[TepedeHp UCTIONB3YEMOTO MTPOTPAMMHOTO OOECIICUCHHS:
1. Microsoft-Windows server(6eccpodno)
2. Microsoft-Windows(6eccpouno)
3. -Oracle VM VirtualBox(6eccpouHo)

[lepedenp UcnoONb3yeMbIX HTHHOPMALIMOHHBIX CIIPABOYHBIX CUCTEM:

Her

10. MarepuajibHO-TEXHUYECKOEe O0ecnedyeHue TUCIMIIIMHBI

No OcHoBHOE 000pyIO0BaHKE, CTEH IbI, MAKEThI, KOMITLIOTEPHASI TEXHHKA,
Bun 3anstuit a ;{ MpelyCTaHOBIEHHOE IPOrpaMMHOE 0OecTeUeHHEe, UCIIOIb3yEeMOe AJIs
al Pa3TUYHBIX BUJOB 3aHATHHA

[IpoexTop, kKoMIbIOTEPHI ¢ onepaoHHoi cuctemoir Windows 10, CpenctBo
BrupTyanu3amu VIrtualBox. IuctprOyTHBBI CBOOOAHO pacpoCTpaHsIeMbIX
OTIEPALIMOHHBIX CUCTEM U CPEJCTB OE30M1aCHOCTH.

[Ipaktnueckue (913
3aHATUSA U ceMUHapHI |(30)




